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Abstract—Recent Botnets such as Conficker, Kraken and Torpig to make it harder for a security vendor to pre-register thmala
have used DNS based “domain fluxing” for command-and-control, names, the next version, Conficker-C [28] increased the eumb

where each Bot queries for existence of a series of domain namesy¢ randomly generated domain names per bot to 50K. Torpig
and the owner has to register only one such domain name. In this )

paper, we develop a methodology to detect such “domain fluxes” [30], [6] bOt.S employ an mterestmg trick where the seedtfe

in DNS traffic by looking for patterns inherent to domain names fandom string generator is based on one of the most popular
that are generated algorithmically, in contrast to those generaté trending topics in Twitter. Kraken employs a more sophigd

by humans. In particular, we look at distribution of alphanumeric  random word generator and constructs English-language lik
characters as well as bigrams in all domains that are mapped to the words with properly matched vowels and consonants. Moreove

same set of IP-addresses. We present and compare the perfoance th doml ted di bined with fix ch
of several distance metrics, including KL-distance, Edit distance iad € randomly generated word IS combined with a Suffix chosen

Jaccard measure. We train by using a good data set of domains randomly from a pool of common English nouns, verbs, adjecti
obtained via a crawl of domains mapped to all IPv4 address space and adverb suffixes, such as -able, -hood, -ment, -shipyor -I
and modeling bad data sets based on behaviors seen so far and From the point of view of botnet owner(s), the economics
expected. We also apply our methodology to packet traces collecte work out quite well. They only have to register one or a few

at a Tier-1 ISP and show we can automatically detect domain fluxing d . t of th | d ins that h bot Id
as used by Conficker botnet with minimal false positives, in addition 90Mains out or the several domains that each bot would query

to discovering a new botnet within the ISP trace. We also analyze €very day. Whereas, security vendors would have to preteggis
a campus DNS trace to detect another unknown botnet exhibiting all the domains that a bot queries every day, even before the

advanced domain name generation technique. botnet owner registers them. In all the cases above, theisecu
Index Terms—Components, Domain flux, Domain names, Edit vendors had to reverse engineer the bot executable to dbeve
distance, Entropy, IP Fast Flux, Jaccard Index, Malicious exact algorithm being used for generating domain namesrires

cases, their algorithm would predict domains successfuitl

the botnet owner would patch all his bots with a re-purposed

, ) executable with a different domain generation algorith®].[3

R ECENT l:_)otnets such as Conficker, Kraken and Torpig haVeWe argue that reverse engineering of botnet executables is
broug'ht In vogue ‘i‘ new methpd "for bo'Fnet operators {aqrce- and time-intensive and precious time may be &fstd®

control their bots: DNS “domain fluxing”. In this method, 8ac o qomain generation algorithm is cracked and consequent|

bot algorithmically generates a large set of domain names gff,re ch domain name queries generated by bots areatbtect
gueries each of them until one of them is resolved and thebdhe In this regard, we raise the following questioBan we detect

contactshthe cr;]orrespondlng IP-addresls obtained that |sal}5p algorithmically generated domain names while monitoriniy
used to host the comrlnand-and-contlro (C&,C) Iserver. Besates traffic even when a reverse engineered domain generation alg
command-and-control, spammers also routinely generatiora ., may not be available?

domain names in order to avoid detec_tion. For in_stance, Emmsn_ Hence, we propose a methodology that analyzes DNS traffic
adv_eruse ra_ndomly generated domam names n spam ema'lﬁot%etectif and whendomain names are being generated algo-
avoid detection by regular expression based domain b&skhat jinmically as a line of first defense. Our technique for angm
maintain signatures for recently ‘spamvertlseQ’ domaimes. detection may be applied by analyzing groups of domains ex-
The botnets that have used random domain name generafigneq from the DNS queries, seen at the edge of an autormmou
vary widely in the random word generation algorithm as well &, io “Therefore, our proposed methodology can pointeo th
the way it is seeded. For instance, Conficker-A [27] bOtS GEBE ) oqence of bots within a network and the network admiristra
250 domains every three hours while using the current dade g, isconnect bots from their C&C server by filtering out DNS

time at L_JTC (in seconds) as the Se?d' which in turrll-is Obtai_nageries to such algorithmically generated domain names.
by sending empty HTTP GET queries to a few legitimate SiteS g, o0n0sed methodology is based on the following observa-

such asgoogle.combaidu.com answers.com etcrhis way, all on: current botnets do not use well formed and pronourieeab

bots would generate the same domain names every day. In oidgp, ;a5 words since the likelihood that such a word is djrea
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metrics using techniques from signal detection theory aatiss |ll, we present our detection methodology and introduce the
tical learning which can detect algorithmically generatiethain  metrics we have developed. In Section IV, we present thewari
names that may be generated via a myriad of techniqugs: ways by which domains can be grouped in order to compute
those generated via pseudo-random string generationithiger the different metrics over them. Next, in Section V, we prgése
as well as {¢) dictionary-based generators, for instance the omesults to compare each metric as applied to different dets s
used by Kraken ([5], [3], [4]) as well as the Kwyijibo tool [12]and trace data. Further, in Section VI, we present the deteot
which can generate words that are pronounceable yet nokin thalicious domains in a supervised learning framework. iSect
English dictionary. VII discusses limitations and improvements, with conausiin

Our method of detection comprises of two parts. First, w&ection VIII.
propose several ways to group together DNS querig@seither
by the Top Level Domain (TLD) they all correspond to of) (
the IP-address that they are mapped to o) (the connected Characteristics, such as IP addresses, whois recordsaadl le
component that they belong to, as determined via connecfedtures of phishing and non-phishing URLs have been aedlyz
component analysis of the IP-domain bipartite graph. Sgcoty McGrath and Gupta [22]. They observed that the different
for each such group, we compute metrics that characterize thRLs exhibited different alphabet distributions. Our wdmkilds
distribution of the alphanumeric characters or bigramso(twon this earlier work and develops techniques for identdyin
consecutive alphanumeric characters) within the set ofailom domains employing algorithmically generated names, piatin
names. Specifically, we propose the following metrics takjyi for “domain fluxing”. Ma, et al [17], employ statistical ledng
differentiate a set of legitimate domain names from malisio techniques based on lexical features (length of domain same
ones: {) Information entropy of the distribution of alphanu-host names, number of dots in the URLtc) and other features
merics (unigrams and bigrams) within a group of domainsf URLs to automatically determine if a URL is maliciouss.,
The distribution comparison is made using the Kullbackblasi used for phishing or advertising spam. While they classifghea
(K-L) divergence which computes the “distance” between twdRL independently, our work is focused on classifying a grou
distributions. i) Jaccard index to compare the set of bigramaf URLs as algorithmically generated or not, solely by makin
between a malicious domain name with good domains amd; ( use of the set of alphanumeric characters used. In additien,
Edit-distance which measures the number of character elsangxperimentally compare against their lexical features éoti®n
needed to convert one domain name to another. V and show that our alphanumeric distribution based feature

We apply our methodology to a variety of data sets. First, wan detect algorithmically generated domain names withetow
obtain a set of legitimate domain names via reverse DNS arawlfalse positives than lexical features. Overall, we consider
the entire IPv4 address space. Next, we obtain a set of madici work as complimentary and synergistic to the approach in. [17
domain names as generated by Conficker and Kraken as V@8] develops a machine learning technique to classifyiddal
as model a much more sophisticated domain name generatiomain names based on their network features, domain name
algorithm: Kwyijibo [12]. Finally, we apply our methodologp string composition style and presence in known referersts. i
one day of network traffic from one of the largest Tier-1 ISPs iTheir technique, however, relies on successful resoldfddNS
Asia and South America and show how we can detect Confickdamain name query. Our technique instead, can analyze group
as well as a botnet hitherto unknown, which we dsljuyh of domain names, based only on alphanumeric characterésatu
(details in Section V). With reference to the practice of “IP fast fluxing®,g, where

Our extensive experiments allow us to characterize theefféhe botnet owner constantly keeps changing the IP-addresse
tiveness of each metric in detecting algorithmically gatedl mapped to a C&C server, [24] implements a detection mechanis
domain names in different attack scenarios. With our expents, based on passive DNS traffic analysis. In our work, we present
we observe that in general, our tool's performance improvasmethodology to detect cases where botnet owners may use a
with a larger data set used for analysis. For instance, wid@n Zombination of both domain fluxing with IP fluxing, by having
domains are generated per TLD, then Edit distance achiev®ds query a series of domain names and at the same time map
100% detection accuracy with 8% false positives and whenfew of those domain names to an evolving set of IP-addresses
500 domains are generated per TLD, Jaccard Index achieydso earlier papers [23], [20] have analyzed the inner-viragk
100% detection with 0% false positives. Applying our metricof IP fast flux networks for hiding spam and scam infrastreetu
to a campus DNS trace, we discover an unknown botnet whid¥ith regards to botnet detection, [14], [15] perform coatin
generates domain names by combining English dictionargsyor of network activity in time and space at campus network edges

Il. RELATED WORK

which we detect with a false positive rate of 2.56%. and Xie et al in [34] focus on detecting spamming botnets by
The terminology we use in this work is as follows. For aeveloping regular expression based signatures for spabs UR
host name such aphysics.university.eduwe refer to univer- We find that graph analysis of IP addresses and domain names

sity as the second-level domain labeddu as the first-level embedded in DNS queries and replies reveal interestingamaer

domain, anduniversity.edwas the second-level domain. SimilarlyJationships between different entities and enable ideatifin of

physics.university.edis considered a third-level domain andoot networks (Conficker) that seemed to span many domains and

physics a third-level domain label. The ccTLDs such ems.uk TLDs. With reference to graph based analysis, [35] utilizgsd

are effectively considered as first-level domains. changes in user-bot graphs structure to detect botnet atscou
The rest of this paper is organized as follows. In Section Statistical and learning techniques have been employed by

I, we compare our work against related literature. In Swcti various studies for prediction [10], [25], [13]. We employe
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results from detection theory in designing our strategies f10K URLs for Kraken, 25K URLs for MegaD, 17K URLs

classification [31], [11]. for Srizbi, 4.8K URLs for Storm, and 5.4K URLs for Pushdo.
Several studies have looked at understanding and reverdé also leverage our analysis with previous studies to ifyent

engineering the inner workings of botnets [5], [3], [4], [LB0], the domains for Conficker and Torpig. As described earlier in

[26], [29]. Botlab has carried out an extensive analysisesesal the Introduction, Kraken exhibits the most sophisticatechdin

bot networks through active participation [19] and proddes generator by carefully matching the frequency of occureeot

with many example datasets for malicious domains. vowels and consonants as well as concatenating the regultin
word with common suffixes in the end such as -able, -detn,
IIl. DETECTIONMETRICS (iv) Kwyjibo : We model a much more sophisticated algorithmic

i ) i domain name generation algorithm by using Kwyjibo [12], alto
In this section, we present our detection methodology ®at\jhich generates domain names that are pronounceable yiet not

based on computing the distribution of alphanumeric charac e gngjish language dictionary and hence much more likely t
for groups of domains. First, we motivate our metrics by shaw e ayailable for registration at a domain registrar. Thertigm

how algorithmically generated domain names differ fromitieg ;55 4 syllable generator, where they first learn the frezyueh
mate ones in terms of distribution of alphanumeric characte o syllable following another in words in English dictiopand

Next, we present our three metrics, namely Kullback-Leiblg,on 5y tomatically generate pronounceable words by mugléli
(KL) distance, Jaccard Index (JI) measure and Edit distancg 4 pmarkov process.

Finally, in Section IV we present the methodology to group

domain names. B. Motivation
Our detection methodology is based on the observation that
A. Data Sets algorithmically generated domains differ significantlyrfr le-

We first describe the data sets and how we obtained thegitimate (human) generated ones in terms of the distributib
(i) ISP Dataset: We use network traffic trace collected fromalphanumeric characters. Figure 1(a) shows the distabudi
across 100+ router links at a Tier-1 ISP in Asia. The trace @phanumeric characters, defined as the set of English ladpha
one day long (21-hour long, collected on Nov 3, 2009) ar@-z) and digits (-9) for both legitimate as well as malicious
provides details of DNS requests and corresponding refiiteis domains®. We derive the following points:i) First, note that
dataset consumes 66 GB of hard drive space and consists ldf 33#th the non-malicious data sets exhibit a non-uniformuesgy
packets with 38M flows. These flows include various protocotfistribution, e.g, letters ‘m’ and ‘0’ appear most frequently in
such as DNS, HTTP, SMTP, etc. Of these flows, there are abthe non-malicious ISP data set whereas the letter ‘s’ agpear
270,000 DNS name server replies. The queries captured at thest frequently in the non-malicious DNS data $ét) Even the
ISP edge, come from approximately 8,400 clients which areost sophisticated algorithmic domain generator seenemitd
mostly recursive DNS resolvers for smaller networkis) Non- for Kraken botnet has a fairly uniform distribution, albeitth
malicious DNS Dataset:We performed a reverse DNS crawl ofhigher frequencies at the vowels: ‘a’, ‘e’ and ‘iiz{) If botnets of
the entire IPv4 address space to obtain a list of domain nanfigiire were to evolve and construct words that are proncaliee
and their corresponding IP-addresses. The crawl was peefbr yet not in the dictionary, then they would not exhibit a umnifo
on Mar 04, 2010 and lasted for approximately 20 hours. Whstribution as expected. For instance, Kwyjibo exhibitghler
perform this crawl through a system utilizing a DNS recwgsivirequencies at alphabets, ‘e’, ‘g, '1’, ‘I, ‘'n’,etc. In this regards,
nameserver for resolving DNS PTR queries issued for IP¥dchniques that are based on only the distribution of unigra
addresses. We issue DNS PTR requests for various subnets (@infle alphanumeric characters) may not be sufficient, as w
IP addresses, barring certain subnets belonging to myilsad will show through the rest of this section.
un-assigned zones. Such a request excludes DNS type A secord _ )
where multiple domains map to a single server (CDNs or websic- Metrics for anomaly detection
hosts). We further divided this data set in to several paash The K-L(Kullback-Leibler) divergence metric is a non-
comprising of domains which had 500, 200, 100 and 50 domaymmetric measure of "distance* between two probability- di
labels. The DNS Dataset is considered as non-malicioushfor tributions. The divergence (or distance) between two dis-
following reasons. Botnets may own only a limited number afretized distributions P and Q is given by k. (P||Q) =
IP addresses. Based on our study, we find that a DNS PTR' P(i)loggg;.
request maps an IP address to only one domain name. Thetdatasghere n is the number of possible values for a discrete
thus obtained will contain very few malicious domain names prandom variable. The probability distributi¢hrepresents the test
analyzed group. In the event that the bots exhibit IP fluxindistribution and the distributio® represents the base distribution
the botnet owners cannot change the PTR DNS mapping forfilBm which the metric is computed.
addresses not owned. Although, the malicious name servays m Since the K-L measure is asymmetric in nature, we use a sym-
map domain names to any IP addregsi) (Malicious datasets: metric form of the metric. The modified K-L metric is computed
We obtained the list of domain names that were known to hausing the formulaD,y,,(PQ) = 3(Dx1(P||Q)+ Dk (Q||P)).
been generated by recent Botnets: Conficker [27], [28], iforp
30}, Kraken [5], {3}, Pushdo, etc. We obtain these domalon e 1wt (e es [y cone, (et o e
BotLab [19] which provides us with URLs used by bots belo@ginuse the ‘-’ ch)gractee. Previous work has also )gtudied )I/d»ﬁmtures agsociated
to the respective botnets. Specifically, we extract dom&im®  with a domain/URL.
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(a) Non-malicious and malicious domains. (b) Only malicious entities

Fig. 1. Distinction between probability distributions of le@us and non-malicious domains.

For cases with singular probabilities of the random vagabl Under the assumption that the lettersritnave been generated
in the distribution, we apply suitable modifications to carrgp independently from the same distributiaR(z|g) is given by
a well-defined K-L value. The modifications include ignoring N " o a N
computation for singular probabilities for random vargblof ni ni _ Y
test/Ewalicious/non-n"?alicioSs distributions. Plalg) = U Plalg) = 1_[1 Plalg™ = li[lgi B [[191' '
Given a test distributiory computed for the domain to be =t = = )
tested, and non-malicious and malicious probability digtion The second equality follows by grouping all the occurrences
over the alphanumerics asandb respectively, we characterizeof the lettersa; together and recall that there arg such
the distribution as malicious or not via the following opéim occurrences. Similarly,

classifier: N M M M
g P(zlb) = [ Plaklb) = [] Paslt)™ = T oy = [ J o™
Dsym(gb) — Dsym(q9) % ) 1};[1 z];[ ;EII 21;[

: . . (6)
We now prove that equation (1) presents an optimal ClassmerUSing (5) and (6) in (4), the log-likelihood ratio can be seen
Let A = {a1,aq,...,ap} denoteM the letters of the alphabety pe

from which the domain names are chosen (in our case, this is

English alphabet with spaces and special chargct_ers)_gL:et il o) — ll P(z|g) 4 Hi]\il g% .
l91,92,---,90m] andb = [b1,bs,...,by] be the distribution of N o8 (z) = N o8 Pllb) 0g ', o (7)
the letters in the good and bad domains, respectively.zl be o =1

the actual domain name of lengifi, that has to be classified as Dividing the numerator and the denominator b, ¢;%*, we
being good or bad. Let the letter; appearn; times inz such get

that) . n; = N. Letq = [q1, g2, ..., qu] be the distribution of M (g\%
the different letters inc, i.e., g; = n;/N. 1 log A _ Iz (;) 8
Under the assumption thatpriori, z can belong to a good or v logAl@) = log e (th (8)
bad domain with equal probability, the classifier that miizies =1\ g
the probability of error (wrong classification) is given biyet _ Qoo It _ 1 bi 9
maximum-likelihood classifier which classifiesaccording to XZ: €508 i zz: 4508 G ©
g — _
Plalg) 2 P(zlb) (2) = Diglb) = Dldlg) (10)

Intuitively, z is classified as good, if it is more likely to havet where D(g|b) is the Kullback-Leibler (KL) distance between

= he two distributions. Thus, the optimal classifier given(4) is

resulted from the good distribution than from the bad distibn. gquivalent to

The above classifier can be specified in terms of the liketiho g
ratio given by D(qlb) — D(qlg) % 0 (11)
P(zlg) ¢ . S N N
Az) = Plalb) S 1 (3)  This result is intuitively pleasing since the classifierezgilly

omputes the KL “distance” betweenand the two distributions

As we V\f” see later, it is eg_sier_ to work_ with an equivalengnd chooses the one that is ‘closer’. Hence, for the testi-dist
quantity + log A(x). The classifier is then given according to bution ¢ to be classified as non-malicious, we exp&ty,» (o)

L oonia) = L1 P(zlg) ¢ 0 4 tfobe less tharD,,,,, (gb). However, if Dy, (gg) is greater than
N8 () = N ®Pap) ) Dyym(gb), the distribution is classified as malicious.
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1) Measuring K-L divergence with unigram3he first metric domain label or a host name. Note that Jaccard index (JI)uneas
we design measures the KL-divergence of unigrams by conslksed on bigrams is a commonly used technique for web search
ering all domain names that belong to the same greup,all engine spell-checking [21].
domains that map to the same IP-address or those that belon§he core motivation behind using the JI measure is same as
to the same top-level domain. We postpone discussion ofpgrouhat for KL-divergence. We expect that bigrams occurringain-
to Section IV. Given a group of domains for which we wantlomized (or malicious) host names to be mostly differentrwhe
to establish whether they were generated algorithmicallgat, compared with the set of non-malicious bigrams. To elalegrat
we first compute the distribution of alphanumeric character we construct a database of bigrams where each bigram points t
obtain the test distribution. Next, we compute the KL-dj)exice a list of non-malicious words, domain labels or host namss, a
with a good distribution obtained from the non-malicioudadathe case may be. We then determine all non-malicious woats th
sets (ISP or DNS crawl) and a malicious distribution obtdibg contain at least 75% of the bigrams present in the test warch S
modeling a botnet that generates alphanumerics uniforiiiig. a threshold helps us discard words with less similarity. ey,

net K-L divergence metric is defined by: longer test words may implicitly satisfy this criteria andayn
yield ambiguous Jl value. As observed for test words in theSDN
d = Dgym(qb) — Dsym(qg) (12) PTR dataset, the word sizes for 95% of non-malicious words do
A higher value ofd for a group indicates lower maliciousnesd10t €xceed 24 characters, and hence we divide all test worals i
for the group. units of 24 character strings.

As expected, a simple unigram based technique may not suf€alculating the JI measure is best explained with an ex-
fice, especially to detect Kraken or Kwyjibo generated domai @mple. Considering a randomized host name suchicas
Hence, we consider bigrams in our next metric. oxjsov.botnet.comwe determine the JI value of the domain label

2) Measuring K-L di\/ergence with b|gram3A Simp|e ob- iCkOXjSObe first Computing all bigrams (9|ght, in this CaSE).
fuscation technique that can be employed by algorithmjicalNext, we examine each bigram’s queue of non-malicious demai
generated malicious domain names could be to generate dont@pels, and short list words with at least 75% of bigraines, six
names by using the same distribution of alphanumerics as cd?h the eight bigrams. Words satisfying this criteria maylucde
monly seen for legitimate domains. Hence, in our next metvie  thequckbrownfoxjumpsowerthelazydog (35 bigrams). However,
consider distribution of bigramég., two consecutive characters.such a word still has a low JI value owing to the large number
We argue that it would be harder for an algorithm to genera® bigrams in it. Therefore, the JI value is thus computed/¢& 6
domain names that exactly preserve a bigram distributimilasi + 35 - 6) = 0.16. The low value indicates that the randomized
to |egitimate domains since the a|gorithm would need to iclmms test word does not match too well with the word from the non-
the previous character already generated while generatiag malicious bigram database.
current character. The choices for the current charactér wi

hence be more restrictive than when choosing characteedbas : T +v v+ T ; ;

on unigram distributions. Thus, the probability of testrhigs os | womosgoste

matching a non-malicious bigram distribution, becomesliema 08 | c.scocmfgm mitedy 0.761) 7 .
From our datasets, we observe only a few bigrams occurrirrg mo ol L L o]
often than others, reinforcing our idea. Thus, the clasgifio e e T e SIS L T

0.6 T apple.cgm (0.587) + oy

+ +

based on bigram distribution may be used as an additional tes
for identifying malicious behavior.

Analogous to the case above, given a group of domains, we ex-
tract the set of bigrams present in it to form a bigram distidn.
Note that for the set of alphanumeric characters that weidens
[a-z,0-9], the total number of bigrams possible are 36x36,

N + +
+ ++

05 | +

N

0.4

Jaccard measure
+
+

1,296. Our improved hypothesis now involves validating \agi L B b0y «

. . . . . . . . . aki (0.
test bigram distribution against the bigram distributidnnon- oL AT wemgoom e .
malicious and malicious domain labels. We use the databfise o Domain index

non-malicious words to determine a non-malicious prolitgbil Fig. 2. Scatter plot with Jaccard Index for bigrams (500 testds). Malicious

distribution. For a sample malicious distribution, we gete groups have low Jaccard Index measure value than non-maigi@ups.

bigrams randomly. Here as well, we use KL-divergence over th _ o

bigram distribution to determine if a test distribution islinious ~ The JI measure is thus computed for the remaining words. Note

or legitimate (again using equation (12)). that for a group of test words, we compute the JI value onl wit
3) Using Jaccard Index between bigramsve present the & benign database, unlike K-L divergence which is computéd w

second metric to measure the similarity between a known &gth a benign and a malicious distribution. We compute the JI

of components and a test distribution, namely daecard index Mmeasure using the equation described above and averageit fo

measure. The metric is defined as test words belonging to a particular group being analyzée: T
ANB averaged Jl value for a non-malicious domain is expectectto b
JI =422 . .
AUB higher than those for malicious groups.

where, A and B each represent the set of random variables. ForThe scatter plot presented in Fig. 2 indicates the clear-sepa
our particular case, the set comprises of bigrams that ceepo ration obtained between non-malicious and malicious domai
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The plot represents the Jaccard measure using a case ofdh00stveral such malicious domains is useful as such an IP-s&ldre

words (details follow in section V). We highlight the deiectof or its corresponding prefix can be quickly blacklisted in esrd

botnet based malicious domains suctKeasken MegaD Pushdg to sever the traffic between a command-and-control servér an

Srizbi andStorm A few well-known non-malicious domains suchits bots. We use the dataset from a Tier-1 ISP to determine all

as apple.com cisco.com stanford.edu mit.edy and yahoo.com IP-addresses which have multiple host names mapped torit. Fo

have also been indicated for comparison purposes. a large number of host names representing one IP address, we
As observed via our experiments in Section V, the J| measwexplore the above described metrics, and thus identify heret

is better at determining domain based anomalies. Howeves, ithe IP address is malicious or not.

also computationally expensive as the database of norcimadi

bigrams needs to be maintained in the memory. Section @

. . ) ; . Component analysis
examines the computational complexity of this metric. A few b h ken the id fd in fluxing furth
4) Edit distance: Note that the two metrics described earlier, * T€W DOtnets have taken the idea of domain fluxing further

rely on definition of a “good” distribution (KL-divergencer and generate names that span multiple TL@y, Conficker-C

database (JI measure). Hence, we define a third metric E%-ﬁerates domain names in 110 TLDs. At the same time domain
distance, which classifies a group of domains as malicious II !ng” 06212 behcomblnehd dW'th _another t_echnlque,dnamely 1P
legitimate by only looking at the domains within the grou luxing [24] Wf ere ggc omain hame 1S mappg to an i}/er
and is hence not reliant on definition of a good database r2n9ing set of IP-addresses in an attempt to evade |P Isiec
distribution. The Edit distance between two strings regmésan Indeed, a combination of the two is even harder to detectcelen
integral value identifying the number of transformatioaguired W& Propose the third method for grouping domain names into

to transform one string to another. It is a symmetric measﬁgwe?ed components.b. , ith IP-add
and provides a measure of intra-domain entropy. The type of e first construct a bipartite grapf wit -adaresses on

eligible transformations are addition, deletion, and rfioafion. ©°N€ Side and domain names on the other. An edge is constructed
For instance, to convert the woitht to dog the edit distance between a domain name and an IP-address if that IP-addrass wa

is three as it requires all three characters to be replacéth V\?VF‘IF, rleturneddé:\s one of the respgnses ('jn a DdNS qt:)ery.éWher;
reference to determining anomalous domains, all domaie\léabmhutlpe IPda rejzes are ret(l;rr;]e , WE drar\:v edges between a
(or host names) which are randomized, have on an averagé, & retumed IP addresses and the queried host name.

higher edit distance value. We use the Levenshtein ediarist First, we determine the connected components of the biparti
dynamic algorithm for determining anomalies [21] graphG, where a connected component is defined as one which

does not have any edges with any other components. Next, we
compute the various metrics (KL-divergence for unigrant lain
rams, JI measure for bigrams, Edit distance) for each casmgo
iy considering all the domain names within a component.
omponent extraction separates the IP-domain graph into
components which can be classified in to the following classe
_ _ (7) IP fan: these have one IP-address which is mapped to several
A. Per-domain analysis domain names. Besides the case where one IP-address isdnappe
Note that several botnets use several second-level dom@irseveral algorithmic domains, there are several legigénsae-
names to generate algorithmic sub-domains. Hence, one wayios possible. First, this class could include domaintihgs
by which we group together domain names is via the secorsgrvices where one IP-address is used to provide hosting to
level domain name. The intention is that if we begin seeirgpveral domainse.g. Google Sitesetc. Other examples could
several algorithmically generated domain names beingiegierbe mail relay service where one mail server is used to provide
such that all of them correspond to the same second-levehiipmmail relay for several MX domains. Another example could be
then this may be reflective of a few favorite domains beinghen domain registrars provide domain parking servites,
exploited. Hence for all sub-domains,g, abc.examplesite.org, someone can purchase a domain name while asking the registra
def.examplesite.orgtc, that have the same second-level domaito host it temporarily. ) Domain fan: these consist of one
name examplesite.orgwe compute all the metrics over the al-domain name connected to multiple IPs. This class will danta
phanumeric characters and bigrams of the correspondingidoncomponents belonging to the legitimate content providechs
labels. Since domain fluxing involves a botnet generatingrgel as Google, Yahdog etc (iii)Many-to-many component these
number of domain names, we consider only domains whielne components that have multiple IP addresses and multiple
contain a sufficient number of third-level domain lab&lgy, 50, domain namesg.g, Content Distribution Networks (CDNs) such

IV. GROUPINGDOMAIN NAMES

In this section, we present ways by which we group togeth
domain names in order to compute metrics that were defined
Section Il earlier.

100, 200 and 500 sub-domains. as Akamai.
In section VI, we briefly explain the classification algonith
B. Per-IP analysis that we use to classify test components as malicious or not.

As a second method of grouping, we consider all domains
that are mapped to the same IP-address. This would be redlecti V. RESULTS
of a scenario where a botnet has registered several of thén this section, we present results of employing variousiceet
algorithmic domain names to the same IP-address of a commaacross different groups, as described in section 11l andWé.
and-control server. Determining if an IP address is mapjped triefly describe the data set used for each experiment.
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With all our experiments, we present the results based on @gainst the good distribution and the uniform distributigof
consideration of increasing number of domain labels. Inegaln  bigrams). We again observe that using 200 or 500 domaindabel
we observe that using a larger test data set yields betteltses does better than using smaller number of labels, with 508l$ab
doing the best. Experiments with 50/100 domain labels yield
similar results.

We note that the performance with unigram distributions is

1) Data set: The analysis in this sub-section is based onllatively better than using bigram distributions. Howewehen
on the domain labels belonging to a domain. The non-mal&ciogotnets employ counter measures to our techniques, thanbigr
distribution ¢ may be obtained from various sources. For oWistributions provide an additional layer of defense alavith
analysis, we use a database of DNS PTR records correspondifiunigram distributions.
to all IPv4 addresses. The database contains 659 secceld-levs) Jaccard measure of bigramsthe Jaccard Index measure
domains with at least 50 third-level sub-domains, whilerghedoes significantly better in comparison to the previous iTetr
are 103 second-level domains with at least 500 third-leuel s From figure 4(a), it is evident that using 500 domain labelegi
domains. From the database, we extract all second-leveaithsm ys a clear separation for classification of test domains femde
which have at least 50 third-level sub-domains. All thiedel an area of 1). Using 50 or 100 labels is fairly equivalent V@i
domain labels corresponding to such domains are used toajenéabels doing comparatively better. The JI measure prochigeer
the distributiong. For instance, a second-level domain such aise positives for smaller number of domains (50/100/28&n
university.edunay have many third-level domain labels such a8-L distance measures.
physics cse humanitiesetc. We use all such labels that belong 5) Edit distance of domain labelsFigure 4(b) shows the
to trusted domains, for determining performance using edit distance as the evaluation mettie T

To create a malicious base distributigrwe randomly generate detection rate for 50/100 test words reaches 1 only for héggef
the same number of characters as in the non-malicioushiistripositive rates, indicating that a larger test word set shdag
tion. However, for verification with our metrics, we use doma ysed. For 200/500 domain labels, 100% detection is achiated
labels belonging to well-known malware based domains ifiedt false positive rates of 5-7%. Compare this to the detectita r
by Botlab, and also a publicly available webspam database, ot about 32% for a 1% false positive rate.
malicious domains [1], [9]. Botlab provides us with various 6) Kwyjibo domain label analysis:Kwyjibo is a tool to
domains used by Kraken, Pushdo, Storm, MegaD, and Srizbi [§knerate random words which can be used as domain labels
For per-domainanalysis, the test words used are the third-levgl2]. The generated words are seemingly closer to pronainiee
domain labels. words of the English language, in addition to being randohusT

We present the results for all the four measures describe@ny such words can be created in a short time. We anticipate
earlier, for domain-based analysis. In later sections, weonly  that such a tool can be used by attackers to generate dorbais la
present data from one of the measures for brevity. or domain names quickly with the aim of defeating our scheme.

2) K-L divergence with unigram distribution\WWe measure Therefore, we analyze Kwyjibo based words, consideringnthe
the symmetric K-L distance metric from the test domain to th&s domain labels belonging to a particular domain.
malicious/non-malicious alphabet distributions. We sifysthe The names generated by Kwyjibo tool could be accurately
test domain as malicious or non-malicious based on equétijon characterized by our measures given sufficient names. Hramp
Figure 3(a) shows the results from our experiment presemtedresults are presented in Fig. 5 with K-L distances over amgr
an ROC curve. distributions. From figure 5, we observe that verificatiorthwi

The figure shows that the different sizes of test data sefsigram frequency can lead to a high detection rate with kiaef
produce relatively different results. The area under theCR® positive rate. Again, the performance using 500 labelsdsost.

a measure of the goodness of the metric. We observe that witk also observe a very steep rise in detection rates for all th
200 or 500 domain labels, we cover a relatively greater aremses. The Kwyjibo domains could be accurately charaettriz
implying that using many domain labels helps obtain aceurawith false positive rates of 6% or less.

results. For example, using 500 labels, we obtain 100% tletec  The initial detection rate for Kwyjibo is low as compared to
rate with only 2.5% false positive rate. We also note a detect the per-domain analysis. This is because the presence llfyhig
rate of approximately 33% for a false positive rate of 1%.e&\ofrobable non-malicious unigrams in Kwyjibo based domains
that with a larger data set, we indeed expect higher trudipesi makes detection difficult at lower false positive rates. Témlts
rates for small false positive rates, as larger samplesstailiilize with other measures (K-L distance over bigram distribgion
the evaluated metrics. JI and edit distances) were similar: kwyjibo domains couid b

The number of domain labels required for accurate detectiapcurately characterized at false positive rates in thgeaf 10-
corresponds to the latency of accurately classifying aipusly 12%, but detection rates were nearly zero at false posititesr
unseen domain. The results suggest that a domain-fluxingidormof 10% or less.
can be accurately characterized by the time it generatamdro 7) Progressive demarcationThe earlier results have showed
500 names. that very high good detection rates can be obtained at lose fal

3) K-L divergence with bigram distribution:Figure 3(b) positive rates once we have 500 or more host names of a test
presents the results of employing K-L distance metric oigrdon  domain. As discussed earlier, the number of host namesregtjui
distributions. As before, we compute the bigram distritmutof for our analysis corresponds to latency of accurately chara
our test sets and compare the K-L divergence measure cothpuézizing a previously unseen domain. During our experiment

A. Per-domain analysis
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domains are relatively difficult to detect owing to pronousigle vowels in the

seemingly random words.

could be characterized with a smaller latency (or smallenimer
of host names).

In order to reduce the latency for such domains, we tried an
experiment at progressive demarcation or characterizatiadhe
test domains. Intuitively, the idea is to draw two threskathove
one there are clearly good domains, below the second tHesho
there are clearly bad domains and the domains between the two
thresholds require more data (or host names) for accuratach
terization. These thresholds are progressively brougigec! (or
made tighter) as more host names become available, allowing
more domains to be accurately characterized until we get 500
or more host names for each domain. The results of such an
experiment using the JI measure are shown in Fig. 6.

We establish the lower bound using the formulat o, where
1y is the mean of Jl values observed for bad or malicious domains
and oy, is the standard deviation. Similarly, the upper bound is
obtained using the expressiqr, — o, where the subscripy
implies good domains. Figure 6 shows the detection ratehfer t
considered domains. We see a monotonically increasingtitate

not all the test domains required 500 host names for accuredée for both good and bad domains. It is observed that 85% of
characterization since the distributions were either \@oge to bad domains could be so characterized accurately with ddly 1
the good distributiory or bad distributiorb. These test domains host names while only about 23% of good domains can be so
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characterized with 100 host names. In addition, our exgtsn from the ISP dataset provide a comprehensive non-malicis
indicate that only a small percentage of domains require @00tribution. The second-level domain labels also assistsnatiding
more host names for their characterization. false anomalies, and therefore provide better accuracy.

The JI measure performs well, even for small set of test words
The area covered under the ROC curve is 1 for 200/500 test
words. For the experiment with 100 test words, we achieve the
detection rates of 100% with false positive rate of about 2%.
1 Edit distance with domains mapping to an IP, results in a good
performance in general. The experiments with 100 test words
results in a false positive rate of about 10% for a 100% dietect
1 rate. However for using only 50 test words, the detectioe rat
reaches about 80% for a false positive rate of 20%. Thus, we
conclude that for per-IP based analysis, the JI measurerpesf
1 relatively better than previous measures applied to thigigr
However, as highlighted in section VII, the time complexity

1

0.9

0.8 -

0.7 |-

0.6 -

0.5

0.4

Percentage of domains correctly identified

0.3

Malicious domains detection rate —+— computing jaccard index is higher.
Non-malicious domains detection rate ---x--- . T .
02 - L = — = o 2). Detectlor} of 'dlctlonary—based QGA botnét the previous
Number oftest words used section, we highlight that the Kwyjibo tool may be used by
Fig. 6. lllustrating benefits of progressive demarcatiornwik measure. attackers as a tool for generating randomized words whose

alphanumeric character composition may not be clearlyindist
guishable from the good references used for comparison. We
however, detect Kwyjibo based domains efficiently. Attaske
may also utilize an approach where domain names may be

1) Data set: Here, we present the evaluation of domaisomposed of words chosen from a language dictionary in an
names that map to an IP address. For analyzing the perdffempt to exhibit lower information entropy as a group oftte
group, for all host names mapping to an IP-address, we ugerds being analyzed. To elaborate, the more frequentlg use
the domain labels except the top-level domain TLD as the tesbdrds from the dictionary comprise of vowels which may thus
word. For instance, for host namgysics.university.edand resemble the benign distribution more closely (see figuag)1(
cse.university.edmapping to an IP address, s6y6.6.6 we use  To verify our hypothesis, we analyze a week long campus DNS
physicsuniversityand cseuniversityas test words. However, wetrace collected between Aug 22, 2010 and Aug 29, 2010. The
only consider IP addresses with at least 50 host names nappimce is collected by capturing DNS traffic exchanged betvike
to it. We found 341 such IP addresses, of which 53 were founddampus’ primary DNS recursive resolver and local clientsimi
be malicious, and 288 were considered non-malicious. The déhe autonomous system. Our analysis leads us to identifyva ne
is obtained from DNS traces of a Tier-1 ISP in Asia. botnet behavior where the domain names mapping to the C&C

Many host names may map to the same IP address. Suckeever IP address, are composed of two words from the English
mapping holds for botnets or other malicious entities zitij language. Some example domain names inckldphantcode.ru,

a large set of host names mapping to fewer C&C(Commagdinpizza.ru, icepipe.ru, licensemoon.ru, and netwarkjal. A

and Control) servers. It may also be valid for legitimatesinet similar behavior is observed with th8torm botnet where the
service such as for Content Delivery Networks (CDNs). Wgomain names used for spamming, were composed of one English
first classify the IPs obtained into two classes of maliciang language word and a randomized string [1]. Interestingly, a
non-malicious IPs. The classification is done based on ntandamain names observed for this botnet belong to“the TLD.
checking, using blacklists, or publicly available Web ofusr We verify the malfeasance of the observed domain names by
information [7]. We manually confirm the presence@dnficker cross verifying with domain reputation services [7] and den
based IP addresses and domain names [28]. The ground tdgblare the IP address as malicious if majority of domainesmm
thus obtained may be used to verify the accuracy of clasidita mapping to it, are not trustworthy.

Figure 1 shows the distribution of hon-malicious test woadsl We again apply our detection metrics to the above dataset. We
the randomized distribution is generated as describedqugly. compare the alphanumeric character distribution of dietig-

We now discuss the results of per-IP analysis below. Thased DGA domain names, with the randomly generated (bad)
ROC curve for K-L metric shows that bigram distribution ca. bdistribution and the alphanumeric distribution from the ®N
effective in accurately characterizing the domain namésrigéing dataset (good). This is essentially a per-IP analysis where
to different IP addresses. We observe a very clear separatiwaluate the domain names mapping to the C&C server IP
between malicious and non-malicious IPs with 500, and evaddresses. From our experiments, we observe that the adit di
with 200 test words. With a low false positive rate of 1%, higkance metric provides the lowest false positive rate (26680
detection rates of 90% or more are obtained with 100 or greate 100% detection rate. Our findings imply that characters in
number of test words. the test group still exhibit malicious features detectdijeour

The bigram analysis is found to perform better than unigrametrics. We also evaluate the usefulness of combining ait fo
distributions. The per-IP bigram analysis performed bettan metrics when detecting malicious behavior by consideralgef
per-domain bigram analysis. We believe that the bigramaiobtl positives common between the metrics used for detecting the

B. Per-IP analysis
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new botnet's domain names. Our experiments yield a relgtivenultiple domains. This behavior is analogous to the highésef
lower false positive rate (2.04%) for a 100% detection ratpositives observed for lower test words with other groupsdus
Thus, we infer a better performance, however, disregartiieg for evaluation.

resource complexity associated with every metric conalydhnat On evaluating the K-L divergence metric for various conadct
the information entropy exhibited by the botnet’s modifie@A& components (results not shown here), we observe that tiw dis
may still be detectable. The average normalized edit distarbution of alphanumeric characters for the Conficker compbise
for the pairs of domains that we observe for dictionary-daselistinct even with 50 test words, although there are grefatee
domains, is in fact 0.8, only marginally lower than obserfed positives (as concluded through previous sections). eéstargly,

Conficker based domains (0.9 on an average). we also note that the K-L metric does not help in identifying
Mjuyh. This is because the 57-character long fourth-level domain

We extend the application of our metrics to componen?s and af, which suggests a hexadecimal encoding. Due to

extracted from the Tier-1 ISP dataset from Asia (as utiIizeC nfined character sgt for comparing probability dlstnrbl_m, the
Ivergence thus obtained is insufficient to be conclusive.

for Per-IP analysi3. We choose components with at least 50 _. °. .
domain names, and then apply each of the metric, namely, K_LS|m|IarIy, we apply the Jaccard Index (JI) measure to cifer

divergence with unigrams, Jaccard Index, and Edit distabge sets of test words as obtained earlier (results not showa).her
9 9 ' ' 7€ \We observe thaMjuyh has no similarity when compared to the

randomly choosmg ap'proprlate r.1umbe.r of test Words(.domambenign database of bigrams. The malicious Conficker comgone
In section VI, we highlight detection d#ljuyh, a botnet hitherto ;
Iso has a lower correlation. However, we also note several

unknown, using a supervised learning approach. We findHeur{ ~ . . -
. . enign components having small (or zero) values for thigimet
level domain labels of Mjuyh composed of random alphanueneri

characters, thus detectable through a combination of cseffo indicating higher faise positives. The analysis with JI suea
. S X . generally leads us to conclude that a good performance iseghs
analyze Mjuyh based on individual metrics, however, we dommb

. : . in the case where the benign database is exhaustive, which
all domains for the botnet into a single connected component . ; h .
directly impacts the computational complexity as well.

The above analysis leads us to the following questitn:
conokergy | Confikesy 100 Esthonss the Edit Distance metric sufficient for detecting anom&ligge
Confickerngy 500 testwords caution that while the ED measure appears to distingiglyh
08 - iiuyiieg 1o and Conficker components, it may be vulnerable to scenarios
where Content Distribution Networks (CDNSs) are involvedtiw
CDNs, we expect that different domains hosted on the CDN

1

T T
fick 50 testwords
Con;{c CIE 100 testwords

0% X +

0.6 +

R servers, will yield a higher ED measure, thus designatirey th
. CDN as a false anomaly. However, the JI similarity will beleg
04 f ; + v as well. Thus, the supervised learning algorithm (as desdri

in section VI) with weighted consideration of K-L divergemnc
Jaccard measure, and Edit distance, yields an accuratgsanal
where erroneous conclusions due to, say the ED measuregcan b
compensated by the remaining metrics, such as Jl.

0.2

0

0 2 4 6 8 10 12 14 16 18 20 TABLE ”
Fig. 7. Evaluation of the Edit Distance (ED) measure wheniagpb connected SUMMARY OF INTERESTING NETWORKS DISCOVERED THROUGH COMPONET
components. The ED measure is useful for identifying malicicoanected ANALYSIS
components. Comp. #Comps. | #domains | #IPs
type

We apply the Edit Distance (ED) metric for the set of four test ng{'ﬁgff 1 1.9K 19
words_, as shown in Figure 7. For components with at least _50 Helldark 1 8 E
domains, we randomly choose 50, 100, 200, and 500 domains, botnet
discard the TLDs, and apply the metric to the obtained test Mjuyh 1 121 12K
words. Thus, each point in Figure 7 represents a componéimt wi Ntl’i‘;tsr:)eetlt 5 515 7
50, 100, 200, or 500 test words. We also label the malicious Domains
components (Conficker and Mjuyh). When detecting malicious Domain Parking 15 630 15
components, we note good performance with the ED measure. Adult content 4 349 13

ED detects theMjuyh botnet because, although the fourth-level

domain label is composed of a restricted set of charactees, t

combination is still not consistent, highlighting the aradyn Note

that a relatively longer randomized domain label also doutes D- Summary

towards amplifying the ED metric, making detection feasibl For a larger set of test words, the relative order of efficacy
We also note false positives with small nhumber of test wordst different measures decreases from Jl, to edit distandé-to
For instance, the component represented by (12, 0.75) iwré&igL distances over bigrams and unigrams. However, interggtin

7 refers to a mail server providing emailing infrastructdioe we observe the exact opposite order when using a small set of
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TABLE |
DIFFERENT TYPES OF CLASSES
Type of class # of components # of IP addresses # of domain names | Types of components found
Many-to-many 440 11K 35K Legitimate services (Google, Yahoo),

CDNs, Cookie tracking, Mail service]
Conficker botnet

IP fans 1.6K 1.6K 44K Domain Parking, Adult content, Blogs,
small websites
Domain fans 930 8.9K 930 CDNs (Akamai), Ebay, Yahoo, Mjuyh bott
net
TABLE Il . .
DOMAIN NAMES USED BY BOTS well as by searching for the URLs on search-engmes [32].t,Nex
Type of group Domain names we label a component as good or bad depending on a simple
vddxnvzajks.ws majority count,.e., if more than 50% of domains in a component
Conficker botnet QCﬂVW't‘””XZ-b'Z are classified as malicious (malware, spywate) by any of the
935(:4%‘[)0_‘3;’2";:(5?1.“ Ty reputation engines, then we label that component as masicio
Mijuyh bot -0.muyn. : o -
c2d026e[0-9a-z]+.6.mjuyh.com Define the set of features d@s which includes the following
_ may.helldark.biz metrics computed for each component: KL-distance on umigra
Helldark Trojan XOR.ircdevils.net

JI measure on bigrams and Edit distarftteus, |F| = 3). Also
define the set of Training examples’Asand its size in terms of
number of components d¥'|. Further, define the output value
for each componeng; = 1 if it was labeled malicious oe 0
test words. For instance, with 50 test words used for the P& 1egitimate. We model the output valug for any component
domain analysis, the false positive rates at which we obtain: 7 a5 3 linear weighted sum of the values attained by each
100% detection rates, are approximately 50% (JI), 20% (EQgature where the weights are given byfor each featurg ¢ F:
25% (K-L with bigram distribution), and 15% (K-L with unigma i = icr Bt + Bo

distribution). Even though the proof for equation (1) iraties that |, pa?ticular, we use the LASSO, also known as L1-regularize
K-L divergence is an optimal metric for classification, imptice, | jnear Regression [18], where an additional constraint ache
it does not hold as the proof is based on the assumption thafglityre allows us to obtain a model with lower test predictio
is equally likely to draw a test distribution from a good or@db errors than the non-regularized linear regression sinaeeso

www.BALDMANPOWER.ORG

distribution. variables can be adaptively shrunk towards lower valuesuyde
10-fold cross validation to choose the value of the regrdaion
VI. DETECTION VIA SUPERVISEDLEARNING parameter\ € [0-1] that provides the minimum training error

As discussed in Section V-D immediately above, the relatifequation below) and then use thatalue in our tests:
merits of each measure vary depending, for instance, on the 7|
number of sub-domains present in a domain being testedidn th . N2 ,
section, we formulate detection of malicious domains (allgo w9 mﬁmz (i = o - Z Fiwg)” A Z 1Al (13)
. . . =1 JEF JEF
mically generated) as a supervised learning problem suathnté
can combine the benefits afforded by each measure Whildn@arnB Results
the relative weights of each measure during a training phage —
divide the one-day long trace from the South Asian Tier-1 ISP First, note the various connected components present in the
in to two halves such that the first one of 10 hours duratidpouth Asian trace as classified in to three classes: IP fans,
is used for training. We test the learnt model on the remaind@omain fans and Many-to-many components in Table I. During
of the trace from South Asian ISP as well as over a differeffie training phase, while learning the LASSO model, we mark
trace from a Tier-1 ISP in South America. In this section, we u128 components as good (these consist of CDNs, mail service
the grouping methodology of connected components, whére pioviders, large networks such as Google) and one component
“domain name, response IP-address” pairs present duriigea tbelonging to the Conficker botnet as malicious. For each @amp
window (either during training or test phases) are groupetbi nent, we compute the features of KL-divergence, Jaccarexind

connected components. measure and Edit distance. We train the regression modej usi
. ) . glmnet tool [18] in statistical package R, and obtain theugdbr
A. Ll-regularized Linear Regression the regularization paramet@ras le — 4, that minimizes training

We formulate the problem of classifying a component as marror during the training phase. We then test the model on the
licious (algorithmically generated) or legitimate in a smydsed remaining portion of the one day long trace. In this regant, o
learning setting as a linear regression or classificatimblpm. goal is to check if our regression model can not only detect
Linear regression based classifier allows us to attach weeigith Conficker botnet but whether it can also detect other maliio
each feature, making it flexible to analyze the effect ofvidlial domain groups during the testing phase over the trace. Ptinig
features. We first label all domains within the componentsitb testing stage, if a particular component is flagged as siosjsic
in the training data set by querying against domain repatithen we check against Web of Trust [7], McAfee Site Advisor
sites such as McAfee Site Advisor [2] and Web of Trust [7] d2] as well as via Whois queries, search engines, to ascdftain
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exact behavior of the component. Next, we explain the resflt domain names) and one component belongs to OpenDNS (57
each of the classes individually. domain names). Clearly these components represent somethi
On applying our model to the rest of the trace, 29 componerabnormal as there are many domains with widely disparate
(out of a total of 3K components) are classified as malicioualgorithmic features clustered together on account of Hraes
and we find 27 of them to be malicious after cross checkinB-address they are mapped to.
with external sources (Web of Trust, McAfeetc) while two Adult Content: We find four components that comprise of 349
components (99 domains) are false positives and comprisedoimains primarily used for hosting adult content sites.a@ye
Google and domains belonging to news blogs. Note that hdhis matches the well known fact, that in the world of adulé si
we use a broad definition of malicious domains as those thmisting, the same set of IP-addresses are used to host a vast
could be used for any nefarious purposes on the web,we number of domains, each of which in turn may use very differen
do not necessarily restrict the definition to only includened words in an attempt to drive traffic.
domain generation algorithm. Out of the 27 componentsifieds  In addition, for comparison purposes, we used the lexical
as malicious, one of them corresponds to the Conficker hotrieiatures of the domain names such as the length of the domain
which is expected since our training incorporated featlzamt names, number of dots and the length of the second-levelidoma
from Conficker. We next provide details on the remaining 2@ame (for examplexyz.com for training on the same ISP trace,
components that were determined as malicious (see Table Il)instead of using the KL-divergence, J| measure and Ediaést
Mjuyh Botnet: The most interesting discovery from ourmeasures used in our study. These lexical features wered foun
component analysis is that of another Botnet, which we c#l be useful in an earlier study in identifying malicious URL
Mjuyh, since they use the domain namguyh.com(see Table [17]. The model trained on these lexical features corrdathgled
). The fourth-level domain label is generated randomhglas four components as malicious (Conficker bot network, thoketa
57 characters long. Each of the 121 domain names belongitantent components and one component containing mis-spelt
to this bot network return 10 different IP addresses on a DNi®main names) during the testing phase, but it also resintad
query for a total of 1.2K IP-addresses. Also, in some repliegomponents which were legitimate as being labeled inctiyrec
there are invalid IP addresses like 0.116.157.148. All thdPL. compare this against 27 components that were correctlgifitsts
addresses returned for a given domain name, belong toafifferas malicious and two that were false positives on using our
network prefixes. Furthermore, there is no intersectionhi@ talphanumeric features.
network prefixes between the different domain names of theWe also test our model on a trace obtained from a South
mjuyh bot. We strongly suspect that this is a case of “domafkmerica based Tier-1 ISP. This trace is about 20 hours long
fluxing” along with “IP fast fluxing”, where each bot genemte and is collected on a smaller scale as compared to the IS€ trac
a different randomized query which was resolved to a dififerefrom Asia. The time lag between the capture of S. American
set of IP-addresses. Tier-1 ISP trace and the previously used ISP trace from Asia,
Helldark Trojan : We discovered a component containingbout 15 days. We use the same training set for the prediction
five different third-level domains (a few sample domain naménodel as we use for the ISP trace from Asia. In the prediction
are as shown in Table Ill) The component comprises of Z8age, we successfully detect the Conficker component vath n
different domain names which were all found to be spreadiffiglse positives. The Conficker component has 185 domain siame
multiple Trojans. One such Trojan spread by these domainsaid 10 IP addresses. Of the 10 IP addresses determined for
Win32/Hamweq.CW that spreads via removable drives, suchthg Conficker component of the South American trace, nine are
USB memory sticks. They also have an IRC-based backdoe@mmon with the Asia ISP trace’s Conficker component. We
which may be used by a remote attacker directing the affecteenclude that Conficker based C&C servers have relativegiela
machine to participate in Distributed Denial of Serviceaeks, TTLs. However, out of the 185 domain names only five domains
or to download and execute arbitrary files [8]. are common from this component and the component from the
Mis-spelt component There are about five components (comtSP trace from Asia. Clearly, the Conficker botnet exhibépid
prising 220 domain names) which used tricked (mis-spelt dpmain fluxing. Overall, this experiment shows that a tragni
slightly different spelling) names of reputed domain namegwodel learnt in one network can successfully detect maliio
For example, these components use domain names suchdemain groups when applied to a completely different nekwor
uahoo.co.uk to trick users trying to visit yahoo.co.uk ¢sirthe
alphabet ‘U’ is next to the alphabet ‘y’, they expect users to
enter this domain name by mistake). Dizneyland.com is ugedA. Limitations
misdirect users trying to visit Disneyland.com (which seds  K-L divergence uses comparison with a good and a bad
the alphabet ‘s’ with alphabet ‘z'). We still consider thesdistribution for distinguishing a test group. However, cgnour
components as malicious since they comprise of domains tigabd distribution is based on the publicly available datathe
exhibit unusual alphanumeric features. attacker may collect such a dataset and modify the DGA to
Domain Parking: We found 15 components (630 domairgenerate the domain names based on the good distributi@n. Th
names) that were being used for domain parkirey, a practice reference comparison with the good database also holds for
where users register for a domain name without actuallyguisin Jaccard measure computation. However, the edit distantdécme
in which case the registrar’s IP-address is returned as tH8 Ddoes not require comparison with an external referencherat
response. In these 15 components, one belongs to GoDaddyd&&luates the intra-group entropy, and hence is robushsigie
domain names), 13 of them belong to Sedo domain parking (54flove mentioned weakness.

VII. DISCUSSION
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As highlighted through the description of the dictionagsbd an entropy value close to the avera§é’N (or the entropy
DGA, the botnet owner can generate domain nhames as combiofasuccessful domains) is considered relevant. The measfure
tion of English language words, in an attempt to exhibit Iowecloseness is defined by choosing a bounds parametghich is
entropy making it harder to detect such anomalies. Howeter, the standard deviation of the entropy (normalized editadict)
analysis with the group of such domains shows the entropy (esalues observed for all pairs of test words observed for avkno
pressed as normalized edit distance) is high, and hencetdlele. botnet. We note that such marginally expensive computdtion

Another weakness of our approach is utilizing a large numbigientifying relevant domains through entropy correlatiomay
of test words for accurate results. Attackers may try to cwere help improve latencynd accuracy.
this constraint by timing the domain fluxing such that, say, Figure 8 shows the gain obtained in terms of time taken to
the number of domains for an IP changes for approximatedpllect a set of botnet domain names. Here, we explore tleeteff
every 50 domains, without repeating any of the domains, ngpkiof correlating DNS queries temporally only. The figure shows
component analysis difficult as well. We note that this sesip classes of Conficker botnet IPs that we observe. Class Isepie
constrains the botnet resources increasing the difficapeiated those C&C server addresses where domain fluxing yielded both
with the communication between bots and the C&C serveuccessful and failed queries. However, for the C&C sermer i
Also, the latency improvement techniques through the use ©fass I, the bots issued none (or very few) failed DNS quserie
DNS failures presented below, leverages our approach. @tk win our South Asia ISP trace, with more than 50 domain names
utilizes at least 50 test words for analyzing groups for amlgm mapping to it, we find eight C&C server addresses belonging to
However, this is not a strict requirement that the detectigstem Class | and two belonging to Class Il
has to adhere to. Through our experiments, we highlight ahat Figure 8 shows the improved latency for the average time
larger group of test words helps in achieving higher acquadc taken by Class | or Il addresses. From the figure, we observe

analysis than using smaller number of test words. that when failed domain names are correlated with sucdessfu
DNS domains, the time taken to collect 50, 100, 200 or 500 do-
B. Latency Improvement through Failed Domains main names is considerably reduced. Especially, for 500aitom

names, we see a gain of more than an order of magnitude. With
' Class Il, however, we do not observe any gain since no falure

oS i help in supplementing the S&Q.,..i,- Thus, we infer that in

Class Il botnet IPs (S+F) @ context of applying statistical techniques for anomalyedgon,
the proposed correlation mechanism can significantly redbe
I time to collect input required for analysis of Class | C&C
g addresses. Note that we do not obtain 500 successful domains
for the Class Il address. While speeding up the detectiorutfiro
methods presented here, the worst case detection latesaynis

as the original latency where only domains fra%6).,.;, are
used. We also transform botnet detection to a real-timectiete
approach through the speeding mechanism presented above.

100000
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100

10 C. Usefulness of component analysis

50 100 200 500
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o8 Lat <on for different number of test workte Heh We note that the component analysis allowed us to detect
thlgi u.singafZ?I?éClglwgac?usgrri]esrcalnerreednucneuEeeirn?tiaflsagvgmmc?rgcﬂle(s:t ?r\:ves Conficker domains that _WOUId not have been deteCtjdble with
input dataset for application of anomaly detection metricsented here. our approach when applied to domain names alone since some
of these domains contained fewer than 50 names needed for
The latency of detection is expressed in terms of the numberagcurate analysis. Similarly, some of the IP addresses én th
test words or successful domain names required to analyge anmponent hosted fewer than 50 names and would not have been
detect a rogue server accurately. From our analysis, itpar@mt detected with the IP address based analysis either. Howtbese
that we obtain the most accurate results with 200 or more téstmains will be included in the component analysis as long as
words. Therefore, we propose supplementing the set of mstsv the component has altogether more than 50 names.
(denoted a$Q.n.ip) With failed query domain names, that occur Let D, be the number of host names ahdbe the number of
within the vicinity of successful DNS queries. The resutinlP addresses in the componentl};, I; are the number of host
temporally correlated set may be accumulated much quickegmes and corresponding IP addresses detected throughndoma
decreasing the latency of analysis by an order of magniturde.level analysis, we define domain level completeness ratios a
addition to the temporal association, the quality of faillednains D,/D. and I;/I.. Similarly, we can define the completeness
which supplement our set, may be improved through entropstios for IP-based analysis d%;/D. and I;/I., where D; and
based correlation. 1; correspond to the total number of host names and IP addresses
Thus, to realize the faster accumulation of relevant domairof the Conficker botnet detected by the IP-based analysis.
we compute the entropy (normalized edit distance) between d&or the Conficker botnet, these completeness ratios for IP-
failed domain name and each of the successful DNS dom&iased analysis were 73.68% for IP addresses and 98.56% for
names (or test words) under analysis. A (failing) domaidiytg host names. This implies that we are able to detect an additio
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26.32% of IP addresses and a relatively small fraction oA%4 helps us estimat&,. For the ISP datasef, is of the order of

of host names for those IP addresses. The completenessfiatio 11522 words. Section 11I-C3 gives us an estimatéoffor the
domain based analysis were found to be 100% for IP addresB&$S PTR dataset as 24 characters. Based on our observation
and 83.87% for the host names. Therefore, we do 16.13% bettéth the DNS PTR dataset, the system uses approximately 395
in terms of determining the host names using the per-doma&itB of memory for building the database in memory. The space
analysis. This shows that the component level analysisiggev requirements for KL-divergence measures are trivial wiiie
additional value in analyzing the trace for malicious damsai  Edit distance metric inherently implies using no refererar
analysis also reveals quick computation of each metricevalu
(of the order of seconds) for every group. However, readimgy t

D. Complexity of various measures i X
) - ) ) database for JI computation takes a few (3-4) minutes.
Table IV identifies the computational complexity for every

metric, and for all groups that we use. We observe that K-
L metrics analyzing unigram and bigram distributions can be
computed fairly efficiently. However, for the JI measuree th
size of the non-malicious database largely influences time ti
taken to compute the measure. A good database size resalts
higher accuracy, at the cost of increased time taken foryaisal

Similarly, edit distance takes longer for large word lersgtand

the number of test words. However, it is independent of a
database, hence the space requirements are smaller.

VIIl. CONCLUSIONS

In this paper, we propose a methodology for detecting algo-

rithmically generated domain names as used for “domainrftyixi

ﬂ;{ several recent Botnets. We propose statistical measuies

as Kullback-Leibler divergence, Jaccard index, and Leviis

edit distance for classifying a group of domains as maligiou

ri\@lgorithmically generated) or not. We perform a compreien
nalysis on several data sets including a set of legitimateadh

names obtained via a crawl of IPv4 address space as well as DNS

traffic from a Tier-1 ISP in Asia. One of our key contributions

__Notation is the relative performance characterization of each metri
A Alphabet size = different scenarios. In general, the Jaccard measurerpesfthe
W Maximum word size . .
K Number of test words b_est, followed by the Edit distance measure, and finally the K
K’ Number of test words in a component divergence. Furthermore, we show how our methodology when
Sg__Number of words in non-malicious database applied to the Tier-1 ISP’s trace was able to detect Confieker
TABLE IV well as a botnet yet unknown and unclassified, which we call as
COMPUTATIONAL COMPLEXITY Mjuyh. Analysis with campus DNS trace reveals another new
ren ren botnet capable of generating domains from dictionary words
Grp. unigram | bigram Jl ED In this regards, our methodology can be used as a first alarm
dom. | O(KW O(K2W+ O(KW?Sy) | O(K*W?) to indicate the presence of domain fluxing in a network, and
T2 O*}?‘)/V 5 ;‘(V)V SRS ST thereafter a network security analyst can perform addition
J(FA) (AQ) + ( o) ( ) forensics to infer the exact algorithm being used to gepetfa
Com. [ O(K'W | O(K'W | O(K'W?S,) | O(KZW?) domain names. As future work, we plan to generalize our gtri
+4) +A?) B to work onn-grams for values of > 2.
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