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ABSTRACT

In this paper we proposea schemefor estimatingthe proportion
of the incoming traffic thatis not respondingto congestionat a
router The ideaof the proposedschemeis that if the obsered
gueuelength and paclet drop probability do not matchwith the
predictedresultsfrom the TCP model, thenthe error mustcome
from the non-response traffic; it canthenbe usedfor estimating
non-response traffic. The proposedschemautilizes queuelength
history, paclet drop history, expectedTCP andqueuedynamicsto
estimatethe proportion. We shav thatthe proposedschemes ef-
fective over awide rangeof traffic scenarioshroughsimulations.
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1. INTRODUCTION

Severalmultimediaapplicationgrely on UDP to transportpaclets.
Researcherare developing protocolsthat respondto congestion
differentlyfrom TCPto provide smoothebandwidthgo endappli-
cations.Theserendsportendincreasedliversity of network proto-
colsandchangesn thedistribution of bandwidthamongprotocols
in thefuture. Someof thesenew applicationamay not respondo
network congestionlt is possibleto stagedenial-of-servic DOS)
attackson endhostsandthe network by pumpinglargeamountsof
non-response traffic into the network. Someof the recentbOS
attackshave usedsuch“UDP floods”. If the network could regu-
late the utilization of suchtraffic to a fraction of thelink capacity
the impact of suchattackscould be mitigated. The diversity of
theseprotocolsmalesit difficult to employ simple byte counters
for eachprotocolto determinethe amountof non-response traf-
fic atarouter Applicationsmayrespondo congestiorevenwhen
they employ UDP. We considerscenarioswith a large numberof
“web mice” [6], wherewhile eachflow emplg/s TCR the traffic
may appeamnon-response on anaggrgatelevel.

In this paper we presenta techniquefor estimatingthe fraction of
thearriving traffic at a routerthatis non-response to congestion.
Suchestimationsnayleadto a bettercontrol of traffic throughap-
propriateadaptve controlalgorithmsandcanhelp onechooseap-
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propriateparameterdor the actve queuemanagement.The pre-
sentedschemautilizesqueudengthhistoryandpacletdrophistory
attherouterwhich areeasilymeasuredtarouterandthe expected
TCPresponséo paclet drops. The effectivenesf the estimation
algorithm, (a normalizedgradientalgorithmof the linearized,ex-

tendedmodelof traffic) is shavn throughns-2simulations.

2. MODELING AND ESTIMATION

Without ary loss of generality we use TCP flows as responsie

flows and ConstantBit Rate(CBR)flows asnon-response flows

to describeourmodelof traffic mix. Modelsof TCPdynamicshave

beenproposedandstudiedin [5, 4, 1]. Following the fluid-based
modelsof TCP flows and queuedynamicsin [5], we introducea

similar modelfor bothTCPandnon-response flows overasingle
bottlenecKink by addingdifferentialequationfor the evolution of

the window size of non-response traffic andaccountingfor the
non-response traffic in thetotalincomingtraffic attherouter For

the purposeof developinganestimationalgorithm,wewill express
the modelin termsof the total responsie load z(¢) andthe total

non-responske load D. Thetermsz(t) and D aregiven by the

following relationships:z(t) := N.Ws(t), D := NyW,. Wy, is

thewindow sizeof arepresentatie non-response flow; W,(t) is

thewindow sizeof aTCPflow; N, isthenumberof incomingTCP

flows; N, is the numberof incomingnon-response flows. The

termsz(t) and D arescaledloads,scaledrelative to R(t), where
R(t) is theRoundTrip Delay The quantityof D will be estimated
in thealgorithm([7].

In termsof z(t) and D, thedynamicsof traffic mix is givenby:
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Obsenablequantitiesof paclet drop probability queuelengthand
total numberof incoming paclets are sampledin eachsampling
interval to estimatehedesiredractionof non-responseloady =
1-— Di(z)(t)' We develop an estimationalgorithm basedon the
mixedtraffic modeldevelopedhere.

In thecongestioravoidancephaseof TCPR, z(t) changeseryslowly
with time. Sowe areableto rewrite the combinationof eqn.2 and
eqgn.1 accordingto theregressiommodel[2] asfollows,
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N,
= | 2l } [ 0:(-nw) } @)

We basethe estimationalgorithmon “small signal” behaior and
we have: q(t) = qo; R(t) = Ro = 4 + Tp; 2(t) = 20 = 2(t —
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Figure 1: High Non-responsve Load
Ry).

With approximationsnentionedabore, we definethefollowing re-
gressiorequation:
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= WT@s* (6)
_ p(t—R(t N

Xe(t) = { o) —% } { Z(t)z(fv;R(t)) ]
o [ -tem ]| %]
= wTwpg (7

In thereal-timeparameteestimation 3(t) is the “bestestimate”of
B* attimet. xe(t) is thepredictedvalueof x (t). Theerrore(t)
betweeny (t) andx. (t) canbeusedto update3 recursvely. The
errore(t) is givenby: e(t) = x(t) — xe(t)

We applymodifiedKaczmarzs projectionalgorithmin the follow-
ing manner:

YW (1)
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Bt+1) = B1) + e(t)

Oncewe get 3¢ and3; from egn.8, we cancalculateestimation
valuesasfollows: Ns = Bo, zo = +/Bo31. After initialization,
the algorithmcollectshistoryinformationof p(¢t) andgq(t). Then
thealgorithmutilizeshistoryinformationof severaldatapointsbe-
fore currentoneto computetheestimatiorwith simplematrixoper
ations,accordingo equationshavn above. Thecurrentdatapoint
becomedhistoryinformationof latercomputation.Sothe compu-
tationcompleity is O(1).

3. IMPLEMENT ATION AND RESULTS

We implementedour estimationalgorithmin RED moduleof ns-
2 Simulator Our algorithmcomputesan estimateevery sampling
interval. Several of theseestimatesareaveragedo producean es-
timateover a largertime intenal called estimate interval. We use
Mean SquareError(MSE) and Relative Error(RE)to describethe
accuray of theestimationcomparedo the measurementalue.

High Non-responsie Load: In this experiment,we setup 35 re-
sponsie flows and 19, 22 and 25 non-responsie CBR flows re-
spectvely. EachCBR flow pumpspaclets at the rate of 1Mbps.
Theestimatiorandmeasurementaluesareshavn in Figurel. We
obsere from the resultsthat the estimationalgorithmworks well
athigh non-response loads.

s o o
25 &
s o o
S5 &

o
>
o
>

)
&
o
@

°
=
°
=

°o
@

Prop. of Non-responsive Load
o
@

S
Prop. of Non-responsive Load

o
N

—— estimate
.1ff -~ measure(CBR+STF)
measure(LTTCP)

°
o

— estimate
- - measure

0

o

150

o

50 100 0 100 150
Number of estimates Number of estimates

Figure 2: Dynamic Response Figure 3: Mixed Traffic

Dynamic Responseto Traffic Change: To testthe dynamicre-

sponseof our algorithmto variationsin the traffic, we conducted
thefollowing experiments We initiate the simulatorwith anumber
of responsie andnon-response flows. Of the 26 non-response

flows, 6 of themare of ON/OFFtype flows. They are ON for 20

secondsaand OFF for the next 20 seconds.The resultsfrom these
experimentsaareshavn in Figure2.

Mixed Traffic: To simulatemorerealistictraffic ervironmentswe
simulateda mixedtraffic load consistingof short-termTCP flows,

long-termTCP flows and a numberof non-response flows. Ini-

tially, the traffic consistsof only long-term TCP flows and non-
responasie flows. At 100s,we start300 short-termTCP flows. In

theFigure3, we shaw theresultsof our estimationalgorithmwhen
short-termTCP flows send20pktsduring eachON period. Notice
that the estimationalgorithm countsthe proportionof short-term
TCPload aspartof non-responsk load. Theseflows do not per

sistin the network long enoughto obsere significantnumberof

paclet dropsandhenceappearto be non-response. Similar ob-
senationsaboutshort-termflows have beenmadein a numberof

recentstudied6, 3].

4. CONCLUSION

In thispaperwe have provideda modelfor mixedtraffic atarouter
A linearizationof themixedtraffic modeldevelopedherewasused
to derive an algorithmfor estimatingthe fraction of the incoming
traffic thatis non-response to congestion. We have shavn that
the proposedalgorithmworks acceptablyn awide rangeof traffic
scenarioghroughns-2 basedsimulations. We obsenred that per
sistenceof excitation playsa significantrole in the accurag of the
proposedestimationalgorithm. We arein the processof making
our algorithmmorerohustbasedon theseobsenrations.
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