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ABSTRACT
In this paper, we proposea schemefor estimatingthe proportion
of the incoming traffic that is not respondingto congestionat a
router. The idea of the proposedschemeis that if the observed
queuelength and packet drop probability do not matchwith the
predictedresultsfrom the TCP model, then the error mustcome
from thenon-responsive traffic; it canthenbeusedfor estimating
non-responsive traffic. Theproposedschemeutilizesqueuelength
history, packet drophistory, expectedTCPandqueuedynamicsto
estimatetheproportion.We show that theproposedschemeis ef-
fectiveover awiderangeof traffic scenariosthroughsimulations.
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1. INTRODUCTION
Severalmultimediaapplicationsrely on UDP to transportpackets.
Researchersare developing protocolsthat respondto congestion
differentlyfrom TCPto providesmootherbandwidthsto endappli-
cations.Thesetrendsportendincreaseddiversityof network proto-
colsandchangesin thedistributionof bandwidthamongprotocols
in the future. Someof thesenew applicationsmaynot respondto
network congestion.It is possibleto stagedenial-of-service(DOS)
attacksonendhostsandthenetwork by pumpinglargeamountsof
non-responsive traffic into the network. Someof the recentDOS
attackshave usedsuch“UDP floods”. If thenetwork could regu-
late theutilization of suchtraffic to a fractionof the link capacity,
the impact of suchattackscould be mitigated. The diversity of
theseprotocolsmakes it difficult to employ simplebyte counters
for eachprotocolto determinetheamountof non-responsive traf-
fic at a router. Applicationsmayrespondto congestionevenwhen
they employ UDP. We considerscenarioswith a large numberof
“web mice” [6], wherewhile eachflow employs TCP, the traffic
mayappearnon-responsive onanaggregatelevel.

In this paper, we presenta techniquefor estimatingthefractionof
thearriving traffic at a routerthat is non-responsive to congestion.
Suchestimationsmayleadto a bettercontrolof traffic throughap-
propriateadaptive controlalgorithmsandcanhelponechooseap-
�
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propriateparametersfor the active queuemanagement.The pre-
sentedschemeutilizesqueuelengthhistoryandpacketdrophistory
at therouterwhichareeasilymeasuredatarouterandtheexpected
TCPresponseto packet drops.Theeffectivenessof theestimation
algorithm,(a normalizedgradientalgorithmof the linearized,ex-
tendedmodelof traffic) is shown throughns-2simulations.

2. MODELING AND ESTIMATION
Without any loss of generality, we useTCP flows as responsive
flows andConstantBit Rate(CBR)flows asnon-responsive flows
to describeourmodelof traffic mix. Modelsof TCPdynamicshave
beenproposedandstudiedin [5, 4, 1]. Following the fluid-based
modelsof TCP flows andqueuedynamicsin [5], we introducea
similarmodelfor bothTCPandnon-responsive flowsoverasingle
bottlenecklink by addingdifferentialequationfor theevolution of
the window sizeof non-responsive traffic andaccountingfor the
non-responsive traffic in thetotal incomingtraffic at therouter. For
thepurposeof developinganestimationalgorithm,wewill express
the model in termsof the total responsive load � ����� andthe total
non-responsive load 	 . The terms � ���
� and 	 are given by the
following relationships:� ��������
������������
��� 	 ��
��������

.
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is
thewindow sizeof a representative non-responsive flow;

� � ���
�
is

thewindow sizeof aTCPflow;
���

is thenumberof incomingTCP
flows;

� �
is the numberof incomingnon-responsive flows. The

terms� ����� and 	 arescaledloads,scaledrelative to  ���
� , where ����� is theRoundTrip Delay. Thequantityof D will beestimated
in thealgorithm[7].

In termsof � ���
� and	 , thedynamicsof traffic mix is givenby:
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Observablequantitiesof packet dropprobability, queuelengthand
total numberof incoming packets are sampledin eachsampling
interval to estimatethedesiredfractionof non-responsive load 1 
2 # 3547698:<; 3547698 . We develop an estimationalgorithm basedon the
mixedtraffic modeldevelopedhere.

In thecongestionavoidancephaseof TCP, � ���
� changesveryslowly
with time. Sowe areableto rewrite thecombinationof eqn.2 and
eqn.1 accordingto theregressionmodel[2] asfollows,
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We basethe estimationalgorithmon “small signal” behavior and
we have: ' �����$H 'JI>K  ���
�LH  I 
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Figure1: High Non-responsive LoadRTS>U
.

With approximationsmentionedabove,wedefinethefollowing re-
gressionequation:
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In thereal-timeparameterestimation,i (t) is the“bestestimate”ofi j at time t. �������>� is thepredictedvalueof �����5� . Theerror �����5�
between�����5� and� � ���5� canbeusedto updatei recursively. The
error �X���5� is givenby: �����5���������5�Q���������5�
We applymodifiedKaczmarz’s projectionalgorithmin thefollow-
ing manner:
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Oncewe get ik� and i�� from eqn.8, we cancalculateestimation
valuesasfollows: �����hi �����?� ��� i � i � . After initialization,
thealgorithmcollectshistoryinformationof �L���>� and �k���5� . Then
thealgorithmutilizeshistoryinformationof severaldatapointsbe-
forecurrentoneto computetheestimationwith simplematrixoper-
ations,accordingto equationsshown above. Thecurrentdatapoint
becomeshistory informationof latercomputation.Sothecompu-
tationcomplexity is O(1).

3. IMPLEMENT ATION AND RESULTS
We implementedour estimationalgorithmin RED moduleof ns-
2 Simulator. Our algorithmcomputesanestimateevery sampling
interval. Severalof theseestimatesareaveragedto produceanes-
timateover a larger time interval calledestimate interval. We use
MeanSquareError(MSE)andRelative Error(RE) to describethe
accuracy of theestimationcomparedto themeasurementvalue.

High Non-responsive Load: In this experiment,we setup 35 re-
sponsive flows and19, 22 and25 non-responsive CBR flows re-
spectively. EachCBR flow pumpspackets at the rateof 1Mbps.
Theestimationandmeasurementvaluesareshown in Figure1. We
observe from the resultsthat the estimationalgorithmworks well
at highnon-responsive loads.
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Figure2: Dynamic Response
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Figure3: Mixed Traffic

Dynamic Responseto Traffic Change: To test the dynamicre-
sponseof our algorithmto variationsin the traffic, we conducted
thefollowing experiments.Weinitiate thesimulatorwith anumber
of responsive andnon-responsive flows. Of the26 non-responsive
flows, 6 of themareof ON/OFFtype flows. They areON for 20
secondsandOFF for the next 20 seconds.The resultsfrom these
experimentsareshown in Figure2.

Mixed Traffic: To simulatemorerealistictraffic environments,we
simulateda mixedtraffic loadconsistingof short-termTCPflows,
long-termTCP flows anda numberof non-responsive flows. Ini-
tially, the traffic consistsof only long-termTCP flows and non-
responsive flows. At 100s,we start300short-termTCPflows. In
theFigure3, weshow theresultsof ourestimationalgorithmwhen
short-termTCPflows send20pktsduringeachON period. Notice
that the estimationalgorithmcountsthe proportionof short-term
TCPload aspartof non-responsive load. Theseflows do not per-
sist in the network long enoughto observe significantnumberof
packet dropsandhenceappearto be non-responsive. Similar ob-
servationsaboutshort-termflows have beenmadein a numberof
recentstudies[6, 3].

4. CONCLUSION
In thispaper, wehaveprovidedamodelfor mixedtraffic atarouter.
A linearizationof themixedtraffic modeldevelopedherewasused
to derive an algorithmfor estimatingthe fractionof the incoming
traffic that is non-responsive to congestion.We have shown that
theproposedalgorithmworksacceptablyin a wide rangeof traffic
scenariosthroughns-2basedsimulations. We observed that per-
sistenceof excitationplaysa significantrole in theaccuracy of the
proposedestimationalgorithm. We are in the processof making
ouralgorithmmorerobustbasedon theseobservations.
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