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tri
al Engineering, Texas A & M University, College Station,TX 77843-3128Abstra
tDi�erentiated servi
es ar
hite
ture is re
eiving wide attention as a framework forproviding di�erent levels of servi
e in the Internet. Current ar
hite
ture allows 
us-tomers to mark their pa
kets and the network provider to 
he
k them for 
onfor-man
e to servi
e 
ontra
ts. This paper looks at the problem of a
hieving spe
i�
QoS goals of individual 
ows by 
exibly managing resour
es available to an ag-gregated sour
e. The paper shows that an aggregated sour
e 
an maintain state ofindividual 
ows at the edge of the network and utilize this state e�e
tively in adap-tively marking pa
kets of individual 
ows to meet their QOS goals. The paper showsthat the realized bandwidth 
an be impa
ted by the intera
tion between markingstrategies employed by di�erent sour
es. The paper also proposes a simple s
hemefor improving the servi
e provided to a re
eiving-intensive appli
ation by transfer-ring resour
es to the edge of the network on the sender's side. The paper studiesthe impa
t of these sender's side marking strategy and the re
eiver's willingness topay for resour
es in a
hieving QOS goals of individual 
ows.Key words: Di�erentiated servi
e, Aggregation, Quality of servi
e, Pa
ketmarking strategies, sender, re
eiver QOS.
1 Introdu
tionDi�erentiated servi
es (di�-serv) ar
hite
ture is re
eiving wide attention as aproposal to provide di�erent servi
es over networks in a s
alable manner [1,2℄.There are 
urrently two per-hop behaviors (PHBs) standardized by InternetEngineering Task For
e (IETF). Expedited Forwarding (EF) PHB provides1 This work was supported in part by a Texas ATP grant and by an NSF CareerAward and by a gift from EMC Corp.2 E-mail: ikjun�ee.tamu.edu3 E-mail: reddy�ee.tamu.eduPreprint submitted to Elsevier Preprint 15 June 2000
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y, low jitter and assured bandwidth [4,5℄. Assured For-warding (AF) PHB allows a servi
e provider to provide di�erent levels offorwarding assuran
es a

ording to the 
ustomer's pro�le [3℄. In this paper,we fo
us on AF PHB.Figure 1 shows the di�erent elements of a network for AF servi
e [6℄. In AFservi
e framework, the routers at the edge of the network monitor and markpa
kets of 
ows (individual or aggregated). The pa
kets of a 
ow that obey theservi
e pro�le are marked IN (in pro�le) and the pa
kets that are beyond theservi
e pro�le are marked OUT (out-of-pro�le). The network gives preferen
eto IN pa
kets while dropping OUT pa
kets disproportionately at the timeof 
ongestion. The router doesn't distinguish between pa
kets of individual
ows and 
an use FIFO style s
heduling me
hanisms. This preferential dropme
hanism is expe
ted to provide better throughput for IN pa
kets than OUTpa
kets. Di�-serv framework allows aggregated sour
es as well as individualsour
es. We will assume that a 
ustomer with an aggregated sour
e employshis/her own marker to manage individual 
ows within the aggregation. Thenetwork provider may monitor and remark pa
kets to ensure 
omplian
e ofthe 
ontra
t.Re
ent work on di�-serv networks mostly dealt with individual sour
es [6{8℄and has shown that the servi
e provided depends on the intera
tion of thea
tions of the routers/swit
hes inside the network, the sender, the marker andthe intera
tion among the di�erent 
ows. This paper fo
uses on aggregatedsour
es and spe
i�
ally on te
hniques for a
hieving spe
i�
 performan
e goalsof individual 
ows within an aggregation while adhering to the servi
e 
on-tra
ts. The paper looks at how the edge devi
es or aggregated sour
es 
ouldmaintain state about individual 
ows and how this state 
ould be utilized inimproving the QOS goals of individual 
ows. Strategies for sending and re-
eiving data are studied. The 
urrent di�-serv framework mostly deals withQOS issues in sending data and we propose a simple s
heme to extend this toproviding QOS on the re
eiving side as well.2



This paper makes the following signi�
ant 
ontributions: (1) presents an exten-sive study of di�erent poli
ies for managing the 
ontra
ted bandwidth amongthe individual 
ows of an aggregation, (2) shows that the marking poli
ies ofone sour
e 
an impa
t not only its performan
e but the performan
e of othersour
es and 
an 
hange network dynami
s, (3) proposes a strategy for improv-ing the QoS for re
eiving-intensive appli
ations and (4) studies the intera
tionof sender and re
eiver strategies.The rest of the paper is organized as follows. Se
tion 2 presents simple simula-tions with aggregation to motivate the rest of the paper. In Se
tion 3, we studyaggregate marking s
hemes to manage 
ontra
t rate e�e
tively within an ag-gregation through simulations. In Se
tion 4, we propose an adaptive markings
heme to meet performan
e goals of individual 
ows and, at the same time,to avoid oversubs
ribed network. In Se
tion 5, we address the problem of pro-viding suÆ
ient bandwidth for data re
eption and present simulation resultsbased on the proposed te
hnique. In Se
tion 6, we dis
uss the simulation re-sults and present related work. Se
tion 7 
on
ludes the paper and points tofuture work.2 MotivationThe immediate motivation for this work 
ame out of an observation that theremay exist serious unfairness within aggregated 
ows, while the total through-put of the aggregation rea
hes its target rate. The unfairness 
an be 
ausedby di�erent round-trip times (RTTs), di�erent link bandwidths, or di�erentlevels of 
ongestion experien
ed by individual 
ows within the network.Fig. 2 shows a simple network topology used in simulations to illustrate the im-pa
t of di�erent RTTs within an aggregated sour
e. There are �ve aggregatedsour
es, ea
h aggregated sour
e 
onsists of ten individual sour
es. Bandwidthof every link ex
ept the link between the two routers is 10 Mbps, and band-width of the link between two routers is limited to 6 Mbps. Ea
h aggregatedsour
e reserves 1 Mbps. We assign RTT ij , RTT of jth individual sour
e in ithaggregated sour
e as;RTT ij = 130 + 4� (i� 1)� (j � 5:5) (ms) (1)This results in �ve aggregated sour
es with varying di�eren
es in RTTs. Forexample, aggregated sour
e 1 has a (min RTT, max RTT) = (130 ms, 130ms) 
ompared to that of aggregated sour
e 5 with (58 ms, 202 ms). We useRIO (RED with IN/OUT) me
hanism [6℄ for the dropper with parameters(qmin/qmax/pmax) = 20/40/0.5 for OUT and 40/100/0.02 for IN pa
kets.3
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R MRouter MarkerFig. 2. Aggregated network topology with di�erent RTTsFig. 3 shows the a
hieved rates of individual sour
es. The horizontal line inthe �gure shows the individual target rate if the aggregate target bandwidthis equally shared among the 10 individual sour
es. It is 
lear that there existsunfair bandwidth sharing within aggregated sour
es. This unfairness in
reasesas the di�eren
es in RTTs in
rease. For example, a sour
e a
hieves 4.8 timesthe bandwidth of another sour
e in the �fth aggregation be
ause of betterRTTs. Even though the 5 aggregated sour
es a
hieved nearly identi
al overallthroughputs, individual sour
es 
an realize widely varying throughputs.
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Fig. 3. Impa
t of di�erent RTTs within aggregated sour
esFair sharing of bandwidth is used here as an example. In general, individual
ow requirements will be 
onsidered as targets. In the 
urrent simulation,the aggregated traÆ
 is marked without any knowledge about the individual
ows. We will term this Proportional Marking sin
e ea
h 
ow is likely toget an equal fra
tion of its traÆ
 marked OUT when the aggregated traÆ
ex
eeds 
ontra
ted bandwidth pro�le. However, an aggregated sour
e mayemploy its own marker su
h that pa
kets of individual 
ows may be markeddi�erently (based on their QOS goals) while ensuring that the aggregatedtraÆ
 marking does not violate the 
ontra
t with the network provider. In thefollowing se
tions, we present su
h strategies for marking pa
kets of individual4




ows to improve QOS for both sending and re
eiving data.3 Aggregate Marking for Aggressive Bandwidth ManagementWe 
onsider maintaining state for ea
h 
ow within an aggregation at theboundary router. Average sending rate of a 
ow is maintained as state infor-mation for ea
h 
ow at the marker of the aggregated sour
e. This informationis used in balan
ing resour
es a
ross the di�erent 
ows within the aggregation.If we apply the proportional marking strategy with TSW (Time Sliding Win-dow) proposed by [6℄ for aggregated sour
es, the 
umulative total sending rateof n aggregated sour
es B is B = nXi=1 bi (2)where bi is the individual sending rate of ith 
ow. When B is less than the
ontra
t rate M 4 , every pa
ket is marked IN. If B is greater than M , then apa
ket is marked IN with a probability of M=B. Therefore, we have,M = nXi=1mi = MB nXi=1 bi (3)mi = MB bi (4)where mi is the marking rate of ith 
ow. Here note that M=B is the sameto every individual 
ow within the aggregation. Thus, mi is proportional tobi. The proportional marking has merit in its simple implementation sin
e itdoes not need to maintain per-
ow state. However, it also has two undesirableproperties: (1) Contra
t rate is unfairly distributed within an aggregation,and (2) Marking rate of an individual 
ow is a�e
ted by other 
ows withinthe aggregation. In
reasing throughput of an individual 
ow in
reases B andde
reases M=B. Although a 
ow maintains its throughput (bi), its markingrate(mi) is redu
ed 
ausing bi to de
rease, and vi
e versa.Now we propose two aggregate marking algorithms, 
alled IN-fair and BW-fair marking. IN-fair marking s
heme distributes 
ontra
t rate to individual
ows within an aggregation equally. The IN-fair marker maintains per-
ow4 In this paper, 
ontra
t rate means 
ontra
ted pro�le rate for AF traÆ
 betweenusers and network provider and thus, it is inter
hangeable with marking rate.5



state and marks a pa
ket by its 
urrent sending rate and individual markingrate. The individual marking rate is given bymi = Mn (5)where n is the number of a
tive 
ows within an aggregation. It is 
lear thatthe individual marking rate is not a�e
ted by the throughput of other 
ows.The BW-fair marking realizes equal throughput of individual 
ows within anaggregation. The marking rate of an individual 
ow within an aggregation isgiven inversely proportional to its 
urrent sending rate. The individual mark-ing rate in BW-fair marking is given bymi = MB(1b � 1bmax )(1� bibmax ) (6)where b is the mean of bi for all the 
ows, and bmax is the maximum throughputamong the 
ows within the aggregation.3.1 SimulationsWe will show that the proposed bandwidth management results in improvedrealization of individual target rates. We modi�ed ns-2 [9℄ to implement thenew marking algorithm. In all simulations, we used a TCP-Reno agent in ns-2as a sour
e and FTP appli
ation as a traÆ
 generator.3.1.1 Dealing with di�erent RTTsTo show how IN-fair marking deals with di�erent RTTs, we 
ondu
ted thesame simulation as in Se
tion 2 with IN-fair marking. Fig. 4 shows the a
hievedrates of individual sour
es. Unlike Fig. 3, it is 
lear that the goal of fair sharingwithin the aggregation is better a
hieved.To 
ompare the results quantitatively, we present Table 3.1.1. The averagethroughput of ea
h aggregation is not mu
h di�erent from ea
h other in allthe s
hemes even though RTTs of individual sour
es are di�erent. The rowSTD shows the standard deviation among the individual rates within an ag-gregation. It is observed that STD in
reases signi�
antly with in
reased RTTdi�eren
es within an aggregation. The IN-fair marking algorithm a
hievessigni�
antly smaller variation 
ompared to proportional marking. The row6
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Fig. 4. Dealing with di�erent RTTs within aggregated sour
esMax/Min 
ompares the maximum and minimum rates realized within an ag-gregation. Again, it is observed that fairness is 
onsiderably improved withIN-fair and BW-fair marking algorithms.Table 1Quantitative 
omparisons of marking s
hemesAggregation 1 2 3 4 5RTT Max/Min 1 1.32 1.77 2.42 3.48Proportional markingAverage(Kbps) 112.7 110.0 112.2 113.8 114.5STD (Kbps) 14.3 19.3 21.2 44.4 62.1Max/Min 1.41 1.72 2.06 3.83 4.80IN-fair markingAverage(Kbps) 116.9 111.4 115.5 113.3 117.0STD (Kbps) 7.7 8.8 12.3 14.8 25.3Max/Min 1.22 1.28 1.39 1.43 1.82BW-fair markingAverage(Kbps) 113.4 115.3 117.4 115.3 112.8STD (Kbps) 4.3 5.2 5.6 6.2 8.8Max/Min 1.10 1.10 1.12 1.17 1.22We present another simulation using the same topology in Fig. 2. RTTs of allthe 
ows are set to 60 ms. Target rate of jth individual 
ow in ith aggregationis set to tij = 100 + 2� (i� 1)� (j � 5:5) (Kbps) (7)Ea
h 
ow is assigned IN bandwidth proportional to its target. Fig. 5 shows theresults. It is observed that every 
ow rea
hes its target rate and that weightedIN-fair marking easily extends to a
hieve spe
i�
 performan
e goals.7
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tion of di�erent marking s
hemesResults from the earlier se
tion showed that IN-fair marking and BW-fairmarking are e�e
tive bandwidth management strategies. How do these di�er-ent marking strategies intera
t with ea
h other when di�erent sour
es employdi�erent marking strategies? This se
tion looks at this issue and points outthat a sour
e's realized bandwidth may be impa
ted by the marking strategyemployed by a 
ompeting sour
e.Fig. 6 shows the network topology used for simulations. There are two aggre-gated sour
es, and ea
h aggregated sour
e 
onsists of ten individual sour
es.Ea
h aggregated sour
e reserves 1 Mbps. The network 
onsists of a 1 Mbpslink between the router and node 'A' and 2 Mbps link between the router andnode 'B'. Individual sour
es 1�8 of ea
h aggregated sour
e send pa
kets tonode 'A' and individual sour
es 9 and 10 send pa
kets to node 'B' throughthe router. In this topology, therefore, the link between the router and node'A' is 160% subs
ribed, and the link between the router and node 'B' is 20%subs
ribed if we assume that ea
h individual sour
e expe
ts to get 0.1 Mbps(M/number of individual sour
es). The network as a total has enough 
apa
-ity (3 Mbps) to support the two aggregated sour
es (total reservation of 2Mbps). Due to the dynami
 nature of 
ows, one of the links may be oversub-s
ribed as in this example. Ea
h individual sour
e has same RTT as 40 mse
.With this simulation topology, we 
ondu
ted two simulation experiments. Inthe �rst simulation, we applied proportional marking to the marker for aggre-gation 1 and the IN-fair marking for aggregation 2. In the se
ond simulation,we applied proportional marking for aggregation 1 and the BW-fair markingfor aggregation 2.Fig. 7(a) shows the results of Simulation 1. Ea
h bar shows the averagethroughput of individual sour
es, and the dark portion in ea
h bar indi
atesthe throughput a
hieved by IN pa
kets. In proportional marking, it is observedthat ea
h pa
ket is marked OUT with the same probability even if its sour
e
annot rea
h its target rate, and IN pa
kets are unfairly distributed to 
owsa
hieving higher rates. In IN-fair marking, however, ea
h individual sour
e8



M

M

1

2

3

10

1

2

3

10

1

2

A

B

1

2

3

16

1

2

3

4

Source

Aggregation

Sink

R

R MRouter MarkerFig. 6. Network topology with di�erent 
ongestion levelsshares IN pa
ket throughput equally even with di�erent levels of 
ongestion.Clearly, fair sharing of IN-pro�le bandwidth improved the performan
e of the
ows through the 
ongested link. Both the aggregated sour
es stay within the
ontra
t-pro�le, but the se
ond sour
e a
hieved a higher bandwidth throughthe 
ongested link than the �rst sour
e. This is a result of managing IN-pro�lebandwidth e�e
tively by distributing it fairly among the individual sour
es.When sour
e 1 and sour
e 2 
ompete for bandwidth on the 
ongested link,sour
e 2 a
hieves higher share due to marking higher number of pa
kets IN.Fig. 7(b) shows the results of Simulation 2. The BW-fair marking is moreaggressive by the fa
t that it sends more IN pa
kets on 
ongested links thanon un
ongested links so as to get more bandwidth in 
ongested links. Again,aggregated sour
e 1 used proportional marking and aggregated sour
e 2 usedthe BW-fair marking. In proportional marking, the 
ows through 
ongestedlink in Fig. 7(b) loose more bandwidth than the 
ows in Fig. 7(a). The 
owsusing the BW-fair marking get more bandwidth than the 
ows using the IN-fair marking.The BW-fair marking is more aggressive than the IN-fair marking in trying tomeet the performan
e goals. The goal here is to a
hieve 0.1 Mbps for ea
h in-dividual sour
e while staying within the 
ontra
t-pro�le. As 
an be seen fromFig. 7(b), the BW-fair marking algorithm allo
ates more IN-pro�le bandwidthto sour
es observing 
ongestion than the ones that are not experien
ing 
on-gestion. As a result, these sour
es 
laim a larger share of the 
ongested linkbandwidth, ex
eeding the individual targets of 0.1 Mbps. The 
ows withinaggregated sour
e 1 a
hieve signi�
antly less bandwidth due to proportionalmarking. These two experiments show that individual marking strategies em-ployed by 
ustomers 
an impa
t ea
h other even when every sour
e stayswithin the 
ontra
t-pro�le. 9
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(b) Proportional and BW-fairmarkingFig. 7. Bandwidth 
omparison with di�erent marking s
hemes4 Adaptive Marking StrategyIn the previous se
tion, we have presented new marking s
hemes for aggressivebandwidth management. The simulation results show that the new s
hemesimprove throughput when the network resour
es are enough to meet the in-dividual QoS requirements. However, it is also observed that, if the resour
esare not enough, the new s
hemes 
ause severe 
ongestion resulting in resour
ewastage due to their aggressive manner in managing the 
ontra
t rate. In thisse
tion, we propose an adaptive marking strategy. The main obje
tives of theadaptive marking strategy are:(1) To a
hieve bandwidth obje
tives of 
ows within an aggregation.(2) To avoid resour
e wastage if the �rst obje
tive is not a
hievable due tothe 
urrent network 
onditions.To a
hieve the �rst obje
tive, initially, we set the marking rate of ea
h 
owproportional to its bandwidth obje
tive. If every 
ow gets throughput morethan their marking rate without IN pa
ket loss, then the adaptive markerworks as a weighted IN-fair marker. On the other hand, if the network pathof a 
ow is oversubs
ribed 5 and observes IN pa
ket losses (resour
e wastage),the adaptive marker adjusts marking rates of individual 
ows in order to avoidIN pa
ket loss (a
hieving the se
ond obje
tive). However, it is not easy for amarker to �nd whether a 
ow observes an oversubs
ribed network or not unless5 In [20℄, oversubs
ribed network has been de�ned as a situation in whi
h a 
owdoes not transmit any OUT pa
kets sin
e every OUT pa
kets are dropped or noOUT pa
ket is sent when the sending rate is less than the 
ontra
t rate. In aoversubs
ribed network, a 
ow usually experien
es some number of IN pa
ket losses.10



the marker is 
ombined into the sender. For marking of aggregated 
ows, themarker 
annot be 
ombined into an individual sender. Thus, it 
an be justestimated from the 
urrent throughput. To estimate the 
urrent 
ondition ofa 
ow, we use throughput model proposed in [20℄. From the model, throughputB of a TCP 
ow experien
ing oversubs
ribed network is given byB = minf34m; kRTT(s19 + 83pin � 13)g (8)where m is the 
ontra
t rate of the 
ow (or the IN-marking rate), k is thepa
ket size, and pin is the probability of IN pa
ket loss. From (8), whenthroughput a
hieved by a 
ow is less than 0:75m, the 
ow should observean oversubs
ribed network. Therefore we 
lassify a 
ow into one of the follow-ing three states and treat these states di�erently. Here, ti is the target rateof ith individual 
ow, mi is the marking rate, and bi is the realized through-put. The target rate 
an be spe
i�ed by the individual users, and P ti is the
ontra
t rate for the aggregation.� bi � 0:75mi: In this state, the 
ow observes an oversubs
ribed network,and some IN pa
kets are lost. Thus, the marker redu
es mi so that bi ismaintained to be higher than 0:75mi to avoid wasting resour
es.� 0:75mi < bi < ti: In this state, the 
ow does not rea
h its target. Sin
e thenetwork is not oversubs
ribed, bi 
an be in
reased by in
reasing mi. Thus,the marker in
reases mi of that 
ow if resour
es are available.� ti � bi: In this state, the 
ow already a
hieved its target. Thus, the markerdoes not need to 
hange mi of the 
ow. However, if there is another 
owwhi
h needs more resour
es, mi of this 
ow 
an be redu
ed as long as bi ismaintained to rea
h its target.Fig. 8 shows an example algorithm for the adaptive marker. This algorithmadjusts marking rate of ea
h 
ow within an aggregation so that we 
an re-du
e IN-pa
ket drops while in
reasing the number of 
ows whi
h rea
h theirtargets. In line 1�5, when individual throughput (b[i℄) remains below 75% ofassigned marking rate (m[i℄) (due to severe 
ongestion, say), the marking rateis redu
ed. When 
ows are below target rates (b[i℄ < t[i℄) but above markingrates (m[i℄), marking rate is in
reased sin
e additional resour
es are likely tobe e�e
tive. In line 7�10, if needed, we redu
e resour
es from the 
ows gettingmore than their targets. If every 
ow rea
hes its target rate, the marking rateis not 
hanged. The parameters � and observation period determine the rateat whi
h the 
ows are observed and adapted to rea
h their performan
e goals.Time 
omplexity of this algorithm is O(n) where n is the number of 
ows, andthis is allowable for an edge devi
e marker. In this algorithm, we use TSW [6℄to smooth out the individual throughput. It is important to 
hoose �, obser-vation period and window size for rate estimator properly. We study impa
tof �, observation period and window size in the following simulations.11



At every observation period:1.for i 1 to n2. if 0:75m[i℄ < b[i℄ < t[i℄3. m[i℄ = m[i℄ + �(r[i℄� t[i℄)4. else if b[i℄ � 0:75m[i℄5. m[i℄ = m[i℄��(0:75m[i℄ � b[i℄)6.M 0 =Pi=1;nm[i℄7.if M 0 > M8. for i 1 to n9. if b[i℄ > t[i℄10. m[i℄ = m[i℄��(b[i℄� t[i℄)11.M 0 =Pi=1;nm[i℄12.for i 1 to n13.m[i℄ =M=M 0 �m[i℄m[i℄: Marking rate of ith 
owb[i℄: 
urrent rate of ith 
owt[i℄: Target rate of ith 
owM : Total marking rate = Aggregate 
ontra
t raten: Number of 
ows Fig. 8. An algorithm for adaptive markingTable 2Expe
ted bandwidth a
hieved by individual 
owsDestination Sink 0 Sink 1 Sink 2 Sink 3 Sink 4 Sink 5�9A
hieved BW (Mbps) 0.125 0.25 0.375 0.5 0.625 0.754.1 SimulationsIn this se
tion, we present a number of simulations and dis
uss the results.We set up the network topology shown in Fig. 9 using ns-2 [9℄. There are fouraggregations and ten sinks. Ea
h aggregation 
onsists of 10 individual TCP
ows. ith individual 
ow of ea
h aggregation sends pa
kets to ith sink throughR0 and R1. Contra
t rate of an aggregation is 5 Mbps. Individual target rateis set to 0.5 Mbps for simpli
ity. Link bandwidth between R0 and R1 is 22.5Mbps whi
h is higher than the total 
ontra
t rate (20 Mbps). Link bandwidthbetween R1 and ea
h sink is set di�erently so that ea
h 
ow within an aggre-gation experien
es di�erent network 
onditions. Link bandwidth between R1and ith sink is set to 0:5 � (i + 1) Mbps. Propagation delay of ea
h link is 5mse
. If the bandwidth is equally shared, individual 
ows of ea
h aggregationare expe
ted to get the bandwidth as in Table 2.For droppers, we use RIO presented in [6℄ with parameters 20/40/0.5 forOUT pa
kets and 40/80/0.02 for IN pa
kets.12
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t of di�erent �We study impa
t of di�erent � through simulation. Again, � 
ontrols therate at whi
h the edge marker adapts the marking rate based on observedbandwidths of 
ows. In this simulation, we set � of ea
h marker to 0.5%, 1%,5% and 10%. Observation period of ea
h marker is 100 mse
. whi
h is greaterthan RTT (= 40 mse
.).Fig. 10 shows the result. Note that we do not spe
ify the marking rate ofFlows 3�9 in Fig. 10(a)�10(d) sin
e they already rea
h their target rates(see Fig. 10(e)), and thus their marking rates are not mu
h di�erent fromea
h other. Initially, marking rate for ea
h individual 
ow is 0.5 Mbps. Then,Flow 0 of ea
h aggregation shares 0.5 Mbps link between R1 and Sink 0 withother three 
ows and gets about 0.125 Mbps average throughput. Thus, it isobserved that the marking rate of Flow 0 in ea
h aggregation is redu
ed sothat the 
urrent throughput is maintained to be at least 75% of its markingrate.Di�erent � impa
ts the time taken to rea
h the steady state. With smaller�, it takes a longer time to rea
h a steady state. With larger �, it is morelikely to have os
illations. This is very similar to a heavily damped or underdamped 
ontrol in traditional 
ontrol systems. Under stable network 
ondi-tions, a 
ow's marking rate rea
hes steady state at a rate of (1 � �) perobservation period. So over k observation periods, the error is (1 � �)k. Ifsteady state marking error goal is Æ, then we 
an �nd the suitable transienttime (k observation periods) through(1��)k < Æ (9)In other words, given a goal of how fast we need to rea
h a steady state (i.e.,given k), we 
an �nd the rate of adaptation �, through (9). However, it is alsoobserved that average throughput of di�erent � is not mu
h di�erent fromea
h other over long period of time in Fig. 10(e).13
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10% (e) ThroughputFig. 10. Marking rate and throughput with di�erent �4.1.2 Impa
t of di�erent observation periodsIn this se
tion, we set observation period of ea
h marker di�erently. First, we
hange observation period from 0.05 se
. to 1 se
. with a �xed � (1%) tostudy impa
t of observation period on time taken for individual marking rate14



to rea
h steady state. In the se
ond simulation, we sele
t � so that the amountof marking rate 
hange in a given time � is equal to ea
h marker. Given oi(observation period) and �i, if we want two 
ows to 
onverge to their targetin the same amount of time, from (9) we have(1��i)�=oi = (1��j)�=oj (10)oioj = log(1��i)log(1��j) (11)From (11), following four (�, Obs. period) pairs are sele
ted for ea
h marker:(0.5%, 0.05 se
.), (1%, 0.1 se
.), (5%, 0.5 se
.) and (10%, 1 se
.).Fig. 11 shows the result of the �rst simulation. In Fig. 11(a)�11(d), it is 
learlyshown that time to steady state is linearly proportional to the observationperiod when � is the same. Note the marking rate of Flow 0: when obs.period = 1 se
, it takes about 200 se
. to rea
h 0.2 Mbps. With 0.5 se
. of obs.period, it is redu
ed to about 100 se
., and so on. In Fig. 11(e), it is also shownthat throughput of 
ows using small observation period is slightly higher thanthroughput of 
ows using large period in Flows 1�6. It is be
ause a markerwith small observation period 
an adjust marking rate qui
kly a

ording tothe 
hange in network 
onditions.Fig. 12 shows the result of the se
ond simulation. In Fig. 12(a), it is 
learlyshown that the 
onverging time in the adaptive marker 
an be e�e
tively
ontrolled using (11). It is also shown that marking rates with small � andsmall observation period 
hange smoothly due to small �. In Fig. 12(b), itis observed that average throughput of di�erent aggregations using di�erentobservation periods is not mu
h di�erent from ea
h other. However, it is alsoshown that throughput of 
ows using small observation periods is slightlyhigher than throughput of 
ows using large periods in Flows 1�5.4.1.3 Impa
t of window size for rate estimatorIn this se
tion, we study impa
t of window size of TSW rate estimator. TSWrate estimator was proposed to estimate sending rate for pa
ket tagging andshown that it is e�e
tive to smooth out TCP burstiness in [6℄. We use this rateestimator for adapting the marking rate to the 
urrent individual throughput.Generally, there is a trade-o� in 
hoosing window size: With a small win-dow, the estimated throughput re
e
ts the 
hanges of throughput qui
kly butfails to smooth the burstiness. With a large window, throughput is e�e
tivelysmoothed out but not 
hanged qui
kly.To observe impa
t of window size, we 
ondu
ted simulation with di�erent15
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onstant�sizes of window for ea
h marker. Observation period is set to the same as itswindow size, and � is 100% for every marker.Fig. 13 shows the marking rate and throughput of Flow 0 within ea
h aggrega-16



0 50 100 150 200 250 300
1

1.5

2

2.5

3

3.5

4

4.5

5

5.5
x 10

5

∆=0.5%, OP=0.05sec
∆=1%, OP=0.1sec   
∆=5%, OP=0.5sec   
∆=10%, OP=1sec    

(a) Marking rate of Flow 0 0 1 2 3 4 5 6 7 8 9
0

2

4

6

x 10
5

Flow

T
hr

ou
gh

pu
t (

bp
s)

0.05 sec.
0.1 sec. 
0.5 sec. 
1.0 sec. (b) ThroughputFig. 12. Marking rate and throughput with di�erent observation period and di�erent�tion. It is observed that the marking rates os
illate due to the large � (100%).In Fig. 13(a) and 13(b), the marking rate os
illates over large range (0 � 0:7Mbps) sin
e TCP throughput 
annot be smoothed with the small window(0.05/0.1 se
.). Here note that throughput stays at the bottom of the mark-ing rate. When a set of pa
kets arrives at the marker, estimated throughputinstantaneously goes up due to the small window. This in
reases the markingrate. However, this in
reasing marking rate is not e�e
tive sin
e the sour
estops sending until re
eiving ACKs (an RTT = 40 mse
. delay). At this time,throughput de
reases, and the marking rate also de
reases. Then, the nextset of pa
kets observes the de
reasing marking rate. This is due to the fa
tthat the marking rate is 
hanged qui
kly based on the 
hanges of through-put. With a large window (0.5/1 se
.), the marking rate stays around 4 Mbpseven through it os
illates over 0:3 � 0:5 Mbps, and throughput is managed toa
hieve around 0.22 Mbps in Fig. 13(
) and 13(d).Fig. 14 shows the average throughput of individual 
ows. With a small window,the 
ows observing 
ongested links (Flows 0 � 2) 
annot rea
h their targetswhile the other 
ows get mu
h higher than their targets (sin
e resour
es areshifted to those 
ows).4.1.4 Dealing with network dynami
sIn this se
tion, we study how the adaptive marker adjusts the marking rateto 
hanges in network 
onditions over time. To simulate 
hanges in network
onditions, we start Aggregation 0, 1, 2 and 3 at time 0 se
., 60 se
., 120se
. and 180 se
. and stop at time 240 se
., 300 se
., 360 se
. and 420 se
.,respe
tively. (�, Obs. period) pair is set to (1%, 0.1 se
.) for all the markers.17
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.Fig. 13. Marking rate and throughput of Flow 0 with di�erent window size and O.P.
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1.0 sec. Fig. 14. Average throughput with di�erent window size and O.P.Fig. 15 shows the marking rate and throughput of individual 
ows withinAggregation 0 over time. In Fig. 15(b), every 
ow rea
hes its target rate untilAggregation 1 starts sending pa
kets at time 60 se
. Thus, it is shown thatthe marking rate of every 
ow is equal to ea
h other as 0.5 Mbps. In timeduration from 60 se
. to 120 se
., throughput of Flow 0 falls down to 0.25Mbps sin
e 0.5 Mbps of link bandwidth is shared with Aggregation 1, andthe marking rate is also redu
ed to avoid IN pa
ket loss. Marking rates ofother 
ows in
reases to utilize the total 
ontra
t rate. At 120 se
. and 180se
., Aggregation 2 and 3 start sending pa
kets, respe
tively. Then, similarly,throughputs of Flows 1 and 2 do not rea
h their 
urrent marking rate, and themarking rate is redu
ed. At time 240 se
., 300 se
. and 360 se
., throughputin
reases as other aggregations stop sending. Here, note that the marking rateof Flow 0 does not in
rease to 0.5 Mbps after time 360 se
. sin
e its throughputalready rea
hes its target rate. 18
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Fig. 16. Throughput of 
ows with di�erent RTT4.1.5 Dealing with di�erent RTTsIn this se
tion, we observe how the adaptive marker deals 
ows with di�erentRTTs. In this simulation, we use the same topology as used in the previoussimulations ex
ept that propagation delay of link between R1 and ea
h sinkis randomly sele
ted from 10 mse
. to 60 mse
. and that bandwidth is set to3 Mbps for all the links between R1 and sinks.Fig. 16 shows the result. It is 
lear that the adaptive marking e�e
tivelyremoves RTT-bias of TCP 
ows and realizes QoS goals of individual 
owswithin aggregations. 19



4.1.6 Dealing with unresponsive 
owsIn this se
tion, we 
ompare the adaptive marking with proportional markingin presen
e of unresponsive 
ows. In network topology in Fig. 9, we atta
hthree UDP sour
es at R1 with negligible 
ontra
t rate. The UDP 
ows are
onne
ted to Sink 7, 8 and 9 and start sending pa
kets at 180 se
, 120 se
.and 60 se
., respe
tively. The sending rate of ea
h UDP 
ow is 3 Mbps. Withthis topology, we 
ondu
ted simulation two times. In the �rst simulation, theadaptive marker is employed, and the proportional marker is employed in these
ond.Fig. 17 shows the results. In Fig. 17(
), 17(d) and 17(e), it is observed thatthroughput with the proportional marking is a�e
ted by UDP 
ows. Through-put with the adaptive marking is maintained at a stable rate. In Fig. 17(a), it isshown that Flows 0�6 within the aggregation also maintain their throughput.In Fig. 17(b), however, throughputs of Flows 0�6 are 
onstantly 
u
tuatingover time even though they do not observe UDP 
ow along their path. It isbe
ause marking rate of an individual 
ow is dire
tly a�e
ted by other 
ow's
urrent throughput in the proportional marking 
ase.5 Re
eiver-side Marking StrategiesIn the above se
tions, we have dis
ussed marking strategies for a
hieving band-width targets for sending data. However, when the 
ustomer wants to re
eivedata from another host (eg., using get 
ommand in FTP, browsing web-sites orVideo-on-demand), it does not provide servi
e di�erentiation, sin
e the markerin re
eiver's side 
an mark only ACK pa
kets. Even when the appli
ation issending-intensive, with asymmetri
 link bandwidths, it may be ne
essary toensure that the ACKs get suÆ
ient bandwidth through the reverse path [12℄.A re
eiver-
ontrolled s
heme using the expli
it 
ongestion noti�
ation (ECN)bit was proposed in [6℄. ECN bit s
heme was originally designed to provide
ongestion avoidan
e without pa
ket drops. When 
ongestion starts to o

ur,a router sets the ECN bit of pa
kets instead of dropping them. The re
eiver
opies the ECN bit in ACK replies to the sender, and then the sender redu
eswindow size (or rate) to avoid 
ongestion. In re
eiver-
ontrolled s
heme, apro�le meter, installed at the re
eiver, measures the in
oming rate. If the rateis within the pro�le, the meter resets the ECN bit, so that the sender maintainsits transmission rate.In this se
tion, we propose a strategy for providing better servi
e for re
eiving-intensive appli
ations in a sender-
ontrolled network. The basi
 idea is to in-form the sender's side about the re
eiver's target rate and to transfer re
eiver's20
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omparison with adaptive and proportional marking with un-responsive 
ows
ontra
ted bandwidth to the sender's edge router. The network marker on thesender side adds the transferred bandwidth to the sender's pro�le and up-grades OUT pa
kets to IN within the in
reased pro�le. A signaling proto
olsimilar to RSVP [11℄ needs to be developed to enable su
h transfers of IN-pro�le bandwidth. In the proposed s
heme, however, the signaling proto
olmessages need to be pro
essed only by the edge routers unlike RSVP whi
hneed to setup every router along the 
ow's path. Thus, it 
an be implementedwithout 
ompromising the s
alability of the 
urrent di�-serv ar
hite
ture.21
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Fig. 18. Reserved bandwidth transfer by re
eivers in di�-serv networkFig. 18 shows a simple example of re
eiver's side marking strategy. It is possi-ble to a
hieve this transfer through \bandwidth brokers" in di�erent networks.We expe
t this signaling to result in a transfer of IN-pro�le bandwidth fromthe re
eiver to the edge router 
onne
ted to the sender. The edge router 
on-ne
ted to the sender will maintain state for this 
ow and use the transferredbandwidth to upgrade OUT pa
kets to IN transparently so as to improvethe servi
e delivered to the re
eiver. The bandwidth is not transferred to thesender in order to ensure that the transfered bandwidth is applied to upgradeservi
e to the requesting re
eiver (and not to other 
ows being served bythe sender). This is somewhat akin to the \re
eiver-pay mode" available intelephone networks in the form of 
olle
t 
alls.How mu
h bandwidth should a re
eiver transfer to the sender side to a
hieve atarget rate? If the re
eiver transfers bandwidth aggressively, the sender 
ouldexploit this by redu
ing the number of pa
kets marked IN to this 
ow. Ideally,the re
eiver should transfer minimal bandwidth to the sender to rea
h itstarget rate. The proposed algorithm for the re
eiver pro�le meter is presentedin Fig. 19.In the above algorithm, the re
eiver pro�le meter keeps and updates averagerates and average OUT pa
ket rate of subs
ribed 
ows. When the averagerate is less than the target rate requested by the re
eiver (line 1), and if thereis ex
ess bandwidth (a
hieved by OUT pa
ket) (line 2), the meter transferssome amount of 
ontra
t rate to the sender's marker (line 3). The amount islimited by the 
urrent ex
ess bandwidth in order to avoid resour
e wastage.If the average rate is higher than the target rate, then the meter takes ba
kthe 
ontra
t rate to redu
e payment.22



At every observation period:1.if b[i℄ < t[i℄2. if bout[i℄ > 03. mr[i℄+ = min(bout[i℄;�(t[i℄ � b[i℄))4.else5. if mr[i℄ > 06. mr[i℄� = min(mr[i℄;�(t[i℄ � b[i℄))b[i℄: Average rate of ith 
owbout[i℄: Average OUT pa
ket rate of ith 
owt[i℄: Target rate of ith 
owmr[i℄: Marking rate of ith 
ow paid by the re
eiverFig. 19. A simple algorithm for re
eiver-based bandwidth 
ontra
t5.1 SimulationsIn this se
tion, we present simulations of re
eiver-based strategy when theadaptive marking is employed by the sender's marker. We use the same topol-ogy shown in Fig. 9 and observe throughput realized by the intera
tion be-tween the sender's strategy and the re
eiver's strategy. Ea
h aggregated senderhas a 
ontra
t rate of 5 Mbps. Sender's target rate of an individual 
ow is setto 0.5 Mbps. To observe the intera
tion with the re
eiver strategy, the re-
eiver of Flow 0 within Aggregation 0 sets a target rate of 1 Mbps. We setlink bandwidth di�erently to produ
e the following three s
enarios:(1) SuÆ
ient bandwidth: Network links have enough bandwidth to satisfythe re
eiver's target rate of 1 Mbps. Link bandwidth between R0 and R1is 22.5 Mbps, and bandwidth between R1 and ea
h sink is 3 Mbps.(2) InsuÆ
ient bandwidth: Network links do not have enough bandwidth torea
h the re
eiver's target. We set link bandwidth between R1 and Sink0 to 2.2 Mbps.(3) Plenty of bandwidth: Network links have plenty of bandwidth to satisfyevery 
ow's target rate. We set link bandwidth between R0 and R1 to 30Mbps.In all the above simulation s
enarios, � and the observation period are 5%and 0.1 se
. for both sender's and re
eiver's side. We present marking rate ofindividual 
ows within Aggregation 0 and throughput of Flow 0 in Aggregation0.Fig. 20 shows the result of the �rst s
enario. It is observed that Flow 0 
anrealize the requested throughput 1Mbps. As the re
eiver in
reases its 
on-tribution, the sender's marker redu
es the marking rate of Flow 0 sin
e itsthroughput ex
eeds the sender's target rate (0.5 Mbps) and some of the other23
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(b) ThroughputFig. 21. Marking rate and throughput when the bandwidth is not suÆ
ient
ows have not rea
hed their targets.Fig. 21 shows the result of the se
ond s
enario. Compared to Fig. 20(b), it isobserved that throughput is a
hieved by only IN pa
kets in Fig. 21(b) be
ausethe network bandwidth is not enough. Hen
e, in Fig. 21(a), the re
eiver stopstransferring resour
es at around 0.7 Mbps to avoid resour
e wastage eventhough the throughput does not rea
h the target rate of 1 Mbps. Again, weobserved that the sender moves its resour
es to other 
ows sin
e other 
owshave not rea
hed their targets.Fig. 22 shows the result of the third s
enario. In Fig. 22(a), note that theindividual sender's marking rate stays around 0.5 Mbps. The sender's marker
ontinues allo
ating 0.5 Mbps to this 
ow sin
e all the 
ows have ex
eededtheir target rates. The resour
es 
ontributed by the re
eiver stay around 0.424
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e this amount is enough to rea
h the target rate.6 Dis
ussion and Related workOur simulation experiments on sender's marking strategies show that: (a)Aggregate sour
e 
an e�e
tively manage resour
es by marking pa
kets of in-dividual sour
es di�erently. (b) Proportional marking of 
ows within an ag-gregation is shown to be ine�e
tive in 
ompeting with the other strategies.(
) The adaptive marker performan
e is impa
ted by 
hoosing the adaptationrate and the observation period. (d) The adaptive marking strategy is e�e
tiveto deal 
ows with di�erent RTTs and unresponsive 
ows.Our results on re
eiver-based strategies show that: (a) A simple te
hniqueof transferring bandwidth from re
eiver to the sender's side 
an be e�e
tivein improving the performan
e seen by a re
eiver, (b) the sender 
an exploitre
eiver's willingness to pay by moving its resour
es to other 
ows withinits aggregation, and (
) if sender employs proportional marking, a re
eiverwilling to pay for improved servi
e 
an extra
t a higher amount of the sender'sbandwidth for its 
ow.Pri
ing [16,17℄ will have an important e�e
t on a number of the above obser-vations, spe
i�
ally on the nature of moving up the servi
e levels. It has beensuggested [18℄ that resour
es should be pri
ed based on the level of 
ongestionto balan
e load evenly a
ross the network links. Network providers may em-ploy fair-sharing te
hniques to balan
e resour
e utilization among 
ompetingaggregated sour
es at the time of 
ongestion. In su
h a 
ase, shifting resour
esto 
ongested links will likely have less impa
t than observed in this study. If25



out-of-pro�le pa
kets are dropped at the network edge, end sour
es 
annotexploit the resour
e management strategies presented here.Aggregated sour
es pose interesting new questions. If the aggregated sour
ereadjusts its resour
es among the individual 
ows, even when an individual
ow ba
ks o�, it is likely that another 
ow within the aggregation may sendmore pa
kets through the 
ongested link. All of these issues point to the needfor studying network bandwidth management and network dynami
s furtherwhen bandwidth 
an be aggregated and 
exibly allo
ated at the edge of thenetwork.Re
ent work on di�-serv networks dealt with individual sour
es [6{8℄. Adap-tive marking to a
hieve throughput targets for single sour
es is studied in [8℄.Unfair resour
e sharing among responsive and unresponsive 
ows has beenstudied, and a fair marking s
heme has been proposed in [13℄. Aggregation ofindividual traÆ
 sour
es and the resulting traÆ
 distributions have been stud-ied [14,15℄. Our earlier work studied fairness within an aggregation [19℄. Thispaper 
onsidered a more general resour
e (IN-pro�le bandwidth) managementproblem in meeting QOS goals of individual 
ows.7 Con
lusionsIn this paper, we have studied how QOS of individual 
ows 
ould be improvedby marking strategies employed by an aggregated sour
e. We have proposednew marking algorithms that enable rea
hing spe
i�
 QOS goals of individ-ual 
ows within the aggregation. We have shown that proportional marking ofpa
kets within an aggregation 
an lead to signi�
ant disadvantages when othersour
es employ di�erent marking strategies. We have presented simulation re-sults to show the impa
t of the proposed algorithms on realized throughputs,network 
ongestion and the s
alability of the proposed approa
hes. Proposedadaptive marking s
heme is shown to provide predi
table and robust per-forman
e. With the proposed re
eiver-based s
heme, the re
eivers 
an a
hieveimproved servi
e even in a sender-
ontrolled network. We have shown that theamount of bandwidth paid by the re
eiver 
an be impa
ted by the sender'smarking s
heme and observed network 
onditions.8 A
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