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Abstract

Considerable work has been done in devising mech-
anisms for providing service guarantees within a
network. These schemes can be broadly classified
into two categories, schemes that require main-
taining state for each flow and schemes that do
not require maintaining state for each flow within
the network. Both the approaches have their ad-
vantages and proponents. This paper looks at a
scheme, that falls in between these two extremes,
where a network switch may be able to maintain
state for a fixed number of flows (possibly less than
the number of flows it serves). This paper looks
at the services that can be provided by a lim-
ited amount of state. As a first step, it presents
SACRED, a method that employs Sampling and
Caching in addition to RED at a router to enhance
the QoS. The proposed mechanism uses caching
to deal with the limited amount of state. and
uses sampling to select flows. It is shown that
this approach can be effective in containing non-
responsive flows. It is also shown that SACRED is
scalable in the sense of providing increased function
with increased amount of state.

1 Introduction

Considerable work has been done in finding mech-
anisms for providing service guarantees over net-
works. Fair-queueing and its many variants [1, 2,
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3, 4, 5], consider scheduling at the switch/router
within the network as the basic mechanism for pro-
viding these services. These mechanisms require
that state information per each flow be maintained
for deciding the scheduling order at the switch.
Some of the mechanisms based on buffer manage-
ment also require that the switch maintain a per-
flow state in order to provide guarantees [6, 7].

Recently, there has been a strong desire to find
mechanisms for providing service guarantees where
per-flow state need not be maintained in the net-
work. The interest in aggregate mechanisms are
based on two motivations: (a) maintaining state
per each flow may not be scalable to large net-
works and (b) to minimize the per-packet han-
dling cost in the network such that routers can
be scaled to very high speeds. Proposals for dif-
ferentiated services [8, 9] based on different drop
preferences have been receiving significant inter-
est. These mechanisms classify packets as in-profile
(IN) or out-of-profile (OUT) at the ingress points
of the networks based on service contracts. The
OUT packets are dropped earlier than IN packets
when there is congestion in the network such that
throughput guarantees can be provided for the IN
traffic. These mechanisms do not require that the
switches/routers in the network maintain any state
except at the ingress routers. Other mechanisms
such as [10] do not require maintaining state within
the network as well.

Thus, the current work on providing service
guarantees can be classified into two categories: (a)
those that require maintaining state information



per each flow through the network and (b) aggre-
gate mechanisms that do not require per-flow state.
This paper looks at the possibilities in the middle.
What kind of services can be provided if the net-
work can only maintain partial state i.e., maintain
state for only limited number of flows at any given
time? Limited or partial state here means that
we can maintain state only for a partial or limited
number of flows and not to the amount of state
information maintained per each flow.

Stochastic Fairness Queueing [11, 12] addresses
a somewhat similar problem of fair queueing with a
limited number of queues. SFQ is shown to provide
increased fairness over FCFS [12]. Our approach is
different as we point out later in section 6.

Our motivation for this work is based on a need
to find mechanisms for containing non-responsive
flows in an internet. It has been shown that a
non-responsive UDP flow can take disproportion-
ate amount of the bandwidth at a congested link
when all the other flows are TCP flows [13]. A non-
responsive flow can claim a considerable amount
of bandwidth when the network employs aggre-
gate mechanisms.Mechanisms that maintain per-
flow state can isolate such flows so as to minimize
their impact on the other flows at the switch. Is it
possible to maintain a limited amount of state to
contain such flows if such non-responsive flows con-
stitute only a limited fraction of the total workload
at a switch?

This paper studies the question of what kind
of services can be provided by a limited amount
of state in the switch. Is it possible to contain
non-responsive flows by maintaining fixed/limited
amount of state at the switch? Is it possible to
provide service guarantees with limited amount of
state? Specifically, this paper proposes SACRED,
a mechanism for providing services with limited
amount of state. We provide an analysis of SA-
CRED and evaluate it through simulations. We
also discuss other possible enhancements that can
be made possible though limited amount of state.
SACRED is a first step in our efforts at identifying
QoS-enhancement mechanisms that can work with
a limited amount of state.

The rest of the paper is organized as follows. Sec-
tion 2 proposes an approach, SACRED, where the
limited state is used to maintain state for differ-
ent flows at different times i.e., each flow’s state
is maintained over a fraction of the time. Section
3 discusses the details of a SACRED implemen-
tation and section 4 shows simulation results of
SACRED’s performance.Section 5 presents a sim-
ple analysis of SACRED, section 6 briefly discusses
some related work and section 7 concludes this pa-
per.

2 SACRED: An approach to use
limited state

There are a number of ways to use the partial state
space. In this section, we propose one approach to
utilize limited amount of state. In this approach,
the state space is used to maintain state for differ-
ent flows at different times. Depending on time,
the same space may be utilized by multiple flows.
In other words, we use the limited state space to
maintain state intermittently for all the flows. This
raises a number of questions: (a) how to identify
flows that are using the state space? (b) how to
deal with the fact that we have multiple flows that
can map into the same space in the state space?
(c) what kind of state information can we maintain
if we can only maintain this information intermit-
tently? (d) what kind of service can we provide
with such intermittent maintenance of state? (e)
does the provided service scale as we increase the
amount of state? We answer these questions below.

With partial state at the switch, it is necessary
to quickly identify if state is being maintained at
the switch for a flow at any given time. To do
this quickly, we use caching. We will assume a
simple function based on the source, destination
addresses (and if necessary, ports) will be used to
index into the cache. For example, (source IP ad-
dress XOR destination IP address) mod number of
cache entries can be used. If the number of entries
in the cache is a power of 2, this function is very
easy to compute. Since there is a possibility that
many flows can map into the same index, we have
to cache the source IP address and destination IP



address to make sure that we are dealing with the
correct flow. This is very similar to how caches are
used in processors. When a packet arrives at the
switch, the cache index is computed and the entries
(source and destination addresses) in the cache at
that index are compared with that of the arriving
flow. No action need be taken if the flow is not
cached.

Since multiple flows can map into a cache loca-
tion, we need a mechanism for determining the flow
whose state will be maintained in the cache. We
use sampling for this purpose. Arriving packets are
sampled at random. The first packet that maps
into a cache location determines the flow whose
state will be maintained in the cache. The state
for this flow will be maintained for a duration. Af-
ter some time, this cache location may be used by
other flows. At that time, random sampling is used
again to determine the next flow for which state
will be maintained in the cache.

With these two techniques, sampling and
caching, it is possible to maintain state for a lim-
ited number of flows at any time. What kind of
state information can we maintain if we observe a
flow intermittently? This state information can-
not depend on the history of the flow since we are
not observing the flow at all times. The state in-
formation has to rely on the current (or instanta-
neous) characteristics of the flow. For example, we
could answer the sending rate of a flow by observ-
ing the packets passing through the switch. But,
we wouldn’t be able to say how many buffers at the
switch are exactly occupied by this flow. Since our
initial motivation was to contain non-responsive
sources, we will use flow rate as the information
maintained in the cache.

How do we deal with a larger number of flows
with only a limited number of entries at the switch.
After observing a flow for some time and obtain-
ing its state at the switch, we take some action on
the flow if it is necessary. If it is not necessary to
take any action on the flow, this entry can be used
to maintain state for another flow. We can divide
the operation of SACRED into three phases: ob-
servation, action and benefit phases. During the

observation phase, a flow is observed to see if we
need to take any further action during the action
phase. The benefit phase corresponds to the pe-
riod during which this flow need not be observed.
The benefit phase depends on the action taken and
the QoS we are trying to provide. The scalability
of the approach depends on the relative length of
the benefit phase compared to that of the other
two phases. If the switch can maintain state for
n flows at any time, then we can provide service
for at most n x 3/7 flows, where [ is the length of
the benefit phase and 7 is the length of the other
two phases. We will discuss more about this in the
analysis section.

We use RED (Random Early Detection) as a
way of controlling the service at the switch. How-
ever, the drop probabilities may be different for
different flows. Specifically, if a flow is being ob-
served /monitored, it may be treated differently and
may have higher drop rates than other flows that
are not being observed. Since our approach uses
Sampling and Caching in addition to RED as a
basis for providing service, it is termed SACRED.

3 Implementation details

In this section, we will provide a detailed discus-
sion of possible implementation of SACRED. An
ns-2 [14] based SACRED simulator is implemented
following the details described in this section. The
results from the simulation will be discussed in the
next section.

Packets of cached flows only need to be processed
by SACRED and with limited state, packets of only
a fraction of the flows get processed. SACRED uses
the following parameters sampling threshold, drop-
ping threshold, and observation peritod. Packets
flowing through the router are sampled when the
router queue length is above the sampling thresh-
old. When the router is not very busy and the
queue lengths are below sampling threshold, no ex-
tra actions are taken by SACRED. A selected flow
is observed at least for a time of observation pe-
ritod. During this time, the flow characteristics are
observed. In this paper, we report on our experi-



ments where we observed the flow’s sending rate.
To observe the flow’s sending rate, we keep a count
of the number of packets of this flow that are sam-
pled during this observation period. This count is
used to compute the flow’s rate. If a flow is ob-
served to exceed a limit-share threshold, this flow
is marked for further observation. If not, this flow
is dropped to make room for the observation of
other flows. When the queue length exceeds the
dropping threshold, the packets of marked flows are
dropped at a higher rate than the other flows. We
will explain below how the drop rates for marked
flows are determined.

For our simulation experiments, we set sampling
threshold to be below the min threshold of RED
so that aggressive flows can be identified before
packets need to be dropped. We set the drop-
ping threshold equal to the min threshold such that
when packets need to be dropped, more packets of
aggressive flows can be dropped. Sampling is based
on packet arrival and not based on a timer. It has
been shown earlier that packet arrival based sam-
pling gives better results than time-based sampling
[15].

Each cache location contains the following in-
formation: the source address, the destination ad-
dress to identify the flow (port numbers may be
needed as well), a count field indicating the number
of packets of this flow observed so far, and the time
of expiry for this entry. Each cache location also
has some status information: wvalid bit indicates if
this entry is being currently used and pinned bit
indicates that the cached flow is selected for fur-
ther observation. Each cache location also has a
field called drop weight which is used to control
the drop rate of pinned flows as explained below.
When a packet is sampled, the cache index of the
sampled flow is computed as a function of its header
(source address XOR destination address % num-
ber of cache entries may suffice). The cache is ac-
cessed using this index. If the entry in the cache at
that location is for this flow, the count field is incre-
mented. If the current time is past the time of ex-
piry of this entry, the sending rate of this flow is cal-
culated by flow’s rate = packet count/(observation
time) The observation time may be slightly larger

than the observation period because of the random-
ness involved in packet arrivals. If the computed
flow rate is above the limit-share, this cache entry
is pinned and the drop weight is increased. If it is
not, the entry is marked invalid.

If an invalid cached entry does not belong to an
arriving packet, it is replaced by the new flow and
marked valid. The cache entries are initialized by
marking the count to 1, the expiry time to clock
+ observation period and drop weight to 1. Oth-
erwise, SACRED takes no action on the sampled
packet. When a sampled packet results in mark-
ing a flow for further observation, that packet is
dropped. The count field and the expiry time fields
are initialized to observe this flow for another ob-
servation period. If it is observed that this flow’s
rate is below limit-share during the next observa-
tion period, this flow is removed from the cache by
marking its entry invalid. If it is observed that this
flow’s rate remained above the limit-share during
the next observation period, the drop weight is in-
creased. This is continued as long as the flow’s rate
remains above the limit-share threshold.

Packets for individual flows (if cached) are
dropped at a higher rate than the other flows. The
drop rate for cached flows is calculated by multiply-
ing the RED drop probability with the drop weight
of that flow. Thus, flows observed to be sending at
a high rate are dropped at a higher rate.

A number of factors influence the effectiveness of
SACRED. First, sampling results in picking flows
at random for observation. It may take some time
for aggressive flows to be picked for observation.
Second, when aggressive flows are picked for ob-
servation, they may collide in the cache with an-
other flow already being monitored. Aggressive
flows are sending more packets than other flows
and hence they will be picked for observation with
higher probability than other flows. To reduce the
problem of cache collisions, we could employ higher
(2-way or 4-way) set-associative caches. When a
non-aggressive flow is picked for observation, the
cache entry becomes vacant within an observation
period making it possible to observe other flows
quickly. Because of the randomness involved, the



"gestation time” (time to pick the right flows for
observation) will be measured. The gestation time
will give an indication of how long the flows have to
exist for SACRED to be effective. We also give an
analytical expression in the analysis section. Our
analysis shows that with a state to monitor 10% of
the flows, an aggressive flow will be picked with a
very high probability (95%) within 25 observation
periods. With an observation period of 100 ms, a
flow will be picked within 2.5 seconds with a very
high probability.

All the actions in SACRED are triggered by
packet arrivals. Actions for a flow are initiated
only on an arrival of that flow’s packet. The work
done per sampled packet is constant and does not
depend on the number of flows or the number of
cache entries. If a sampled packet is not cached,
only a cache lookup is needed. A cache lookup
can be implemented within a few nano seconds.
If the sampled packet is cached, we do an addition
(count), subtraction (to check if observation period
is over) and a division at the end of the observation
period. These actions can be implemented fairly
quickly and hence the per-packet handling cost is
small.

4 Simulation Results for SA-

CRED

In this section, we present the results obtained
through simulations based on an implementation of
SACRED in ns-2. The simulations used a network
setup as shown in Fig. 1. We used 40 TCP sources
with 5 different RTTs and 2 UDP sources. The
UDP sources transmitted data at 6Mbs and didn’t
respond to congestion. The link bandwidth was set
at 50 Mbs and router R1 employed SACRED. We
set the SACRED parameters (# of cache entries,
sampling threshold, dropping threshold, observa-
tion period, limit-share bandwidth) to (4, 5, 10,
200ms, 1.5Mbs). This corresponds to maintaining
state for about 10% of the flows. The RED pa-
rameters of (min threshold, max threshold, ppqz)
are set to (10, 30, 0.02). RED randomly drops
packets when the average queue length is between
the min and max thresholds with a probability

given by pmaz(glen — min)/(max — min), where
min < glen < max. The results of the simula-
tion are shown in Fig. 2. It is observed that the
2 UDP flows are contained to be below the limit-
share bandwidth. The 2 UDP flows achieve con-
siderably more bandwidth in DropTail and RED
routers. The TCP flows achieve better throughput
with SACRED than in the other schemes.
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Figure 1: Network setup for simulations.
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Figure 2: Containing UDP flows with 10% state.

Fig. 3 shows the throughput of the flows as
a function of time. It is observed that the UDP
flows are picked for observation very shortly after
the start of simulation. It is also observed that
the drop rates are progressively increased until the
UDP flows are below the limit-share bandwidth.
The UDP flows are below 3 Mbs within 3 seconds
(i.e., a drop rate of 50%) and below the limit-share
bandwidth within 10 seconds.
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Figure 3: Time to converge to limit-share rate.

It is clear from these experiments, that UDP
flows can be quickly identified and contained to
within a limit-share bandwidth with a limited
amount of state at a router. We used 40% state
here. We experimented with several other situa-
tions. Specifically, we chose the ids of UDP flows
such that they would collide in the cache table of
SACRED. The results (throughput in Mb/s) of this
simulation are shown in Table. 1. SACRED can
only monitor one of the UDP flows at a time and
as a result, the effective throughput of the other
UDP flow is much higher than earlier.

RTT(ms) | Flow ID | Direct Map | 2 Set Assoc.
20 0 3.381 3.5718
20 1 3.849 5.9406
40 2 2.6682 3.204
40 3 2.568 3.0342
50 4 2.6178 2.7228
50 5 2.0946 2.2668
70 6 1.6266 2.2428
70 7 1.746 1.8684
100 8 1.1748 1.7322
100 9 1.6098 1.3272

UDP 11 5.94048 2.3568
UDP 15 2.61648 2.1096

Table 1: Direct Map vs 2 Set Associative

To address such situations, we could use higher
associativity caches such that cache collisions will
be rare. The results of simulation with a 2-way
set-associative cache are shown in Table. 1. With
a direct-mapped cache of 4 entries, SACRED maps

two UDP flows into two different entries and they
both will be contained.

Even without a 2-way set-associative cache, it
is likely that the UDP flow will be contained at a
second router as it passes through the network. To
test this hypothesis, we used a network setup as
shown in Fig. 4. The network consists of 3 routers
where traffic from two routers converges into a
third router. Our simulation consisted of 40 flows:
8 UDP flows, 8 TCP flows each at different RT'T's of
20ms, 40ms, 50ms, and 70ms. The parameters are
set to be the same as before while the bandwidth
between R1/R2 and R3 is 20 Mbs and outgoing link
of R3 is 33Mbs. The limit share for each flow is 1
Mbs and the cache space allows R1/R2 to monitor
2 flows and R3 to monitor 4 flows. The simulation
results are shown in Table. 2. It is observed that
the TCP flows achieve almost no bandwidth with
RED and DropTail routers. With SACRED, the
UDP flows are contained to be within their limit-
share bandwidths. The TCP flows achieve consid-
erably more bandwidth with SACRED than with
RED and Droptail.

Figure 4: Three routers example.

These experiments show that it is possible to use
limited amount of state to effectively curtail non-
responsive flows while allowing responsive flows to
achieve higher throughput.

What kind of service can SACRED provide with
increased amount of state? To explore this ques-
tion, we kept increasing the amount of state at



RTT(ms) | DropTail | RED | SACRED
UDP 3.64 3.70 1.73
TCP/20 0.03 0.01 0.63
40 0.02 0.02 0.47
50 0.04 0.01 0.50
70 0.01 0.01 0.42
Total 29.99 29.99 29.96
Table 2:  Throughputs with a network of
routers(Mb/s)

the router to see if we could achieve fair sharing
of bandwidth across all the flows. First, we experi-
mented with 100% state. Fig. 5 shows the through-
put of 10 TCP flows and 1 UDP flow with 100%
state. Again, the results show that the SACRED
contains the UDP flow. With RED and Drop-
Tail, the flows with 20ms RTT achieve substan-
tially more bandwidth than the other flows with
larger RTTs. SACRED realizes a more fairer dis-
tribution of bandwidth. This is achieved by mon-
itoring TCP flows with short RTT as well when
cache space is available.
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Figure 5: Full state simulation.

To study the performance of SACRED under
pure TCP traffic, we compare the throughputs of
10 TCP flows with 60% and 20% state to the full
state case in Fig. 6 We used a network similar
to Fig. 4 with the link bandwidth of 33Mbs and
10 TCP flows at different RTTs(20,40,40,70 and
100ms). Limit-share bandwidth was set to 3.5Mbs.
The results show that with about 20% state, SA-
CRED doesn’t perform significantly different from
RED. As the state is increased to 60% and 100%,

SACRED results in improved fair distribution of
bandwidth.
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Figure 6: TCP only simulation.

However, when multiple SACRED gateways are
present in the network, we observe additive effect
for balancing TCP traffic. To show this, we use
a network topology shown in Fig. 4. In addition
to using Drop Tail and RED as references, we first
set R3 to be SACRED with 25% state and R1, R2
as RED. In another experiment, we employ SA-
CRED with 25% state at all the routers R1, R2
and R3. Results are shown in Fig. 7. From the
chart, we observe that 3 SACRED routers cooper-
ate with each other and get much fairer distribution
of bandwidth. This shows that even with partial
state, when employed across a number of routers,
better QoS can be obtained.
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Figure 7: TCP only simulation with 3 routers.



5 Simple analysis of SACRED

In this section, we provide a simple analysis of
SACRED to understand its effectiveness in mon-
itoring a larger number of flows than the lim-
ited amount of state at the switch. The simula-
tions have clearly shown that it is possible to iden-
tify non-responsive UDP flows and that SACRED
is effective in containing those flows to a limited
share of the bandwidth at the switch. Since non-
responsive flows continue to retain an entry in the
cache, the number of flows that can be contained
is limited to the number of entries in the cache.
When there are more flows, as we have shown ear-
lier through simulations, the non-responsive flows
will be identified and contained at other switches
in the network. The work done in identifying a
non-responsive flow remains useful through the life-
time of that flow. The service provided by differ-
ent routers is additive i.e., more number of routers
can contain more number of non-responsive flows.
This is an important attribute of SACRED. We
will point out later that this requirement of addi-
tive property may impact the service that can be
provided by the use of limited state.

How long does it take to find a non-responsive
source? For a configuration of s entries in cache
and n flows in total, the probability that a non-
responsive flow was not monitored in one observa-
tion period is 1 — s/n. So the probability of being
sampled during xth observation period is given by

Pit=2)=(1-s/n)""'s/n

which indicates that a flow can be detected before
xth observation period by the probability of

T

Pt<=z)=> (1-s/n)" 's/n=1-(1-s/n)"

i=1

Assuming the gateway can keep 10% state, it will
catch an unresponsive flow in 25 observation peri-
ods with a probability higher than 93%. With an
observation period of 100ms, this corresponds to a
gestation time of 2.5 seconds.

For responsive flows, the benefit from identifying
a responsive flow taking more than the limit-share

doesn’t last long. SACRED drops a packet of the
flow once identified as taking more than limited
share of the bandwidth. If the flow responds to a
drop, it becomes a candidate for replacement to al-
low monitoring another flow. Hence, the benefit in
identifying this responsive flow is the accompany-
ing reduction of the sending rate of this low. TCP
flows slowly build up the sending rate after a packet
drop until the next packet drop. Hence, the dura-
tion over which SACRED controls the rate of this
flow is limited by the TCP’s fast recovery mech-
anism. Let cwnd be the ideal congestion window
of a flow for its share of bandwidth. Ideally, the
flow is identified when its window reaches 4/3cwnd
and as a result of the packet drop, its window is re-
duced to 2/3cwnd such that the flow rate oscillates
around the ideal rate. In such a situation, the bene-
fit of identifying a flow is then limited to the time it
takes for the flow to build its window from 2/3cwnd
to 4/3cwnd. In fast recovery, TCP increases the
window by 1 for every RTT. Hence, the time for
recovery equals RTT %2/3 x cwnd. Since it takes 7
seconds to identify a flow, the maximum number of
flows that can be monitored by SACRED is given
by

n*2/3 % cwnd x RTT /T

where n is the amount of state that can be main-
tained in number of flows. If a flow is sending at a
rate of 1Mbs with a packet size of 512 bytes and its
RTT is 50ms, its ideal cwnd can be calculated by
cwnd/RTT = 1 Mbs/(512*8), cwnd = 12.8. With
a 7 of 2¥*RTT, then the number of flows SACRED
can monitor is bounded by 12.8 * n/3 = 4.3 % n.
This indicates that SACRED can monitor about 4
times as many flows as the state allows.

Clearly, the above equation gives an upper
bound on the effectiveness of SACRED. The ef-
fectiveness can be lowered due to: (a) an identi-
fied flow not sending above the limit-rate, (b) colli-
sions within the cache for monitoring flows and (c)
the flows not being identified at the ideal times.
The above equation shows that the effectiveness
decreases for flows that have shorter RTTs and
that use larger packets (resulting in smaller cwnd).
The effectiveness of SACRED can be increased by
the following techniques.(1) More than one packet



can be dropped at a time such that the benefit
of monitored flow can be extended. This, how-
ever, leads to larger variations in the instantaneous
bandwidth realized by a flow. For example, drop-
ping two packets at 8/5 x cwnd reduces the flow
rate to 2/5 % cwnd increases the recovery time to
6/5xcwnd* RTT and hence increases the effective-
ness bound of SACRED to nx6/5*cwnd* RTT/T.
(2) Reducing 7 and allowing more impreciseness
in the measured state. As mentioned earlier, the
burstiness of TCP flows limits how small a 7 we can
use. With smaller values of 7, we may identify a
flow to be incorrectly sending above the limit rate.
(3) Using smaller packets such that TCP builds up
the sending rate more slowly after a packet drop.
Techniques (1) and (2) can be employed at a switch
whereas (3) requires cooperation from the sender.

6 Related work

Considerable amount of work has been done in re-
lated areas. As mentioned in the introduction, a
number of scheduling strategies [1, 2, 3, 4, 5], based
on maintaining some form of state for each flow
have been proposed. Buffer management policies
that keep state for each flow have also been studied
[6, 7]. Differentiated services framework proposes
using stateless routers [8, 9] in the core of the net-
work while limiting state maintenance to the edge
routers of the network.

SFQ utilizes limited number of queues to im-
prove fairness compared to FCFS scheduling. SFQ
dynamically aggregates flows(when collisions are
unavoidable) in a queue. SFQ uses a large number
of queues, 5-6 times the number of flows, to achieve
fast queueing of packets from different flows. Main
motivation of SFQ is fast execution of fair schedul-
ing. Our work here deals with utilizing state that
is a fraction of the number of flows through the
router. Recently, a scheme for fair sharing of band-
width has been proposed that utilizes rate measure-
ment at the edge and flow-based drop rates within
the core [16]. This scheme limits state maintenance
to the edge routers to mark packets with the send-
ing rates of the flows. These rate labels are used to
drop packets within the core. It is shown that this

scheme works well with UDP flows [16]. Our work
has a similar motivation, but reaches the same goal
through a different mechanism of employing partial
state within a switch.

Class based queuing can be used to contain the
effects of UDP flows on TCP flows. This how-
ever penalizes all the UDP flows whether they
are responsive or non-responsive [17]. To isolate
responsive UDP flows from non-responsive UDP
flows requires further mechanisms such as tagging
or packet marking [17]. Per-flow RED or FRED
[18] can be used to contain non-responsive sources
while achieving fair sharing of bandwidth. FRED
however requires 100% state. TCP-friendly test
[13] is suggested as a mechanism to contain non-
responsive flows. This approach requires RTT mea-
surements of flows and also requires that all the
flows follow a TCP-style exponential decrease of
rates when a packet is dropped.

7 Conclusion

In this paper, we have addressed the problem of
providing QoS with limited or partial state at a
switch. As a first step in this direction, we pre-
sented SACRED. SACRED uses sampling, caching
and RED to provide QoS with limited state. SA-
CRED uses partial state to provide state intermit-
tently for a larger number of flows. It was shown
that SACRED can be effective in containing non-
responsive flows and allowing a fairer distribution
of bandwidth among the flows. We have shown
that SACRED is scalable in the sense that with
increased amount of state, it provides improved
QoS. We have also provided a simple analysis for
the scalability of SACRED. We have also shown
that SACRED is additive i.e., improved service can
be provided as more switches/routers employ SA-
CRED in the network. We are in the process of
identifying other approaches to utilize partial state.
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