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Abstract—As moreand morecritical servicesareprovided over
the Inter net, the risk to theseservicesfr om malicious usersis also
increasing. Several networks have witnessedDenial of Service at-
tacks over the recentpast. This paper reports on our experience
in building a Linux-based prototype to mitigate the effect of such
attacks. Our prototype providesan efficient way to keeptrack of
server and network resourcesat the network layer and allows ag-
gregateresource regulation. Our schemeprovidesa general,and
not attack specific,mechanismto provide graceful server degra-
dation in the faceof suchan attack. We report on the rationale of
our approach,the experiencein building the prototype,and the re-
sults fr om real experiments. We show that traditional rate-based
regulation combined with proposedwindow-basedregulation of
resourcesat the aggregatelevel at the network layer is a feasible
vehiclefor mitigating the impact of DOSattackson endservers.

I . INTRODUCTION
With the ever increasingpopularityof web, informationre-

trieval over wide areanetworks hasgainedsignificantimpor-
tance. Protectingnetwork and endhostinfrastructurehasbe-
comeessential.SeveralrecentDenialof Service(DoS)attacks
on popularservers have broughtthis to prominence. DoS is
a maliciousway to consumeresourcesin a network, a server
clusteror in anendhost,therebydenying serviceto otherlegit-
imateusers.This rendersthe systemunusablebecauseit can-
not do productive work. Much work hasbeendonein design-
ing solutionsfor suchattacks.Most of thesesolutionstake an
attack-specificapproachwherebysolutionscannotbedesigned
until anattackis designedor staged.Thechallengeis to design
generalschemesthat identify andsuccessfullycountera vari-
etyof theseattacks.In this paper, we addresstheDoSproblem
from a resourceregulationperspective. Our approach,instead
of identifying the attacks,identifiesthe resourcesthat needto
beprotected.Ourapproachthenreliesontheregulationof con-
sumptionof theseresources.It is expectedthatsuccessfulreg-
ulationof resourceconsumptionwill leadto mitigationof DOS
attacks.In this paper, we areprimarily consideringattackson
endservers.

Thecommontypesof DoSattacksincludeattacksonparticu-
lar kindsof protocolbehavior asin thecaseof TCPSYN flood,
ICMP directedbroadcast,DNS flood, etc. TCP SYN attack
consumesprotocoldatastructuresin theserversideOS.ICMP
directedbroadcastinvolvesspuriouslydirectingabroadcastad-
dressto senda flood of icmp repliesto a target host thereby
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increasingthe load on the target machine. DNS flood attack
usesspecificweaknessesin DNS protocolsto generatea lot of
traffic which canbedirectedto a target. UDP beinga connec-
tionlessprotocolwith no congestioncontrolbuilt into it, turns
out to be a good vehicle for many of theseattacks. Another
attackspecificto web servers, is to repeatedlyask expensive
CGI requeststo beexecuted,therebydriving up theCPUload
on theserver. Typical resourcesthatgetconsumedin suchat-
tacksarenetwork bandwidth,CPU cycleson server, interrupt
processingon theserver, andsometimesspecificprotocoldata
structures(like fragmentationbuffers,TCP SYN buffers,etc).
A distributeddenialof serviceattack(DDoS)usesa largenum-
berof compromisedmachinesor agentsto attacka target in a
synchronizedfashion.It is harderto tracedistributedattacks.

Currentlymostof thenetwork-centricapproachesto mitigate
the effect of Denial of Service,have beenattack-specific.For
example,TCPSYN attacksarehandledby TCPSYN cookies
or TCP SYN regulationandtermination[1]. Similarly ICMP
floodattacksarehandledby turningoff ICMP echoreply. Turn-
ing off ICMP echoreplyhoweverstill doesnotsave theservers
from wastingtimein servinghigh-priorityinterrupts.Also,cur-
rently availablesolutionstendto fail in the caseof distributed
attacksbecauseattackpacketsseemto comefrom all directions.
Themotivationfor thiswork wasto investigatethefeasibilityof
ageneralapproachthatmonitorsmultipleattacksandregulates
multiple resourcesin anaggregatefashion.

Resourceregulationat endserverscanbe doneat the flow
level suchthat eachflow is ensuredto claim only a fair share
of its resources.Suchflow-basedapproachesare feasibleat
endhosts[2]. However, distributedattackswhenstagedfrom
a large numberof machineswill still succeedsinceeachflow
seemsto be consumingonly a limited amountof endserver’s
resource. To mitigate such distributed attacks,we adopt a
resource-centricregulationapproach.Evenwhenacoordinated
attackis stagedfrom many machinesto consumea resourceat
a server, resource-basedregulationis expectedto identify such
anattack.

ResourceControlandQoSarecloselytied to eachother. In
our context, resourcecontrol is employedto reducetheoppor-
tunitiesfor DoSattacksto succeed.Our basicideais to extend
resourcecontrol to thenetworksubsystem. By takingcorrective
actionat thenetwork layer, wecanaffecthow theresourcesare
consumedin a networkedserver.

Resourcescould includenetwork bandwidth,protocolstate
memorybuffers,kernelinterruptprocessing,memory, or CPU
cycles. Our solution maintainsat the network level, a rough
snapshotof availablesystemresources.Traffic directedtowards
a server is classifiedbasedon its likely resourceconsumption.



By regulating the resourceconsumptionof eachsuch traffic
class,we� expect to limit an attack to consumeonly certain
level of serverresourcessuchthatotherclassescancontinuere-
ceiving service.Resourceregulationis controlledthroughQoS
mechanismssuchasratecontrol, WeightedFair Queuingand
ourproposalfor window control.

Therestof thepaperis organizedasfollows. In Section2,we
takeanin-depthlook atourdesignrationaleanddiscussthekey
ideasof our contribution. Section3 presentsdetailsaboutour
prototypeimplementation.Resultsobtainedfor ratecontrolas
well asfor window controlarediscussedin Section4. Related
work is citedin Section5 while Section6 concludesthepaper.

I I . DESIGN DETAILS

Resourcesand Regulation: A network and server sys-
tem consistsof several resources– network bandwidth,mem-
ory, CPU processing,interrupthandlingcapacity, buffers, file
handles,network sockets,etc. Someof theseresourcescanbe
protectedby ratebasedschemes– like traffic shapingor rate
control. Otherresourcesarefixed,or capacitybasedresources,
which areconsumedandreleasedalternately.

Traffic regulation is a meansto achieve the requiredQoS
goals.Thesegoalsmayhaveto dowith load,bandwidth,bursti-
ness,delay, security, etc. In ourapproachweuseacombination
of RateControl andWindow Control to have a bettercontrol
overresources.Othermechanismsfor regulatingtraffic include
firewalling, flow throttling,ackpacing[2], traffic shaping,and
scheduling[3], [4]. In ourapproach,weemploy bothrate-based
andwindow-basedcontrolof serverresourcesatnetwork layer.

The QoSregulationcanbe doneat variouslevels, eitherat
theingressrouter, input firewall, incominglink or at theserver.
Figure 1 shows a typical topology in which a QOS regulator
could be deployed. The advantagesof this approachis that it
doesnot requireany modificationontheserver farmbeingpro-
tected.Policiesto do traffic control,managementandshaping,
canbedeployedontheregulatorwithout theendserversknow-
ing that new policies have comeinto existence. As we will
show later, by separtingtheQOSregulatorfrom theendhosts,
the regulatoralsorelievesthe endhostsof expensive interrupt
processingof attackpackets.

Theoperationscarriedoutby theQOSregulatorarenotvery
expensive. As a result,theQOSregulatorcanbebuilt to easily
handlemorepacketsthantheendserver. EventhoughtheQOS
regulatoritself is susceptibleto DOSattacks,a larger/fasterat-
tack is necessaryto bring the QOS regulator down than the
endservers. As a result, the hardnessof the endserverswill
be improved. Moreover, with the availability of network pro-
cessorsandotherASICsspeciallydesignedfor classifyingand
handlingnetwork traffic [5], the QoSRegulatorcanbe easily
madeto operateat linespeeds.

In our approach,we deploy aggregateresourceregulatorsat
the QOSregulatorto reducethe impactof attackson the end
hostsandthenetwork. In orderfor theQOSregulatorto func-
tion asdesired,it needsto have a quantitative ideaof the re-
sourcesavailable in the endserversand the level of resource
consumptionby differentpackets,flows or traffic classes.In
our case,the focusis on resourcesandnot on flow identities.
Policing, therefore,is basedon resourceaggregatesinsteadof

NETWORK

PUBLIC

NETWORK QoS

SERVERS
END

TRAFFIC 

CONTROL

Firewall

Input 

Traffic Control

Output

ANOTHER

H2

H3

H1

INTERNAL

NETWORK

REGULATOR

Fig. 1. QoSRegulator

individual flows 1. The classificationenginethat parsespack-
etsasthey comein on thenetwork interface,however, doesnot
have a notion of how expensive the packet is in termsof re-
sourcesit would consumeon the endserver. Therefore,there
is a needto map or reflect incoming packets to resourceag-
gregates,andcontrollingresourcesat theaggregatelevel. This
leadsusto thecreationof trafficclasses, whereeachtraffic class
is supposedto consumea certainkind of resource.By regulat-
ing aggregateresourceconsumption,distributed attacks(like
DistributedDenialof Service),canbeeffectively contained.To
facilitatethe regulation,we reflect the endserver resourcesat
thenetwork layerof theQOSregulator.

Figure2 shows a high level overview of how output traffic
control is implementedon theQOSregulator. Thecorepartof
ourdesignis to usea packetclassifierto mapdifferentflowsor
packetsto traffic classes,dependingon theresourcesthey con-
sume.Traffic classesarethenpolicedby meansof eitherrate-
controlor window control.Ratecontrolis usefulfor controlling
certainresourceslike bandwidth,etc. Othertraffic classesthat
requirefixedresourcesarebetterpolicedbyourwindow control
scheme,asdescribedin latersections.Figure2 showstwo traf-
fic classes(1 and2) beingregulatedby a ratecontrol andone
traffic class(3) beingregulatedby awindow control.Thetraffic
classesshareendserver resourcesthroughmechanismssuchas
weigtedfair queueing.This allows resourcesto be efficiently
sharedacrossclasses(an idle traffic classdoesnot wastere-
sourcessincetheotherclassescancontinuereceiving service).
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In orderto employ sucha resourceregulation,we maintain
somestateinformationfor eachclassattheQOSregulator. This

�
Our approachcanbecombinedwith flow-basedapproaches.



stateinformationmay containthe level of resourceconsump-
tion of this

�
class,timestampsetc..Whenevera unit of resource

is consumedby aflow, thecorrespondingstatecountersfor that
resourcearedecremented.Reflectingavailableresourcesto the
QOS regulator allows intelligent decisionsto be madewhile
admittingtraffic. We call this techniqueimplicit feedback. Im-
plicit feedbackavoidstheneedfor polling theendserverabout
load statistics. Our approachis focusedon mitigating attacks
on endserver resources.Attackson thenetwork infrastructure
(suchasroutingattacks)haveto beaddressedelsewhere.In the
restof thissection,wediscussthedesignrationalebehindusing
rateandwindow control.

Rate Control: The ideaof doingratecontrol is to identify
the per-packet processingcost for different typesof packets,
andlimiting theflow ratessuchthat theendserver doesnot go
into overloadsituations.Differentrate-limiting policiescould
beappliedto differentclassesof traffic basedon theresources
they consume,in Fig. 2, in termsof bitrate, connectionsper
second,or packetspersecond.

In our implementation,we first identify theresourcethatwe
needto police.ExamplesareUDPbandwidth,TCPbandwidth,
TCPSYN rateperserviceport,andCGI packets.Wethenbuild
policiesinto ourQoSregulatorto implementfiltersandclassify
the packetsinto traffic classes.Policing is doneto ensurethat
the individual classesstaywithin the ratessetby the adminis-
trativepolicies.A tokenbucketfilter couldbeusedto allow for
shorttermbursts.

Whenevera new packetcomesinto thesystem,it is matched
againstall availablefilters andan attemptis madeto classify
it into oneof the traffic classes.If the packet matchesa class,
the correspondingstatevariablesfor that classareupdated.If
admittingthe packet will not violate the rate limit set for this
class,thepacket is queuedon the outgoinginterface.Weights
canbeassignedat thetimeof queuing(Fig. 2) allowing excess
resourcesto be sharedby othertraffic classes.It is alsonoted
that traffic canbe controlledat eachinput link independently
from otherlinks.

Window Control: Window Control is neededwhensimple
ratecontrolis notsufficientto policethetraffic. Fixedresources
which arebasedon capacity, asopposedto rates,areexamples
wherewindow control is applicable. By enforcinga separate
window for eachresource,we canensurethat the traffic stays
within the administrator-decidedpolicies, and doesnot con-
sumetoomuchof afixedresource.Examplesof suchresources
areCPUcycleson endservers,memory, network buffers(like
sk buffs), andprotocolstatebuffers(likeSYN backlogqueues).
Windowing allows a resourceto be self-regulated,asnew re-
questscannotenterthe systemuntil the earlier requestshave
left thesystem.

In our model, we proposea window limit per resource or
per traffic aggregate. This allows us to control how a certain
resourcecanbe consumedby a traffic classat any giventime.
After thislimit is reached,incomingrequestsor packetsseeking
this resourcearedroppedor delayedat theQOSregulatoruntil
theserver sendssomekind of indicationthatanearlierrequest
from this traffic classhasfreedits resources.Whenthis hap-
pens,moreflowsor requestscanbeadmitted.Thewindow limit
quantifiesthe resourceavailability. The sameresourcecanbe

sharedacrossmultipledifferenttraffic classesthroughweighted
fair sharing.Thisallowsregulationof resourceconsumptionof
eachclasswhenthe resourceis in demandwhile allowing re-
sourcesharesto be distributedacrossremainingclasseswhen
onetraffic classis idle. For critical content,for example,when
a transactionis goingon at a webserver, a portioncouldbeal-
locatedsuchthat all transactionrequestsareguaranteedsome
percentageof resourcesevenduringoverload.Thisensuresthat
critical transactionsor preferredflows arenot starved in pres-
enceof overload,or denialof servicescenarios.

Therearetwo stepsinvolved in realizingthe above scheme
: First, stateinformation is maintainedin the regulator on a
per-aggregate,or per-resourcebasis2. For example,if protocol
statebuffers (like outstandingSYN buffers) is a resourceon
theendserver that the regulatorwantsto control,we maintain
a table hashedon the basisof TCP initial sequencenumber.
This resourceallocationtableis maintaineddynamicallybased
on statisticsgatheredfrom the packetsas they move through
the regulator. In otherwords, thereis no needto modify the
endserversto beableto provide this information. Second,we
needto enforcethewindow constraintsetby theadministrator
for this resource.This requiresthat packets/flows be delayed
oncethewindow limit is reachedandthattheacksgoingin the
reversedirectionupdatethewindow variablesappropriately(at
theQOSregulator).We coulduseany metric to measureload.
For examplethe limit couldberepresentedas“100 concurrent
cgi scripts”,or “at most64outstandingSYNspertcpport”. The
acknowledgmentsneednot beTCPacks– all we needis some
kind of completionstatussignalwhich is likely to bedifferent
for eachtraffic class.For the CGI case,the completionsignal
couldbeanHTTP 1.1 OK messageshowing that that theCGI
job hasexited thesystem.

TheQoSregulatormaytakeactionto freeupresourceswhen
resource-specificguidelinesare violated. In a more complex
scenario,the stateinformation in the regulatorcould be used
to feeda daemonprocessanalyzingthebeginningof anattack.
This daemoncouldthenmake administrativedecisionsandin-
stall new policies in the regulator. Figure 3 shows a simple
implementationof our window control asappliedto CPU in-
tensiveCGI packets.
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I I I . IMPLEMENTATION DETAILS

In this section,we highlight how the ideaspresentedearlier
are implementedin our prototypebasedon the Linux kernel.
RecentLinux kernels(beginningwith the 2.2 kernel)have in-
cludeda Quality of Servicearchitecturein the network stack

�
QoSRegulationcanbedoneonaper-flow basisalsobut thatrequiresapriori

informationaboutclient flows – like which domainsaretrustedandwhich are
untrusted.



[3], [4]. This QoSarchitectureallows for provisioningof net-
work bandwidth� by implementinga variety of traffic control
functions. We usedthis architectureasa basisfor our imple-
mentationandexperiments,sincethis platform is highly flexi-
ble andlendsitself to modification.Thefeaturesarevery sim-
ilar to thoseofferedby currentstate-of-the-artnetwork proces-
sors,thedifferencebeingthat this architectureis implemented
attheOSlevel (in software).Weaddedfunctionalityto doState
Maintenance,QoSregulation,andWindow Control.

Dif ferentlayerscomprisingthenetworkingstackandthein-
teractionsbetweenthem, are shown in Figure 4. After the
Network InterfaceCard (NIC) hasreceived a packet success-
fully without errors,it signalsthis event via a hardwareinter-
rupt to the OperatingSystem(OS). The OS allocatesbuffers
for this newly arrivedpacket, copiesthemfrom theNIC to the
kernelmemory, andsignalsa soft interrupt (or kernelbottom
half) – this portionis generallythedata-linklayer of thestack.
Thetraffic controlis implementedon theoutgoinginterface,as
shown by theshadedbox in Figure4.
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The main componentsof Linux QoSarchitecturearequeu-
ing disciplines(qdiscs), classes, classifiersor filters, andme-
ters. WhenIP queuesa packet on the outgoinginterface,the
packetis matchedagainsttheavailablefilters,or classifiers.Fil-
tershave priority associated,so a filter with higherpriority is
matchedfirst. The purposeof filters is to classify the packet
into sometraffic class.Eachclassownsa physicalqueue– to
actuallyholdpacketsafterthefilter hasassignedthepacket to a
class.After beingqueuedin this qdisc,it is theqdisc’s respon-
sibility to ejectthe packet. Theejectionmaybe basedon rate
disciplineslike tokenbucketfilters,priority filters,roundrobin,
or ourwindow control.

The kernel part of our codewas implementedsuchthat it
ranwhenever thefilter matchingcodeof Linux QoSexecuted.
At thatpoint, we areableto seewhetherthe filter matchedor

failed. Accordingly, we updatedtheper-resourcestatisticsthat
wemaintainin thekernel.

Our Implementation and Testbed: Our test-bedconsisted
of a router, to take therole of a QOSregulator, throughwhich
all traffic to theendserverwasrouted(Figure5). Theendserver
maybeacorporateservernetwork or aclusteredserver.

To testRateControl with Linux QoS,a privatenetwork was
setup. Machineswereassignedto taketheroleof anAttacker, a
QoSRegulator, andanEndServer. Theendserverwasintended
to be usedas a victim for variouskinds of attacks,while at
the sametime providing someuseful serviceto goodclients.
The testnetwork was interconnectedwith 100 Mbps ethernet
hardware. Maintenanceportswere just a meansto download
codeontothetestmachinesandcollectstatistics.
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A fastmachine(500 MHz Pentium)waschosenfor the at-
tacker to enableit to carryout anattackwithoutgettingslowed
down by a slow CPU. A slow machine(133 MHz Pentium)
was deliberatelychosenfor the victim becauseit allowed us
to seetheeffectsof overloadmoreclearly. All machineswere
equippedwith theLinux 2.2kernels.

Window Implementation: The Window Control was im-
plementedon top of the Linux 2.2.14kernel. Packets going
out on theoutgoingnetwork interface,arepassedthroughclas-
sifiers just beforethey join the outputqueueon the outgoing
interface.Thenumberof resourcesbeingmonitoredis decided
administratively. If the entry tableis full (that is, the window
limit for the current resourcehasbeenreached),the current
packet would not be forwardedto the server (droppedat the
QOSregulator).

The userspaceLinux traffic control module– iproute2/tc–
wasalsomodifiedto includean interfacefor our window con-
trol. Syntaxfor window controlwasaddedsothattheadminis-
trator couldspecifythe window limit without recompilingthe
kerneleachtime.

Maintaining State in Kernel: To enforcewindow con-
trol, varying amountof state is neededat the QOS regula-
tor(Figure1). The statemaintaineddependson the kind of
resourcebeingregulatedandthekind of regulation(rateor win-
dow control).

For the TCP SYN regulation, the stateentriesare hashed
basedon the initial sequencenumberof the connections. A
timeout value specifiesthe time when this entry would be



purgedandresourcesfreed. We set this limit to a small limit
of 5 seconds.
 In thedefault TCPimplementation,this timeout
is anywherebetween75 and450seconds.Informationis also
kept aboutthe sourceIP, sourceport, destinationIP, anddes-
tination port as this requiredto flush the stateand resetstale
connections.

For CPU intensive CGI packets, we also maintaina simi-
lar tableanda perconnectionentrykeepingtrackof sourceIP,
sourceport, destinationIP, anddestinationport. However, in
thecaseof CGI, somuchstateis notrequired.Wecouldsimply
keepa singlecountercountingthe numberof CGI scriptson
the systemat any given time. This is akin to the window size
variablethat TCP protocolkeeps.Whenever a CGI script en-
tersthesystem,thestatecounteris incrementedby one.When
acorrespondingackcomesbackfrom theserver indicatingthat
theprocessis complete,thecounteris decrementedby one. If
the window limit is reached,no moreCGI scriptsareallowed
into thesystemuntil theserversendsmoreacknowledgments.

ResettingSystemState: In general,the stateinformation
canbe monitoredto detectattacks. Whenresourcesareheld
at the server for long periodsof time (for example,during an
attack),correspondingstatedoesnot changeat theQOSregu-
lator. This informationcanbeusedfor detectionof attacksand
for freeingup heldresourcesat theserver. Timerscanbeused
for thispurpose.Whenatimerexpiresindicatingthatresources
arebeingheld (uselessly)over long periodsof time, a correc-
tive actioncanbe takenby theQOSregulatorto freeup those
resources.For example,we could senda TCP resetpacket to
free up TCP protocolstatebuffers on the endserver during a
TCP SYN attack. The corrective actionswill dependon the
heldresource.To resetsystemstate,asystemcall is madefrom
insidethekernel.This call constructsa raw socket with source
anddestinationsetfrom thestatetableentry. Theraw packet is
of thecorrecttypebasedon theheldresource.(for example,a
TCPpacket with RSTflag for TCPSYNs). This hastheeffect
of clearingtheresourcesthatwereheldat theendserver.

IV. RESULTS

A. Resultswith RateControl

Several experimentswere conductedon the testbedto test
out Linux ratecontrolstrategiesandtheir effectivenessin con-
trolling denialof servicetypeattacks.Variousparameterslike
achieved throughput,goodput,and CPU load were measured
undernormal conditionsand underoverload. This serves to
benchmarkendservercapabilities.

Received packets/secversus QoS Rate limit in Mbps:
Fig. 6 shows the received UDP throughput in packets-per-
secondasa function of ratecontrol appliedon the QoSregu-
lator. The � -axisshows increasinglimits for theUDP classof
traffic. TheQOSregulatoritself is alwaysreceiving 100Mbps.
Fromthefigure,it is seenthatfor MTU size(1500byte)pack-
ets,theendserver is ableto performbest– receiving theentire
UDP loadof 100Mbps. As thepacket sizedecreases,peakre-
ceiveratealsosaturates.After hitting a peak,thepeakreceived
rate actually startsdropping. This is becauseat the peakre-
ceivedrate,the server hasalreadyhit a bottleneckin termsof
processingpoweravailableto servicethenetwork load.Beyond

thispoint, it startsspendingmoretimeat justservicingnetwork
interruptsand the received packetsnever get servicedby the
kernel. In otherwords,a lot of resourcesarewastedin doing
hi-priority network interruptprocessingwhile lessandlessre-
sourcesareavailableto deliver thesuccessfullyreceivedpack-
etsto theapplication.It is alsoseenthattheper-packetprocess-
ing cost increasesslightly aspacket size increases.Roughly,
about10K packets can be processedper second. If the end
server wantsat most,say, 20% of the processingpower to be
consumed,thenit could limit UDP packetsto 2K packetsper
second. Similar performanceevaluationscould provide mea-
suresfor establishingpropercontrolsat theQOSregulator.
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Preferred flow in the presenceof UDP flood: In this ex-
periment,we constructedtwo traffic classes– a preferredflow
anda bulk UDP traffic class. The preferredflow maintained
a constantsendingrateat MTU size(1500byte)packets. The
attackingmachine,on a differentinput link of theQOSregula-
tor, keptsendinga constantUDP flood at network capacityof
100Mbps. This allowed us to study the impactof full-blown
link rateattacks.TheQoSratelimit for theUDP class(on the
attacker line), wasvariedon the regulator. The packet sizeof
UDP flood packetswasalsovariedover 500, 1000,and1500
bytes. Sustainedrateof the goodflow with 500 byte packets
is shown in Figure 7. Thex-axisshows theUDP ratelimit on
theinput link (wheretheUDP flood originated),andthey-axis
shows the realizedbandwidthof preferredflow arriving on a
separateinput link.

It is seenthatthepreferredflow is ableto sustainits sending
rate if the UDP flood classis limited to a certainpoint. Af-
ter that theUDP flood startsconsumingtoo many network and
server resources,that the goodputof the preferredflow starts
falling. In otherwords,thepreferredflow startsto getlessser-
vice againsttheUDP flood. If we maintaina ratelimit of, say
40Mbpsfor the UDP traffic, the preferredflow would always
get its full requestedrate. Fig. 7 validatesthe utility of rate
controllingtheUDP traffic.

Preferred flow in the presenceof ICMP flood: A similar
experimentwasperformedwith apreferredflow in competition
with an ICMP flood. The preferredflow kept sendingpack-
etsat a constantrate. The attackingmachinekept sendinga
100Mbpsflood of ICMP packetsof packet size1000bytesto
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theendserver. Theratelimit on theQoSregulatorwasvaried
andtheresultsplottedin Figure8. It is seenthatif therewereno
ratecontrol, thepreferredflow would only geta bandwidthof
25Mbpswhenthesendingrateis 40Mbps.Thepreferredflow
is ableto getfull bandwidthprovidedtheICMP loadis lessthan
20Mbps.This resultagainhelpsin formulatingpolicieson the
QoSregulator.
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B. Discussionon RateControl Results
Theseresultsgiveusanimportantideaof how to implement

ratecontrol at the QoSrouter. They give us an importantun-
derstandingof the load characteristicsof the endserver. Our
experimentsalsoshow thatratelimit worksfor UDPandICMP
basedfloods. Someof the issuesencounteredin our experi-
mentsarediscussedbelow:

Byte Counting versus Packet Counting: An important
issuewhen enforcing rate control is to decidewhen to use
byte countingand when to enforcelimits in termsof packet
counting. As we have seen,this may be importantwhen the
perpacket processingoverheadis not deterministicor thecost
varieswidely over differenttypesof packets. As an example,
theperpacketoverheadof a40 byteSYN packet is muchmore
thananequivalent40 byteUDP or a 40 byte ICMP packet. In
thecaseof a SYN, a lot of work hasto bedonein theprotocol

stackto saveprotocolstatebuffers,timers,andotherbookkeep-
ing relatedtasks.Whenflows aremappedto classes,it is im-
portantto considertheper-packetprocessing-costin orderto do
a fair allocationof endserver resourcesacrossflows. Our ex-
perimentshave shown that it maybebetterto seta packets/sec
ratelimit thanabytes/secratelimit. Thepacketratelimit, how-
ever, maydependon theclassof traffic (ICMP vs.UDP) being
regulated.

Interrupt ProcessingOverhead: Network packetprocess-
ing canbe classifiedinto the initial interruptprocessingover-
head(which cannotbeavoided),anda lower priority handling
of receivedbuffersby thekernel.Thebottomhalf routinesex-
aminethe packetsreceived over the network andassignthem
to queuesto be later handledby IP, TCP, UDP or other pro-
cessesthat constitutethe network stack. If the end server is
overloaded,it may startspendinga higherpercentageof time
in processingnetwork interruptssinceinterruptshave a higher
priority [6], [7], [8]. If otherresourceslikememoryor CPUon
theserverarerunninglow, thesebuffersmaybedroppedbefore
they getachanceto beservicedby thekernel’sbottomhalf han-
dler andthenetwork stack.This phenomenoncanbeobserved
in Figure6. Theseresultsunderscoreourearliermotivationfor
employing aQOSregulatorto regulateQoSof endserverclus-
ter in orderto protecttheendserversfrom gettingswampedby
interruptprocessingof arriving packets.

C. ResultsfromWindowRegulation
Wenow presentresultsfrom usingWindow Controlfor fixed

resources.We chosetheTCPSYN flood andCGI flood astwo
testcasesto experimentwith our window control implementa-
tion astheseattackscouldnot becontainedby theratecontrol
mechanisms.

Window Control on TCP SYNpackets: Experimentswere
conductedonourtestbedto seehow thesystembehavedin pres-
enceof realattacks.Thefirst attackto bestudiedwastheTCP
SYN attack. The endserver configurationwasset to a maxi-
mumbacklogqueueof 128which is whatmostserversareset
to. ThemaximumSYN timeoutontheendserverwassetto the
defaultvalue(75or 450seconds).

Two attackscenarioswere constructed– a fast attackand
a slow attack(Figure9, 10). The numberof availableSYN
buffersavailableontheendserverweremonitoredastheattack
progressed.Onour system,a window limit of 64 wasspecified
for this classof traffic (SYN packetsgoing to port 80 of end
server). In addition,a timeoutvalueof 5 secondswasset for
staleSYN entries.

It wasseenthatthewindow controlwasableto correctlyen-
forcethelimit of 64 packetswhich is half thetotal SYN band-
width availableon theendserver. This is goodsincetheother
half canbeusedby for example,goodflowscomingonanother
interfaceof theingressrouter. Also thetimeoutfeatureensures
thatunnecessarybuffersarerecoveredafter5 seconds.Shorter
timeoutperiods(smallerthan5 seconds)enablesurvivalagainst
fasterTCPSYN attacks.

In caseof a slow attack,thetimeoutkickedin beforetheat-
tackSYN packetshadanopportunityto depletetheir complete
window. Hencethenumberof availablebuffersfor goodflows
is morethanthe64 which wasreservedfor them.
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Fig. 9. Window Controlwith FastSYN Attack
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Fig. 10. Window Controlwith Slow SYN Attack

Window Control for CPU Intensive Packets: To seethe
effect of CPU intensive packets, experimentswith expensive
CGI packetswereperformed.TheseCGI requestsexecuteda
mockDhrystonebenchmarkrunningat low priority on theend
server. If therewasno window control, any numberof these
expensive processescould be fired by a malicioususer. The
advantagegainedin termsof availableserverCPUresourcesis
plottedin Figure11. As highernumberof CGI scriptsarrive,
our window control doesnot forward themto the end server
andhencehigherCPUpowerremainsavailablefor otherappli-
cations. In this example,the http traffic is classifedinto two
differentclassesbasedon whetherit is a cgi-bin requestor not.
While thecgi requestsareregulatedthroughwindow limits, the
otherhttp requestscould proceedto the server. This demon-
stratestheefficacy of window controlfor CGI queries.

We presentsomeperformancemeasurementresultsof the
overheadof our implementation. We first measuredthe cost
incurredby a forwardedpacket as it passesthrougha vanilla
router that doesnot have any of the QoS queuingdisciplines
built into it. This costwasabout26 � -secs.WhenLinux QoS
in enabled,the costgoesup to about95 � -secs. This cost is
not really high consideringthe routerusedin our experiment
wasa small 233MHz generalpurposePentiumCPU.Evenat
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Fig. 11. AdvantageGainedwith Window Control

95 � -secs,themachineis ableto handleabout10,000packets
persecond.Thevanilla routeris fastbecauseit doesnot need
to do any classification,queuing,etc– it cansimply queuethe
packetson theoutgoingdevice whenIP passesthepacketsaf-
ter processing.Therearealsono schedulingdelaysinvolved.
Theseclassificationcostsaremuchsmallerthantheendserver
costsin servingtheapplicationpacketsandhencethis is not a
scalabilityissue.
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Fig. 12. Costof IP Forwarding

It wasnotedthatevenafterenablingthequeuingdisciplines,
the incoming path was not changed. The additional cost is
addedonly on theoutgoingpathon whichqueuesareenabled.

Figure 12 plots the processingcost per packet incurredby
our implementationasthenumberof traffic rulesis increased.
Thecostonly marginally increasesfrom 95 � -secsto about105

� -secs. The additionalcostcomesfrom the extra statemain-
tenancecodeandthe occasionalsystemcall to flush the state.
Thecostof asinglesystemcall wasmeasuredto beabout2000
clock cyclesor about8.5 � -secs. It is seenthat the marginal
increasein costis not significant.

V. RELATED WORK

Pastwork on resourcecontrol can roughly be divided into
threecategories– operatingsystemsbasedsolutions,network
centric solutions, and middleware solutions. Our solution



roughlyfalls in thenetwork centricsolutioncategory although
it is fully
 transparentto theendserver.

OperatingSystembasedsolutionsusually require a lot of
supportfrom theoperatingsystem[9]. SuchOS level support
includes,but is not limited to, keepingan accountof network
packets as they move throughvariouslayersof the OS. The
ScoutOS[9] introducesapathabstractionto demarcateclearly
the resourcesconsumedby an I/O path. As soonasa network
packet enterstheOS,it is assignedto a resourceprincipal. All
resourcesaccessedby thepacket – beit systemcalls, interrupt
handlers,or userspaceprocessing– arechargedto this prin-
cipal. The generalideaof resource containers introducedby
Bangaet al in [10] is somewhatsimilar. TheQGuardsolution
[11] is implementedon the endserver, also reliesheavily on
OSsupportto do monitoringandload-control.Unlike QGuard
however, our solutionis totally transparentto the endservers.
Also wastefulinterruptprocessingof attackpacketsis relegated
to theQOSregulator.

MiddlewareSolutions[12] allow a commoninterfaceto be
exportedto all applications.They provide somelevel of iso-
lation betweenapplicationsandbroker resourcesfor theappli-
cations.In orderto provide middlewaresupport,theoperating
system(or network subsystem)hasto becapableof understand-
ing themiddlewareprimitives. In otherwords,middlewareso-
lutionsandOSbasedsolutionsrequirechangesto theOS.

Network Basedsolutions[1],[2] are flexible sincethe net-
work subsystemis alreadyseparatefrom theway theoperating
systemallocatesresources.In [1], for example,the network
is monitoredby a sniffer machineto identify fake TCP SYN
packets. The destinationis notedandan RST packet is con-
structedanddispatchedfor thevictimizedhost,therebyreleas-
ing theheldup buffersimmediately. In thePacketeerapproach
[2], TCP acknowledgmentsgoing backto the client arepaced
to regular intervals, in order to let the original flow back-up
andstick to the ratedefinedfor its traffic class.This approach
would not work for protocolslike UDP which do not respond
to congestion.

Network centric solutionsmay lack total control over re-
sourcesandhencemaybeunsuitablefor hardrealtimeapplica-
tionswhenabsoluteguaranteesarerequiredfrom theoperating
system.

VI . CONCLUSIONS AND FUTURE WORK

In this paper, we have proposedto utilize QOS regulation
techniquesto mitigatetheimpactof DOSattackson endhosts
andnetworks. Our solutionwasbasedon maintaininga state
of the server resourceusageat the network layer of a QOS
regulator. Traffic regulationpoliciesareenforcedacrosstraf-
fic classesbasedon theresourceusageof packetsor flows. We
showed that suchan approachcouldbe effective in mitigating
theimpactof DOSattacksthroughrealexperimentsconducted
on a Linux basedprototype.Our prototypetestbedhasshown
thattheproposedapproachdoesnotincursignificantper-packet
overhead.Our solutionis effective againstdistributedDOSat-
tacksaswell sinceregulationis doneat anaggregatelevel and
not individualflow level.

We are extendingour current framework and implementa-
tion in multipledirections.Wearetrying to build ahierarchical

framework whereaggregateresourceregulatorscould be cou-
pledwith flow-basedregulators.This is expectedto provide a
finer level of resourcecontrolwhile providing DDOSdetection
capabilities. Suchan architectureis alsoexpectedto provide
protectionagainstan attackthat consumesmultiple resources
simultaneously. We are also planning to make the controls
adaptto the end server resourceavailability througha hand-
shakebetweentheQOSregulatorandtheendservers.
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