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Abstract—As more and more critical servicesare provided over
the Inter net, the risk to theseservicesfrom malicious usersis also
increasing Several networks have withessedDenial of Sewice at-
tacks over the recentpast. This paper reports on our experience
in building a Linux-based prototype to mitigate the effect of such
attacks. Our prototype providesan efficient way to keeptrack of
sewer and network resourcesat the network layer and allows ag-
gregateresource regulation. Our schemeprovidesa general,and
not attack specific, mechanismto provide graceful sewver degra-
dation in the faceof suchan attack. Wereport on the rationale of
our approach,the experiencen building the prototype,andthere-
sults from real experiments. We show that traditional rate-based
regulation combined with proposedwindow-basedregulation of
resourcesat the aggregatelevel at the network layer is a feasible
vehiclefor mitigating the impact of DOS attacks on end servers.

) ) I. INTRODUCTION . .
With the ever increasingpopularity of web, informationre-

trieval over wide areanetworks hasgainedsignificantimpor-
tance. Protectingnetwork and endhostinfrastructurehasbe-
comeessential SeveralrecentDenial of Service(DoS) attacks
on popularseners have broughtthis to prominence. DoS is
a maliciousway to consumeresourcesn a network, a sener
clusteror in anendhost,therebyderying serviceto otherlegit-
imate users. This rendersthe systemunusablebecausét can-
not do productive work. Much work hasbeendonein design-
ing solutionsfor suchattacks.Most of thesesolutionstake an
attack-specifi@pproachwherebysolutionscannotbe designed
until anattackis designedr staged.Thechallengss to design
generalschemeghat identify and successfullycountera vari-
ety of theseattacks.In this paperwe addresshe DoSproblem
from a resourceaegulationperspectie. Our approachjnstead
of identifying the attacks,identifiesthe resourceshat needto
beprotected Ourapproachhenreliesontheregulationof con-
sumptionof theseresourcesilt is expectedthat successfuteg-
ulationof resourceconsumptiorwill leadto mitigationof DOS
attacks.In this paper we are primarily consideringattackson
endseners.

Thecommontypesof DoSattacksncludeattackson particu-
lar kindsof protocolbehaior asin thecaseof TCPSYN flood,
ICMP directedbroadcastDNS flood, etc. TCP SYN attack
consumegprotocoldatastructuresn the senersideOS.ICMP
directedbroadcasinvolvesspuriouslydirectingabroadcasad-
dressto senda flood of icmp repliesto a target hostthereby
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increasingthe load on the target machine. DNS flood attack
usesspecificweaknessem DNS protocolsto generate lot of
traffic which canbe directedto atarget. UDP beinga connec-
tionlessprotocolwith no congestiorcontrol built into it, turns
out to be a good vehicle for mary of theseattacks. Another
attack specificto web seners, is to repeatedlyask expensve
CGl requestgo be executed therebydriving up the CPU load
onthesener. Typical resourceshatgetconsumedn suchat-
tacksare network bandwidth,CPU cycleson sener, interrupt
processingn the sener, andsometimesspecificprotocoldata
structureqlik e fragmentatiorbuffers, TCP SYN buffers, etc).
A distributeddenialof serviceattack(DDoS)usesalargenum-
ber of compromisednachinesor agentgo attacka targetin a
synchronizedashion.lt is harderto tracedistributedattacks.

Currentlymostof thenetwork-centricapproache® mitigate
the effect of Denial of Service,have beenattack-specific.For
example, TCP SYN attacksarehandledby TCP SYN cookies
or TCP SYN regulationandtermination[1]. Similarly ICMP
flood attacksarehandledy turningoff ICMP echoreply. Turn-
ing off ICMP echoreply however still doesnotsave theseners
from wastingtimein servinghigh-priority interrupts.Also, cur-
rently available solutionstendto fail in the caseof distributed
attacksbecauseattackpacletsseento comefrom all directions.
Themotivationfor thiswork wasto investigatehefeasibility of
agenerabpproachthatmonitorsmultiple attacksandregulates
multiple resource$n anaggreyatefashion.

Resourceegulationat end seners can be doneat the flow
level suchthat eachflow is ensuredo claim only a fair share
of its resources. Suchflow-basedapproachesre feasibleat
endhosts[2]. However, distributed attackswhen stagedfrom
a large numberof machineswill still succeedsinceeachflow
seemgo be consumingonly a limited amountof endsener’s
resource. To mitigate such distributed attacks,we adopt a
resource-centriegulationapproach Evenwhenacoordinated
attackis stagedrom mary machineso consumea resourceat
asener, resource-basetkgulationis expectedo identify such
anattack.

ResourceControlandQoSarecloselytied to eachother In
our context, resourcecontrolis employedto reducethe oppor
tunitiesfor DoS attacksto succeedOur basicideais to extend
resoucecontrol to thenetworksubsystenBy takingcorrective
actionatthe network layer, we canaffecthow theresourcesre
consumedn anetworkedsener.

Resourcegould include network bandwidth,protocol state
memorybuffers, kernelinterruptprocessingmemory or CPU
cycles. Our solution maintainsat the network level, a rough
snapshoof availablesystenresourcesTraffic directedtowards
aseneris classifiedbasedonits likely resourceconsumption.



By regulating the resourceconsumptionof eachsuch traffic
class,we expectto limit an attackto consumeonly certain
level of senerresourcesuchthatotherclassesancontinuere-
cewving service.Resourceegulationis controlledthroughQoS
mechanismsuchasrate control, WeightedFair Queuingand
our proposafor window control.

Therestof thepapelis organizedasfollows. In Section2, we
take anin-depthlook atourdesignrationaleanddiscusghekey
ideasof our contribution. Section3 presentgetailsaboutour
prototypeimplementation Resultsobtainedfor ratecontrolas
well asfor window controlarediscussedn Sectiond. Related
work is citedin Section5 while Section6 concludeghe paper

Il. DESIGN DETAILS

Resourcesand Regulation: A network and sener sys-
tem consistsof several resources- network bandwidth,mem-
ory, CPU processingijnterrupthandlingcapacity buffers, file
handlesnetwork soclets,etc. Someof theseresourcesanbe
protectedby rate basedschemes- like traffic shapingor rate
control. Otherresourcesrefixed,or capacitybasedesources,
which areconsumedndreleasedlternately

Traffic regulation is a meansto achieve the requiredQoS
goals.Thesegoalsmayhave to dowith load,bandwidth pursti-
nessdelay security etc. In ourapproachwe useacombination
of RateControland Window Control to have a bettercontrol
overresourcesOthermechanisméor regulatingtraffic include
firewalling, flow throttling, ack pacing[2], traffic shaping.and
scheduling3], [4]. In ourapproachyeemploy bothrate-based
andwindow-baseccontrolof senerresourcest network layer.

The QoSregulationcanbe doneat variouslevels, either at
theingressrouter, input firewall, incominglink or atthesener.
Figure 1 shaws a typical topology in which a QOS regulator
could be deployed. The advantagesf this approachs that it
doesnotrequirearny modificationonthesenerfarmbeingpro-
tected.Policiesto do traffic control,managemeréndshaping,
canbedeployedontheregulatorwithout the endsenersknow-
ing that new policies have comeinto existence. As we will
shaw later, by separtinghe QOSregulatorfrom the endhosts,
the regulatoralsorelievesthe end hostsof expensve interrupt
processin@f attackpaclets.

Theoperationgarriedout by the QOSregulatorarenotvery
expensve. As aresult,the QOSregulatorcanbe built to easily
handlemorepacletsthantheendsener. Eventhoughthe QOS
regulatoritself is susceptibldo DOS attacksa larger/fasterat-
tack is necessaryto bring the QOS regulator down than the
endseners. As a result, the hardnesof the end senerswill
be improved. Moreover, with the availability of network pro-
cessorandotherASICs speciallydesignedor classifyingand
handlingnetwork traffic [5], the QoS Regulator canbe easily
madeto operateatlinespeeds.

In our approachwe deploy aggreateresourceegulatorsat
the QOSregulatorto reducethe impactof attackson the end
hostsandthe network. In orderfor the QOSregulatorto func-
tion asdesired,it needsto have a quantitatve idea of the re-
sourcesavailablein the end senersandthe level of resource
consumptionby different paclets, flows or traffic classes.In
our casethe focusis on resourcesand not on flow identities.
Policing, therefore,is basedon resourceaggreatesinsteadof
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individual flows *. The classificationenginethat parsespack-
etsasthey comein onthenetwork interface however, doesnot
have a notion of how expensve the paclet is in termsof re-
sourcest would consumeon the endsener. Therefore there
is a needto map or reflectincoming pacletsto resourceag-
gregatesandcontrollingresourcest the aggregatelevel. This
leadsusto thecreatiorof traffic classeswhereeachtraffic class
is supposedo consumea certainkind of resource By regulat-
ing aggraeyateresourceconsumption distributed attacks(like
DistributedDenialof Service) canbeeffectively containedTo
facilitatethe regulation, we reflectthe end sener resourcesat
thenetwork layerof the QOSregulatot
Figure 2 shaws a high level overview of how outputtraffic

controlis implementedn the QOSregulator The corepartof
ourdesignis to usea paclet classifierto mapdifferentflows or
pacletsto traffic classesgdependingon theresourceshey con-
sume. Traffic classesarethenpolicedby meansof eitherrate-
controlorwindow control. Ratecontrolis usefulfor controlling
certainresourcedik e bandwidth etc. Othertraffic classeghat
requirefixedresourcesarebetterpolicedby ourwindow control
schemeasdescribedn latersections Figure2 shavstwo traf-
fic classeq1 and?2) beingregulatedby a rate controlandone
traffic class(3) beingregulatedby awindow control. Thetraffic
classeshareendsenerresourceshroughmechanismsuchas
weigtedfair queueing. This allows resourcego be efficiently
sharedacrossclasseqan idle traffic classdoesnot wastere-
sourcessincethe otherclassegancontinuereceving service).
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Fig.2. QoSReyulation: Big Picture

In orderto employ sucha resourceregulation, we maintain
somestateinformationfor eachclassatthe QOSregulator This

1Our approactcanbe combinedwith flow-basedapproaches.



stateinformation may containthe level of resourceconsump-
tion of this class timestampstc.. Wheneer a unit of resource
is consumedy aflow, thecorrespondingtatecounterdor that
resourcearedecrementedReflectingavailableresourceso the
QOS regulator allows intelligent decisionsto be madewhile
admittingtraffic. We call this techniquemplicit feedba&. Im-
plicit feedbackavoidsthe needfor polling theendsener about
load statistics. Our approachis focusedon mitigating attacks
on endsener resourcesAttackson the network infrastructure
(suchasroutingattackshaveto beaddresseélsavhere.In the
restof thissectionwe discusghedesignrationalebehindusing
rateandwindow control.

Rate Control: Theideaof doingratecontrolis to identify
the perpaclket processingcost for differenttypesof paclets,
andlimiting theflow ratessuchthatthe endsener doesnotgo
into overloadsituations. Differentrate-limiting policies could
be appliedto differentclasseof traffic basedon the resources
they consume,n Fig. 2, in termsof bitrate, connectionger
secondpr paclketspersecond.

In ourimplementationwe first identify the resourcahatwe
needto police. ExamplesareUDP bandwidth,TCPbandwidth,
TCPSYN rateperserviceport,andCGl paclets.We thenbuild
policiesinto our QoSregulatorto implemenffilters andclassify
the pacletsinto traffic classes.Policingis doneto ensurethat
theindividual classesstaywithin the ratessetby the adminis-
trative policies. A tokenbucketfilter couldbe usedto allow for
shorttermbursts.

Whenever a new packetcomesinto the systemijt is matched
againstall availablefilters and an attemptis madeto classify
it into one of thetraffic classes.f the paclet matchesa class,
the correspondingstatevariablesfor that classare updated.If
admittingthe paclet will not violate the ratelimit setfor this
class,the pacletis queuedon the outgoinginterface. Weights
canbeassigneat thetime of queuing(Fig. 2) allowing excess
resourceso be sharedby othertraffic classes.t is alsonoted
that traffic canbe controlledat eachinput link independently
from otherlinks.

Window Control: Window Controlis neededvhensimple
ratecontrolis notsufficientto policethetraffic. Fixedresources
which arebasedon capacity asopposedo rates,areexamples
wherewindow control is applicable. By enforcinga separate
window for eachresourcewe canensurethatthe traffic stays
within the administratordecidedpolicies, and doesnot con-
sumetoo muchof afixedresource Examplef suchresources
areCPU cycleson endseners,memory network buffers (like
sk buffs), andprotocolstatebuffers(like SYN backlogqueues).
Windowing allows a resourceto be self-regulated,as new re-
questscannotenterthe systemuntil the earlier requestshave
left the system.

In our model, we proposea window limit per resouce or
per traffic aggregate This allows usto controlhow a certain
resourcecanbe consumedy atraffic classat ary giventime.
After thislimit is reachedincomingrequest®r packetsseeking
thisresourcearedroppedor delayedat the QOSregulatoruntil
the sener sendssomekind of indicationthatan earlierrequest
from this traffic classhasfreedits resources.Whenthis hap-
pensmoreflowsor requestganbeadmitted. Thewindow limit
quantifiesthe resourceavailability. The sameresourcecanbe

sharedacrossnultiple differenttraffic classeshroughweighted
fair sharing.This allows regulationof resourceconsumptiorof
eachclasswhenthe resourcds in demandwhile allowing re-
sourcesharedo be distributed acrossremainingclassesvhen
onetraffic classis idle. For critical content,for example,when
atransactions goingon atawebsener, a portioncouldbeal-
locatedsuchthatall transactiorrequestsare guaranteecgome
percentagef resourcesvenduringoverload.Thisensureshat
critical transaction®r preferredflows are not stanedin pres-
enceof overload,or denialof servicescenarios.

Therearetwo stepsinvolvedin realizingthe above scheme
. First, stateinformationis maintainedin the regulatoron a
peraggreyate,or perresourcedasig. For example,if protocol
statebuffers (like outstandingSYN buffers) is a resourceon
the endsener thatthe regulatorwantsto control, we maintain
a table hashedon the basisof TCP initial sequencenumber
This resourceallocationtableis maintaineddynamicallybased
on statisticsgatheredfrom the paclets as they move through
the regulator In otherwords, thereis no needto modify the
endsenersto be ableto provide this information. Secondwe
needto enforcethe window constraintsetby the administrator
for this resource. This requiresthat paclets/flavs be delayed
oncethewindow limit is reachedandthatthe acksgoingin the
reversedirectionupdatethe window variablesappropriately(at
the QOSregulator). We could useary metricto measurdoad.
For examplethelimit could berepresenteds“100 concurrent
cgiscripts”,or “at most64 outstandings YNspertcp port”. The
acknavledgmentsieednot be TCP acks— all we needis some
kind of completionstatussignalwhich is likely to be different
for eachtraffic class. For the CGI case the completionsignal
couldbeanHTTP 1.1 OK messagshaving thatthatthe CGI
job hasexited the system.

TheQoSregulatormaytake actionto freeupresourcesvhen
resource-specifiguidelinesare violated. In a more complex
scenario the stateinformationin the regulator could be used
to feeda daemorprocessanalyzingthe beginningof anattack.
This daemorcouldthenmake administratve decisionsandin-
stall new policiesin the regulator Figure 3 shaws a simple
implementationof our window control as appliedto CPU in-
tensive CGl paclets.
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I1l. IMPLEMENTATION DETAILS

In this section,we highlight how the ideaspresentecearlier
areimplementedn our prototypebasedon the Linux kernel.
RecentLinux kernels(beginningwith the 2.2 kernel) have in-
cludeda Quality of Servicearchitecturein the network stack

2QoSReayulationcanbedoneonapekflow basisalsobut thatrequiresapriori
informationaboutclient flows — like which domainsaretrustedandwhich are
untrusted.



[3], [4]. This QoSarchitectureallows for provisioning of net-
work bandwidthby implementinga variety of traffic control
functions. We usedthis architectureas a basisfor our imple-
mentationand experiments sincethis platformis highly flexi-
ble andlendsitself to modification. The featuresarevery sim-
ilar to thoseofferedby currentstate-of-the-anhetwork proces-
sors,the differencebeingthatthis architecturds implemented
atthe OSlevel (in software). We addedunctionalityto do State
MaintenanceQoSregulation,andWindow Control.

Differentlayerscomprisingthe networking stackandthein-
teractionsbetweenthem, are shavn in Figure 4. After the
Network InterfaceCard (NIC) hasreceved a paclket success-
fully without errors, it signalsthis eventvia a hardwareinter-
rupt to the OperatingSystem(OS). The OS allocatesbuffers
for this newly arrived paclet, copiesthemfrom the NIC to the
kernelmemory and signalsa soft interrupt (or kernelbottom
half) — this portionis generallythe data-linklayer of the stack.
Thetraffic controlis implementecn the outgoinginterface,as
shavn by theshadedoxin Figure4.

Process
System UserSpace
””””””””””””””” Calls ~~—~ T
Kernel
Socket Layer
Function Socket
Call Queues
sock_sendms
TCP, UDP
Function Port Demux
Call
- P ICMP
Function < I
Call . X
qdisc->restart > Traffic N i IP Input
Control T Queue
ARP == Data Link Layer BPF

Network Interface Hardware Interrupts

Fig.4. Linux Network Stackimplementation

The main component®f Linux QoS architectureare queu-
ing disciplines(qdiscs) classes classifiersor filters, and me-
ters. WhenIP queuesa paclet on the outgoinginterface,the
pacletis matchedhgainstheavailablefilters, or classifiers Fil-
tershave priority associatedso a filter with higherpriority is
matchedfirst. The purposeof filters is to classify the paclet
into sometraffic class. Eachclassowns a physicalqueue-to
actuallyhold pacletsafterthefilter hasassignedhepacletto a
class.After beingqueuedn this gdisc,it is the gdiscs respon-
sibility to ejectthe paclet. The ejectionmay be basedon rate
disciplinedik e tokenbucketfilters, priority filters, roundrobin,
or ourwindow control.

The kernel part of our codewas implementedsuchthat it
ranwheneer thefilter matchingcodeof Linux QoSexecuted.
At thatpoint, we areableto seewhetherthe filter matchedor

failed. Accordingly, we updatedhe perresourcestatisticsthat
we maintainin thekernel.

Our Implementation and Testbed: Ourtest-bedconsisted
of arouter, to take therole of a QOSregulator, throughwhich
all traffic to theendsenerwasrouted(Figure5). Theendsener
may be a corporatesener network or aclusteredsener.

To testRateContmol with Linux QoS,a privatenetwork was
setup. Machinesvereassignedo take therole of anAttacker, a
QoSRegyulator andanEndSener. Theendsenerwasintended
to be usedas a victim for variouskinds of attacks,while at
the sametime providing someuseful serviceto good clients.
The testnetwork wasinterconnectedvith 100 Mbps ethernet
hardware. Maintenanceportswere just a meansto download
codeontothetestmachinesandcollectstatistics.
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A fastmachine(500 MHz Pentium)was chosenfor the at-
tackerto enableit to carryoutanattackwithout gettingslowved
down by a slow CPU. A slow machine(133 MHz Pentium)
was deliberatelychosenfor the victim becauset allowed us
to seethe effectsof overloadmoreclearly All machinesvere
equippedwith theLinux 2.2kernels.

Window Implementation: The Window Controlwasim-
plementedon top of the Linux 2.2.14kernel. Packets going
outontheoutgoingnetwork interface arepassedhroughclas-
sifiersjust beforethey join the output queueon the outgoing
interface. The numberof resourcebeingmonitoredis decided
administratvely. If the entrytableis full (thatis, the window
limit for the currentresourcehasbeenreached),the current
paclet would not be forwardedto the sener (droppedat the
QOSregulator).

The userspacelinux traffic control module— iproute2/tc—
wasalsomodifiedto includeaninterfacefor our window con-
trol. Syntaxfor window controlwasaddedsothatthe adminis-
trator could specifythe window limit without recompilingthe
kerneleachtime.

Maintaining State in Kernel: To enforcewindow con-
trol, varying amountof stateis neededat the QOS regula-
tor(Figure 1). The statemaintaineddependson the kind of
resourcéeingregulatedandthekind of regulation(rateor win-
dow control).

For the TCP SYN regulation, the stateentriesare hashed
basedon the initial sequencenumberof the connections. A
timeout value specifiesthe time when this entry would be



purgedandresourcedreed. We setthis limit to a small limit

of 5 seconds.In the default TCP implementationthis timeout
is anywherebetween75 and450 seconds.Informationis also
kept aboutthe sourcelP, sourceport, destinationlP, and des-
tination port as this requiredto flush the stateand resetstale
connections.

For CPU intensve CGlI paclets, we also maintaina simi-
lar tableanda per connectiorentry keepingtrack of sourcelP,
sourceport, destinationlP, and destinationport. However, in
thecaseof CGl, somuchstateis notrequired.We couldsimply
keepa single countercountingthe numberof CGI scriptson
the systemat ary giventime. This is akin to the windowsize
variablethat TCP protocolkeeps. Wheneer a CGlI scripten-
tersthe systemthe statecounteris incrementedy one. When
acorrespondingickcomeshackfrom the senerindicatingthat
the processs complete the counteris decrementedby one. If
the window limit is reachedno more CGl scriptsareallowed
into the systemuntil the sener sendamoreacknavledgments.

Resetting SystemState: In generalthe stateinformation
can be monitoredto detectattacks. Whenresourcesare held
at the sener for long periodsof time (for example,during an
attack),correspondingtatedoesnot changeat the QOSregu-
lator. Thisinformationcanbeusedfor detectionof attacksand
for freeingup heldresourcest the sener. Timerscanbe used
for this purpose Whenatimer expiresindicatingthatresources
arebeingheld (uselesslypver long periodsof time, a correc-
tive actioncanbe taken by the QOSregulatorto free up those
resources.For example,we could senda TCP resetpaclet to
free up TCP protocol statebuffers on the end sener during a
TCP SYN attack. The corrective actionswill dependon the
heldresourceTo resetsystenstate asystemcall is madefrom
insidethe kernel. This call constructsa raw socket with source
anddestinatiorsetfrom the statetableentry. Theraw pacletis
of the correcttype basedon the heldresource.(for example,a
TCP pacletwith RSTflag for TCP SYNs). This hasthe effect
of clearingtheresourceshatwereheldattheendsener.

IV. RESULTS
A. Resultswith RateControl

Several experimentswere conductedon the testbedto test
out Linux ratecontrol stratgiesandtheir effectivenessn con-
trolling denialof servicetype attacks.Variousparameteréike
achieved throughput,goodput,and CPU load were measured
undernormal conditionsand underoverload. This senesto
benchmarlendsener capabilities.

Received packets/secversus QoS Rate limit in Mbps:
Fig. 6 shavs the receved UDP throughputin paclets-per
secondasa function of rate control appliedon the QoS regu-
lator. The z-axis shaws increasindimits for the UDP classof
traffic. The QOSregulatoritself is alwaysreceving 100Mbps.
Fromthefigure,it is seenthatfor MTU size(1500byte) pack-
ets,theendseneris ableto performbest- receving the entire
UDP load of 100 Mbps. As the paclet sizedecreasegqeakre-
ceiveratealsosaturatesAfter hitting a peak,the peakreceved
rate actually startsdropping. This is becauseat the peakre-
ceivedrate,the sener hasalreadyhit a bottleneckin termsof
processingroweravailableto servicethenetwork load. Beyond

this point, it startsspendingmoretime atjust servicingnetwork

interruptsand the received paclets never get servicedby the

kernel. In otherwords, a lot of resourcesarewastedin doing

hi-priority network interruptprocessingvhile lessandlessre-

sourcesareavailableto deliver the successfullyreceved pack-
etsto theapplication.lt is alsoseerthatthe perpacletprocess-
ing costincreaseslightly as paclet sizeincreases.Roughly

about 10K paclets can be processeder second. If the end

sener wantsat most, say 20% of the processingpower to be

consumedthenit could limit UDP pacletsto 2K pacletsper

second. Similar performancesvaluationscould provide mea-
suredfor establishingpropercontrolsat the QOSregulator
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Preferred flow in the presenceof UDP flood: In this ex-
periment,we constructedwo traffic classes- a preferredflow
and a bulk UDP traffic class. The preferredflow maintained
a constantsendingrateat MTU size (1500byte) paclets. The
attackingmachine pn a differentinput link of the QOSregula-
tor, keptsendinga constantUDP flood at network capacityof
100Mbps. This allowed us to study the impactof full-blown
link rateattacks.The QoSratelimit for the UDP class(on the
attacler line), wasvariedon the regulator The paclet size of
UDP flood pacletswasalsovaried over 500, 1000, and 1500
bytes. Sustainedate of the goodflow with 500 byte paclets
is shawvn in Figure 7. The x-axis shavs the UDP ratelimit on
theinputlink (wherethe UDP flood originated),andthe y-axis
shaws the realizedbandwidthof preferredflow arriving on a
separaténputlink.

It is seenthatthe preferredflow is ableto sustainits sending
rateif the UDP flood classis limited to a certainpoint. Af-
terthatthe UDP flood startsconsumingoo mary network and
sener resourcesthat the goodputof the preferredflow starts
falling. In otherwords,the preferredflow startsto getlessser
vice againstthe UDP flood. If we maintainaratelimit of, say
40Mbpsfor the UDP traffic, the preferredflow would always
getits full requestedate. Fig. 7 validatesthe utility of rate
controllingthe UDP traffic.

Preferredflow in the presenceof ICMP flood: A similar
experimentwasperformedwith apreferredlow in competition
with an ICMP flood. The preferredflow kept sendingpack-
etsat a constantrate. The attackingmachinekept sendinga
100Mbpsflood of ICMP pacletsof paclket size 1000 bytesto
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theendsener. Theratelimit onthe QoSregulatorwasvaried
andtheresultsplottedin Figure8. It is seerthatif therewereno
ratecontrol, the preferredflow would only geta bandwidthof
25Mbpswhenthe sendingrateis 40Mbps. The preferredflow
is ableto getfull bandwidthprovidedtheICMP loadis lessthan
20Mbps. This resultagainhelpsin formulatingpolicieson the
QoSregulator
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B. Discussioron RateContmol Results

Theseresultsgive usanimportantideaof howto implement
rate control at the QoSrouter They give us animportantun-
derstandingof the load characteristicef the end sener. Our
experimentsalsoshow thatratelimit worksfor UDP andICMP
basedfloods. Someof the issuesencounteredn our experi-
mentsarediscussedelow:

Byte Counting versus Packet Counting: An important
issue when enforcing rate control is to decidewhento use
byte countingand whento enforcelimits in termsof paclet
counting. As we have seen,this may be importantwhenthe
per packet processingverheads not deterministicor the cost
varieswidely over differenttypesof paclets. As an example,
theperpacletoverheadf a40byte SYN packetis muchmore
thananequialent40 byte UDP or a 40 byte ICMP paclet. In
the caseof a SYN, alot of work hasto bedonein the protocol

stackto save protocolstatebuffers,timers,andotherbookkeep-
ing relatedtasks. Whenflows are mappedo classesit is im-
portantto considetheperpacletprocessing-cosh orderto do
afair allocationof endsener resourcescrossflows. Our ex-
perimentshave shavn thatit may be betterto seta paclets/sec
ratelimit thanabytes/secatelimit. The paclketratelimit, how-
ever, maydependn the classof traffic ICMP vs. UDP) being
regulated.

Interrupt ProcessingOverhead: Network packetprocess-
ing canbe classifiedinto the initial interruptprocessingver-
head(which cannotbe avoided),anda lower priority handling
of recevedbuffersby the kernel. The bottomhalf routinesex-
aminethe pacletsreceved over the network and assignthem
to queuesto be later handledby IP, TCP, UDP or other pro-
cesseghat constitutethe network stack. If the end sener is
overloaded,t may startspendinga higher percentagef time
in processingietwork interruptssinceinterruptshave a higher
priority [6], [7], [8]. If otherresourcedike memoryor CPUon
thesenerarerunninglow, thesebuffersmaybedroppedbefore
they getachanceo beservicedoy thekernelsbottomhalf han-
dler andthe network stack. This phenomenomranbe obsened
in Figure6. Theseresultsunderscor®ur earliermotivationfor
employing a QOSregulatorto regulateQoSof endsener clus-
terin orderto protectthe endsenersfrom gettingswampedoy
interruptprocessingf arriving paclets.

C. ResultsfromWndowRegulation

We now presentesultsfrom usingWindow Controlfor fixed
resourcesWe chosethe TCP SYN flood andCGl flood astwo
testcasedo experimentwith our window controlimplementa-
tion astheseattackscould not be containedby the rate control
mechanisms.

Window Controlon TCP SYN packets: Experimentsvere
conductednourtestbedo seehow thesystenbehavedin pres-
enceof realattacks.Thefirst attackto be studiedwasthe TCP
SYN attack. The end sener configurationwas setto a maxi-
mum backlogqueueof 128which is whatmostsenersareset
to. ThemaximumSYN timeoutontheendsenerwassetto the
defaultvalue(75 or 450 seconds).

Two attack scenarioswere constructed- a fast attackand
a slow attack(Figure9, 10). The numberof available SYN
buffersavailableonthe endsenerweremonitoredastheattack
progressedOn our systemawindow limit of 64 wasspecified
for this classof traffic (SYN packetsgoing to port 80 of end
sener). In addition, a timeoutvalue of 5 secondsvas setfor
staleSYN entries.

It wasseenthatthewindow controlwasableto correctlyen-
forcethelimit of 64 pacletswhichis half thetotal SYN band-
width availableon the endsener. Thisis goodsincethe other
half canbe usedby for example,goodflows comingonanother
interfaceof theingressrouter Also thetimeoutfeatureensures
thatunnecessarpuffersarerecoveredafter5 secondsShorter
timeoutperiods(smallerthan5 secondsgnablesurvival against
fasterTCP SYN attacks.

In caseof a slow attack,thetimeoutkickedin beforethe at-
tack SYN pacletshadanopportunityto depletetheir complete
window. Hencethe numberof availablebuffersfor goodflows
is morethanthe 64 which wasresenedfor them.
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Window Control for CPU Intensive Packets: To seethe
effect of CPU intensve paclets, experimentswith expensve
CGI pacletswere performed. TheseCGI requestexecuteda
mock Dhrystonebenchmarkunningat low priority ontheend
sener. If therewasno window control, ary numberof these
expensve processegould be fired by a malicioususer The
adwantagegainedin termsof availablesener CPUresourcess
plottedin Figure11. As highernumberof CGI scriptsarrive,
our window control doesnot forward themto the end sener
andhencehigherCPU powerremainsavailablefor otherappli-
cations. In this example,the http traffic is classifedinto two
differentclassedasedn whetherit is a cgi-bin requesbr not.
While thecgi requestareregulatedthroughwindow limits, the
other http requestscould proceedto the sener. This demon-
strateghe efficacy of window controlfor CGI queries.

We presentsome performancemeasurementesultsof the
overheadof our implementation. We first measuredhe cost
incurredby a forwardedpaclet asit passeghrougha vanilla
routerthat doesnot have ary of the QoS queuingdisciplines
built into it. This costwasabout26 py-secs.WhenLinux QoS
in enabledthe costgoesup to about95 u-secs. This costis
not really high consideringthe router usedin our experiment
wasa small 233 MHz generalpurposePentiumCPU. Even at

Resources with WndControl / Resources without WndControl

0 | | I 1 I I I
10 15 20 25 30 35 40
Number of CGI scripts (CPU Intensive Packets)

Fig.11. AdvantageGainedwith Window Control

95 u-secsthe machineis ableto handleabout10,000paclets
persecond.The vanilla routeris fastbecausét doesnot need
to do ary classificationgueuing,etc— it cansimply queuethe
pacletson the outgoingdevice whenIP passeshe pacletsaf-
ter processing.Thereare alsono schedulingdelaysinvolved.
Theseclassificationcostsaremuchsmallerthanthe endsener
costsin servingthe applicationpacketsandhencethis is not a
scalabilityissue.
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It wasnotedthatevenafterenablingthe queuingdisciplines,
the incoming path was not changed. The additional cost is
addedonly on the outgoingpathon which queuesareenabled.

Figure 12 plots the processingcost per paclet incurred by
our implementatiorasthe numberof traffic rulesis increased.
Thecostonly maminally increase$rom 95 u-secgo about105
p-secs. The additionalcostcomesfrom the extra statemain-
tenancecodeandthe occasionakystemcall to flush the state.
Thecostof asinglesystemcall wasmeasuredo be about2000
clock cyclesor about8.5 p-secs. It is seenthat the maginal
increasan costis not significant.

V. RELATED WORK

Pastwork on resourcecontrol canroughly be divided into
threecategyories— operatingsystemsbasedsolutions,network
centric solutions, and middleware solutions. Our solution



roughlyfallsin the network centricsolutioncategory although
it is fully transparento theendsener.

OperatingSystembasedsolutionsusually require a lot of
supportfrom the operatingsystem[9]. SuchOS level support
includes,but is not limited to, keepingan accountof network
paclets as they move throughvariouslayersof the OS. The
ScoutOS[9] introducesa pathabstractiorto demarcatelearly
theresourcegonsumedy anl/O path. As soonasa network
pacletentersthe OS, it is assignedo aresourceorincipal. All
resourcemccessethy the packet— beit systemcalls,interrupt
handlers,or userspaceprocessing- are chagedto this prin-
cipal. The generalideaof resouce containes introducedby
Bangaetal in [10] is someavhatsimilar. The QGuardsolution
[11] is implementedon the end sener, alsoreliesheavily on
OSsupportto do monitoringandload-control.Unlike QGuard
however, our solutionis totally transparento the endseners.
Also wastefulinterruptprocessingf attackpacletsis relegated
to the QOSregulator

Middleware Solutions[12] allow a commoninterfaceto be
exportedto all applications. They provide somelevel of iso-
lation betweenrapplicationsandbroker resourcegor the appli-
cations.In orderto provide middlevaresupport,the operating
system(or network subsystemhasto becapableof understand-
ing the middlewvareprimitives. In otherwords,middlevareso-
lutionsandOSbasedsolutionsrequirechangedo the OS.

Network Basedsolutions[1],[2] are flexible sincethe net-
work subsystenis alreadyseparatérom the way the operating
systemallocatesresources.In [1], for example,the network
is monitoredby a sniffer machineto identify fake TCP SYN
paclets. The destinationis notedand an RST paclet is con-
structedanddispatchedor the victimized host,therebyreleas-
ing the heldup buffersimmediately In the Packeteerapproach
[2], TCP acknavledgmentgyoing backto the client are paced
to regular intervals, in orderto let the original flow back-up
andstick to the ratedefinedfor its traffic class. This approach
would not work for protocolslike UDP which do not respond
to congestion.

Network centric solutionsmay lack total control over re-
sourcesandhencemay be unsuitabl€for hardrealtimeapplica-
tionswhenabsoluteguaranteearerequiredfrom the operating
system.

V1. CONCLUSIONS AND FUTURE WORK

In this paper we have proposedto utilize QOS regulation
techniquedo mitigatetheimpactof DOS attackson endhosts
andnetworks. Our solutionwas basedon maintaininga state
of the sener resourceusageat the network layer of a QOS
regulator Traffic regulation policies are enforcedacrosstraf-
fic classedbasedntheresourcaisageof pacletsor flows. We
shaved that suchan approactcould be effective in mitigating
theimpactof DOS attacksthroughreal experimentsconducted
on a Linux basedprototype. Our prototypetestbedhasshavn
thattheproposedpproactdoesnotincursignificantperpaclet
overhead.Our solutionis effective againstdistributedDOS at-
tacksaswell sinceregulationis doneat anaggreatelevel and
notindividual flow level.

We are extendingour currentframewnork and implementa-
tion in multiple directions.We aretrying to build a hierarchical

framewvork whereaggreateresourceregulatorscould be cou-
pled with flow-basedregulators. This is expectedto provide a
finerlevel of resourcecontrolwhile providing DDOS detection
capabilities. Suchan architectures also expectedto provide
protectionagainstan attackthat consumesnultiple resources
simultaneously We are also planningto malke the controls
adaptto the end sener resourceavailability througha hand-
shale betweerthe QOSregulatorandtheendseners.
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