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ABSTRACT ing to the victim’s confidential data being compromised. In-
In this paper, we present MiND, a tool to detect DNS direction can be achieved by malware installation [21].
packet indirection attacks within an autonomous system Many solutions are proposed to counter DNS cache poi-

(AS). MiIND uses a name server database to detect misdi-soning and indirection. However, most have not been widely
rected DNS queries by examining only the network layer in- adopted. For instance, DNSSEC [2, 10, 11] provides authen-
formation. The name server database uses publicly availabl ticity of DNS data using cryptographic techniques. However
DNS PTR and NS records to populate itself. The validity and it still awaits deployment owing to requirements of large in
authenticity of name server information is ensured throughfrastructural changes. Similarly, DJBDNS overcomes many
continuous updates. Using our tool, we detect the presencef BIND’s shortcomings but is yet to see a notable deploy-
of malicious domains within our autonomous system. Our ment. Changes adaptable to existing systems, howevey, enjo
analysis using MIND results in a false positive rate of less ready adoption. For instance, DNS Black Lists(DNSBLS)
than 0.8%, with improved query verification latency when have been used to counter email spam. Therefore, it be-
compared to prior solutions. We deploy MiND as an online comes essential that we design techniques that can co-exist
analysis tool without requiring significant infrastruaturp- with present systems. Hence, we propd4é&D (Misdi-

grade or coordination from different entities. rected dNs packet Detector), an easily deployable teckeniqu
that provides counter-threat measures without any changes
KEY WORDS to the existing DNS infrastructure. Our technique provides
Database, DNS, Indirection, MiND, Poisoning domain specific security without requiring cooperatiomfro
. other network entities.
1 Introduction MiND is used to counter the threat posed by DNS

Domain Naming System (DNS) forms one of the most crit- packet indire<_:tion arising due to poisoned NS records.p[ese
ical network infrastructure components in the Internet- Re N the recursive resolver cache, or due to malware induced

cently it has become increasingly vulnerable to exploits an Modifications of system's resolver settings. We implicitly
attacks. Various types of attacks have been launched on or ug/€Mfy the validity of all types of DNS records by ensuring
ing the local DNS recursive resolvers of victim networks as the validity of their destination address. Our tool usesi@ se
well as authoritative name servers of various domains [16].2ccumulated database of name servers, which continuously
These include reflection attacks, amplification attacks, De UPdates itself. To obtain a DNS record, the local recursive

nial of Service (DoS), Distributed Denial of Service (DDpS) "esolver should be able to resolve such a query by sending
cache poisoning, indirection and many more. Cache poisonitérative queries to root name servers, the Top Ife’vel Do-
ing and indirection attacks, in particular, have seen aesurg Main (TLD) name servers and ultimately the domain's name

in the recent past. These attacks expose users to maliciouSErVers respectively. If however, we find a DNS query di-
entities eager to mine confidential user information. Iis thi ected towards IP addresses other than the valid name server

paper, we present a detection and prevention mechanism fofith respect to the queried domain), the query is consitere
attacks based on indirection and poisoned NS records. as an anomaly. We obtain the valid name server information
DNS cache poisoning refers to the replacement of using the publicly available authoritative PTR/NS records

valid answer/authority/additional resource records (RRs To counter the dynamlc nature of ,the V‘T"I'd set ,Of name
with malformed content. Cache poisoning attack requires th SETVers for a domain, we also consider Time-to-Live(TTL)
attacker to guess the 16-bit TXID in the DNS packet. Guess-Of D_NS name server records when validating DNS queries.
ing the correct ID makes the recursive resolver accept theEXp'_red records are updated an(_j hence 9590_' for_ query veri-
corrupted packet, thereby serving malicious information t f|ca'F|on_. We shoyv_that s_uc_h a simple validation IS very _Ef'
its clients. However, randomization of DNS and IP layer fea- fective In _determlnmg misdirected DNS packets origingtin
tures of the network packet makes poisoning somewhat dif-T0mM within the network. To the best of our knowledge, we
ficult. The recently discovered Kaminsky attack [17], on the are th(_e first tq collect the name server information by exec_ut
contrary, demonstrates quick poisoning of a resolver cache Ing a light-weight Cra_VV' O.f the IPv4 address space, and using
Indirection attack, however, refers to a stealthy changeIt for DNS papket val.ldapon. )
in the DNSS resolver address on a stub resolver. The change 1 he main contributions of this paper are:
in the DNS resolver address directs all recursive DNS gaerie e We propose MIND, a counter-measure to DNS indirec-
to a malicious resolver. The malicious resolver then presid tion and cache poisoning attacks, that is readily deploy-
the victim with false domain information, subsequentlydea able.



DNS Query(TXID : 0x4a95)
www.google.com A ?

e We demonstrate the quick building of a name server
database, which helps us associate a given domain name
to a specific set of domain authoritative name servers.

DNS QueryTXID : 0xa538)
www.google.com A ?

Stub resolver Recursive DNS
resolver

Google's name serve

e Demonstrate that MiND indeed makes it difficult for the
attacker to compromise various recursive DNS resolvers
as well as stub resolvers (ordinary hosts).

DNS reply (TXID : 0x0001)

With a low false positive rate and moderate hardware i google.com A 6.6.6. TXID : 040003
and software requirements, we show that MiND can be used N
to effectively protect a network from DNS based attacks. @
The remaining sections of the paper are organized as Atacker
follows. Section 2 covers the related work where we re-
view already implemented solutions and research in context Figure 1. DNS cache poisoning scenario.

of DNS based cache poisoning and indirection. The threat

model is described in section 3. Section 4 details our ap-secondary cache or a database for DNS records, but our ap-
proach. Results are detailed in section 5 and finally conclu-proach is focused on detecting anomalous DNS resolutions
sion and future work is presented in section 6. in real-time and the information cached by our tool is only a

subset of that proposed in [12].
2 Related work

In this section, we review prior solutions proposed to ceunt 3 Threat model
DNS cache poisoning and indirection. We also review known cache poisoning attacks can be initiated from outside onfro
attack techniques and briefly cover the literature that hasyithin an autonomous system. Figure 1 shows cache poi-
helped build our system. _ soning attempts where the attacker tries to guess the ¢orrec

Dagon et al. [16] describe and define the problem of Tx|p (16-bit transaction ID) of the DNS packet. It is as-
DNS cache poisoning and indirection. The authors in [15] symed that the DNS traffic is invisible to entities outside th
use 0x20-bit encoding scheme to encode the question sectiogutonomous system, and hence it is impossible to observe the
within the DNS packet and hence counter DNS cache poi-gomain query packets. If assumed otherwise, poisoning DNS
soning. Their method increases the difficulty for the atéaick  resolver cache becomes trivial, as the correct TXID can now
as she has to guess more entities with respect to the packepe placed in the spoofed reply. Mechanisms such as [15, 20]
within the round trip time of a DNS reply. WSEC-DNS [20]  make it much more difficult to spoof a reply to a DNS query.
utilizes the wild card capability of CNAME records to in- Attackers who do not possess control over entities
crease cache p(_)isoning difficulty significantly. Yuan et al. \ithin a network, utilize hit-and-trial methods to meet
[22] propose using a peer-to-peer system to counter DNSyneir gbjectives.  For instance, the attackers can spoof
cache poisoning. Our work makes cache poisoning of NSyepies for most commonly accessed domain names (such as
records highly difficult, with reducedl Iat.ency. Add|t!ot)al www.google.coirwhen attempting to poison a resolver. The
we are able to handle DNS packet indirection arising from hances that their spoofed packets get accepted incraase, d
stub resolvers within our network. pending on the popularity of such domain names.

Delays between various hosts and DNS servers aré  apqther form of attack can be initiated from within the

measured in [18]. These delay measurements help in outling,c4| network (or autonomous system) using ordinary stub
ing timeout requirements of various dependent application eq5jvers. A stub resolver forced to query for particular

These results guide our work as explained later in the papery st names can reduce the time required to poison resolver’s
DNS TXID and port randomization [1] are two of the most .4che  These client machines can stage a Kaminsky style
prevale.nt techniques for preyentlng cache poisoning. HOW-5ttack by coordinating with external hosts.
ever, with the advent of Kaminsky attack, the said measures Our threat model considers both the insider and outsider
have become pbsolete [17]. threats as described above.
The Kaminsky attack coaxes the stub resolver to query
for s_ub-domains of the victim domain name. To achieve poi- 4 The MiND system
soning, the attacker attempts to guess the randomizedtpacke
parameters. The stub resolver is forced to query other subin this section, we describe MiND, the tool used for detagtin
domains of the victim domain without waiting for TTL ex- DNS indirection of all types of DNS records, and cache poi-
piry. In most cases, Kaminsky attack has been shown to poi-soning of NS records, within a local autonomous system. Our
son DNS resolver caches in a matter of seconds. Our methodpproach employs a database of authoritative name servers
is independent of the technique used to poison, and hencéor all domain names. In section 4.3, we explain how the
can immediately detect and isolate suspicious poisoning atname server database is created and maintained. The desti-
tempts. nation name server in the DNS query is validated against the
The employment of a secondary cache of expired DNSset of authentic name servers stored in the database, and an
records is proposed to mitigate the affects of DoS attacksanomaly alert is raised if there is no match. The name server
on DNS infrastructure [12]. Our approach also employs acheck against the database is done in parallel to the query
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Figure 2. Cumulative Distribution Function (CDF) of TTL
values for A, NS, and A of name server records. Figure 4. MiND query verifying data structure.

resolution and thus the results in the response packet can bgary objective is to determine anomalies present within an
questioned if it is resolved by an unknown name server. autonomous system. Therefore, we present our analysis for
Several domains employ rapidly changing name serveroutgoing DNS packets. As described later, incoming packets
identities for load balancing or other purposes. Such a sysmay also be validated using our tool.
tem uses fast changing NS records, and/or name server's A The packet validation algorithm is presented in Figure
records. Itis vital that our system recognizes such configu-3, As the flowchart demonstrates, a packet s first checked for
rations appropriately and does not raise false alarms. o0 depeing a DNS indirection instance. Commonly, a stub resolver
crease the possibility of false alarms, we continuouslyat®d  directsrecursiveDNS requests to local name servers only.
the authoritative name server information. The freshneds a However, if we encounter packets whose source IP address is
validity of the database is ensured using the TTL parametersjitferent from the local recursive name servers, it is flajge
presentin the NS and A records. as an indirection instance. On the other hand, independentl
The following sub-sections discuss each component ofinstalled resolvers within the local network can make itera
the MiND system in detail. We also outline the benefits and tive DNS requests to name servers outside too. With MiND
potential issues of our technique. It is important to note th in place, such resolvers need to be white-listed and thjsshel
terminology we use in the sections ahead. For a hostnamenhe network administrators to be aware of other resolvers in
such asabc.examplesite.orgve considenrg as the TLD or  the network. Also, known free recursive DNS services like
a first-level domainexamplesites the second-level domain  GoogleDNS [3] are white-listed.
label,examplesite.orgs second-level domain. Similarghc Following the check for DNS indirection, we validate
denotes third-level domain label aatic.examplesite.on$  the query packet for being misdirected due to a poisoned re-
the third-level domain and a sub-domainesamplesite.org  solver cache. If the cache of the local recursive DNS resolve
contains corrupted NS records, then DNS packets are routed
to name servers different from authoritative name senars f
Figure 2 represents the CDF of the TTL values for general Athe queried domain. Using the name server database, we
records, NS records, and A records of name servers respeduild a data structure in memory which quickly identifies
tively. From the graph, we observe that the TTL values of NS the authoritative name servers for a given domain name. As
records are typically higher than the A records. While 90% shown in Figure 4, the data structure is organized into diffe
of A records have TTL values less than 10000 sec, the sament tiers, with each tier containing name server infornratio
TTL value holds true only for about 45% of NS records. It relevant to the corresponding sub-domain. For query verifi-
is noteworthy that A records of the name servers also exhibitcation, using the name server information for upto the third
large TTL values, with 55% of A records of name servers level domains, improves the results considerably. Wefjusti
having TTLs smaller than 10000 seconds. This suggests thathe rationale of using such a design in the results section.
maintaining the name server database is more convenientas  To verify DNS query packets, we also use TTL values
the name server information is stable over a longer periodassociated with the name servers, obtained while colkgctin
of time. Alternatively, it allows us to use the same databasethe database. There are two types of TTLs associated with
for DNS query verification over longer intervals, making our a name server. One type specifies the TTL value of name
approach scalable. servers for a particular domain. The second type specifies
the TTL of the IP address associated with the name server. To
ensure correctness of our analysis, we consider the minimum
The MIND anomaly alert system sits at the edge of the ad-of the two TTL values.
ministrative domain observing all DNS packets. Our pri- The use of TTL is motivated by the fact that many net-

4.1 Name server database feasibility

4.2 MiND query verification
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Figure 3. MiND flowchart.

works change their configuration rapidly, which includes al sary machines, correcting mis-configuration at sourceshost
tering service and/or name server IP addresses. For examblacklisting domains or hosts etc.

ple Content Delivery Networks (CDNs) such as Akamai and In addition to detecting the compromised machines (as
LimeLight Networks exhibit such behavior. Therefore, the determined above), MiND may be usedi@ventcache poi-
name server database might not always be able to determingoning of NS records too. Prevention is achievable through
the exact network state. However, by considering TTLs, we an analysis of all incoming DNS packets’ NS records present
are able to determine the currently valid set of authovitati in either answer, authoritative, or the additional section
records, which if found expired, may be fetched again. of the records. The MIND system thus provides counter-

We check an outgoing DNS query against the namemechanism for Kaminsky style attacks[14]. With MiND in
server information of multiple sub-domains corresponding place, malformed name server address(es) as advertised in a
the query. If the outgoing address matches the valid namaogue DNS response packet, can be immediately identified
server information obtained from any level of the query ver- and the attack thwarted. In addition, on observing multiple
ifying data structure, we consider the query as directed to aDNS replies for a query within a short window of time, our
safe name server. Else, it is considered misdirected. tool may be configured to raise a poisoning attempt alert.

Fast .c_han.glng name SEIVers pose problems durlng4.3 Collecting the name server database
packet verification. We could falsely designate a packet as
misdirected because the query does not seem to be boun@ihe name server database is simply a collection of name
for the most recent set of name servers publicized by the doservers corresponding to different domains present in & hos
main, although the name servers belong to the authoritativename. The name server database consists only of NS records
AS. This may happen because of caching of NS records with(with A records obtained only for the name servers) rele-
TTL values modified at the clients or any of the intermedi- vant to domains crawled. We use the publicly available PTR
ate resolvers. In such a scenario, we use an additmnal records corresponding to IPv4 addresses and thereby deter-
pired cacheof name servers. Such a cache is stored in themine the list of valid name servers. We argue that PTR record
same way as the list of current (and valid) name servers asspecification determines the authoritative host name €orre
sociated with a domain name. However, the expired cachesponding to an IP address. The name servers obtained by
consists of authoritative name servers seen previousthér querying for multiple domain levels presentin a PTR record
domain, and thus, we may see DNS packets destined for suchisted host name, correspond to an authoritative set. iis i
name servers. We associate a learning time for such an exportant to note that PTR record pollution requires hijagkin
pired cache, allowing us to supplement the valid set of namethe name server for the victim domain’s address space. For
servers appropriately during packet verification. Each@am attackers, the benefits obtained from such an attack are very
server in the expired set still represents a trusted entily.  limited and thus their focus instead is to pollute the reiwers
note that the use of expired records makes MIND vulnera-resolver serving an autonomous system.
ble, only in the event where any of the expired name server The name server database also stores TTL value associ-
IP address’ authority is transferred to (or bought by) a eogu ated with every name server/IP address combination. Such a
identity. However, such an event would take a considerablecollection of records is only a small subset of what a regular
time to happen. To prevent such abuse, we frequently flustresolver is expected to store in its cache. The small set that
the expired name server set. Section 5 highlights the benefitwe use can be quickly read into the main memory and has a

obtained by using such an expired cache. small memory footprint. This sub-section discusses how we
If a packet matches any of the validation criteria as out- build this database within a small period of time.
lined in Figure 3, it is deemed harmless. However, on fail- PTR records contain IP address to host name mapping.

ing every test mentioned above, we flag such a packet agherefore, building an exhaustive name server database, at
anomalous. The network administrator may thus choose tdfirst, requires sending out a DNS PTR query for every IP ad-
take appropriate action in the form of either patching neces dress in the IPv4 (32-bit) space and hence obtaining the host



name for that IP address. The name servers are then obtaineti3.1 Database authenticity and completeness

zy izrr\dltr:)g dc;ltjéri?in'\ésth(lus;):nfggrge?gt@?23?8?53@% ?;Nith reference to utilizing a personal DNS resolver for
query : ) database collection, a natural question arises as to whily can

sults are logged into the da_tabase. We query t_he name SeVelur own recursive resolver be poisoned? The database col-

Leacmotredrserg:nseedcggi ?ggpghr:rstlteo VZI :}Jg_?:&zgs _?; g:gbg?;lglction resolver, unlike a recursive resolver serving roekw

if the PTR record corresponding to an arbitrary IP addresscjems’ is configured to refuse any recursive queries from u

. . known hosts. All queries are made on the loopback inter-
givesrandom.abc.examplesite.oag the answer, we deter- .

) . face. The database may be updated only when we receive
mine the name servers fabc.examplesite.om@s well aex-

. . . . the same answer from two external resolvers located outside
amplesite.org For PTR responses which contain multiple

host names for an IP address (in the form of CNAME or more our domain/AS. Com_promisin_g two resolve.r_s_makes itharder
L for the attacker to poison their caches. Utilizing extemeal
PTR records), we process each returned answer individually . .
solvers, however, increases the latency. Therefore, dieglo
Determining the host name and the name servers forsuch a system for online query verification may delay appli-
the corresponding domains requires sending out at least tw@ations requiring quick responses. DoX [22] utilizes such
queries for every address in the IPv4 space which maya configuration. However, fetching a small number of NS
thus require sending a large number of queries cumulativelyrecords, as we do, makes the solution viable.
However, we apply numerous heuristics to drastically reduc The latency cost of our verification is significantly re-
the required resources. We note that a considerable part ofluced by the employment of a name server database (as
the Internet address space is unallocated/reserved wich r highlighted in section 5). We focus on verifying all records
duces the number of queries that need to be sent [4]. Wepy caching NS records only. In a simple scenario for
also avoid generating name server queries for domains alpoX, which has a minimum of two peers, every query re-
ready seen, thus saving a large bandwidth and reducing laquires a query resolution from both of the peers. With

tency of database collection. MiND however, an additional query is issued to populate the

To further reduce the volume of queries generated for Name server database only if the required information is not
aggregating a name server database, we analyze flags in DNBesent. MiND is also view independent, unlike DoX. This
packets obtained in response to PTR requests for class A, gimplies that inconsistencies arising with peers in DoX,sloe
C network prefixes. Thus crawling large networks may alto- N0t affect MiND as the database is collected within the au-
gether be avoided if the response packet indicates so. Noté?nOmous system to be protected. . _
that we crawl the IP address space randomly to avoid appear-  Another security enhancement measure is by executing

ing as a malicious scanning host. a TCP based database collection. Using the TCP protocol
ensures that the packet cannot be spoofed and that the DNS
random.abc.examplesite.org record is authentic, unless poisoned prior to collection.
nsl.examplesite.org:128.166.254.2:880.examplesite.org:128.166.254.4:300 As a consequence of all such mea_sure_s, the database re-
ns3.abc.examplesite.org:128:166.254.7:1600 solver becomes less prone to cache poisoning attacks and the

integrity and authenticity of the database can be maintiine

We note that although an optional part of DNS config-
Figure 5. Sample line from a name server database file. uration, PTR record specification by domain administrators
can improve the quality of our database. We also note that
_ i with the absence of name server information in our database,
Figure 5 shows a sample line from one of our name o fetch the required name servers complementing the ver-
server database files. The first line corresponds to the hosfi-4tion procedure. For instance, many web domains may
name of an IP address, returned as a reply for the PTR,q pogted by an IP address. However, only one PTR record

request. The fO”OW'“Q line denotes the name SErvers alyginting to one of the hostnames, may be present. In such a
thoritative fore_xamplesne.orgl_\lame server information for case, for all unseen domains, we find the name servers with
abc.examplesite.olig present immediately below. Note that a new DNS lookup.

we also log each name server’s IPv4 address and TTL asso- o
ciated with the name server. We also enable accumulatingt-4 Security implications

name servers with .multiple IP addresses. Apart from hOStMiND has been developed with the goal of providing an ad-
names corresponding to the 32-bit IPv4 space, the MIND gitional layer of security over the existing mechanisms. In

query ve_rifier requires informatio_n about name servers €Or4 normal scenario, DNS resolver poisoning may be achieved
resp_ondlng to the top Ieve_l domains (TLDs). We use the_“St by focusing attack resources only on the recursive resolver
provided by [5, 9] to compile all TLDs and hence determine \yih MiND deployed, attackers must now additionally com-
the name servers for each TLD. promise the name server database to achieve success.

The MIND system can also be deployed without com- With our tool, we focus on preventing corruption of NS
plete authoritative name server information. HoweverJdhe records. However, by verifying the destination addresyef e
tency of query verification will be higher in such a scenario. ery type of DNS record, we implicitly ensure each record’s
Instead, once a database is built, only a small fraction of itcorrectness. However, we note that incoming DNS replies
needs to be updated frequently thereafter. may also be spoofed and thus the DNS records may serve



anomalies, as highlighted in column 4. By forward checks,
we imply validating the destination address of the DNS query
against the name servers of sub-domains of the third-level

Table 1. MiND performance

Exp. | Approx. hours Total outgoing Anomalies after - >
# of training packets analyzed | forward checks (%) domain name. False positive rate can be further reduced by
1 2 111306 921 (0.83) checking if the name server and the destination IP address of
2 5 173962 1342 (0.77) the DNS packet, belong to the same AS. This check reduces
3 8 286114 2704 (0.94) the fal i e t £ 0.046% H
7 5 SB8AAT 2423 (0.84) e false positive rate to an average of 0. 6. However,
5 30 1152469 8793 (0.76) such a check increases the scope of an attack as the rogue re-

solver may belong to the same AS. With time, we expect the
fraction of false positives to decrease as more name servers
get aggregated in the expired cache.

We further analyze the packets remaining from above,
Cs’pecifically for experiment 3. From our analysis we find that
15.38% of the anomalous packets, belong to malicious do-
Fhains. The malicious nature of the suspect domains is con-
firmed with a domain reputation verification service [8]. The

malicious data. With MiND, we also deploy a DNS response
anomaly detector which looks for a burst of incoming re-
sponses within a short time. Thus, attackers need to be su
cessful in matching TXID and random port number with the
first packet, as subsequent packets will result in a respons
anomaly alert.

5 Results bulk of the malicious packets belongéwitguide.ru We fur-
ther confirm the malfeasance of this domain using McAfee’s
5.1 System requirements domain reputation checker [6] which associates this domain

The name server database collection engine is a muilti-"ame with highest risk. We also find that another 24.17% of

threaded application written using C and C++, and the Com_the anomalogs packets from experiment 3, belong to the cate-
monly available resolver librarietitfresol) and packet cap- gory where either the NS fecords could not be retrieved or the
ture libraries [13, 7, 19]. We use an Intel Core 2 Duo A records for corresponding NS records were abs_ent. Su_ch
(@2.33GHz)Linux box running kernel 2.6.31, with 2GB a case may represent botnet hosted domains which publish

RAM and plenty of hard drive space. The actual name servefl@me servers at specific times. In addition to above, we find
0 :
persistent database size is much less than 1GB. The box us 47% packets for which the name servers were present,

a BIND9 DNS resolver and our application makes all DNS TLrj1t were See? to be mfa cci;ge,'\;ent ,SS thgn chehclked_leiore.
requests to this box. The private DNS resolver is configured IS commontly occurs for S ordomains with low S,

against misuse and accepts recursive queries from trustewhICh switch ASes rapidly. The remaining 22.17% of the

hosts only. The query checker is also developed in C andpack_ets oceur due to the CNAME replies abserved for NS
C++ t00. The MIND query verifier system uses the same gueries. However, for forward and AS check, we do not con-

hardware configuration as the name server database collec's—Ider CNAME referrals.
tion engine.

DNS query verification uses the campus DNS trace
(UDP port 53 traffic) for analysis. We use a fresh databaseFigure 6(a) shows the cumulative distribution function of
for every analysis. We also use several campus traces frontatency observed with MiND deployed under different sce-
December 2009, for offline analysis. The subsections belownarios. The figure shows the latency for three cases. The
highlight whether the results are based on online or offlinetop most plot of latency refers to using MiIND when the
DNS traffic. DNS packets destined for white-listed domains, are uncon-
ditionally verified. The middle plot refers to the latency-ob
served when no white-listing is considered. For this par-
Table 1 shows the results from the analysis of live DNS ticular analysis, we consider five frequently used domains
traces. Each experiment is performed for a different domati ~ for white-listing, namelyakamai.netgslb.comweather.com
of time (or the total number of packets). For each experi- facebook.conandadnxs.com
ment, we consider both outgoing and incoming DNS packets The last plot represents latency observed with a sim-
(which use the UDP protocol) flowing between our recursive plistic setup for DoX [22]. With this setup, every outgoing
resolver and name servers outside our autonomous systenkNS query is validated with another peer. In a more pow-
However, we validate only the outgoing packets. erful setup for DoX, multiple resolvers resolve the queries

The second column in table 1 represents the time forand consult with othgpeersbefore providing clients with an
which our tool is trained before it starts packet verificatio answer. Our setup for DoX should bear minimum latency.

By training, we imply that the expired name servers for ob- As the plot shows, the difference between latency ob-
served domains were not discarded. Rather, they were movederved with MiND and DoX is quite large. We owe this to
to a separate cache and thus used in conjunction with the curthe fact that many outgoing queries are verified quickly gisin
rent set of name servers, for validating outgoing DNS pack-our database of records. On the other hand, with DoX, every
ets. Column 3 represents the total outgoing packets whichquery needs to be fetched and then compared with peers for
were verified with our tool, after the initial training. validation. We also observe that consideration of a whe-|

On subjecting the outgoing packets to MiND query ver- of only 5 domain names, results in a slight improvement in
ification and forward checks, we find an average of 0.84%latency. We believe that with a white-list consisting of hun

5.3 Latency of query verification

5.2 Performance analysis
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Figure 6. (a) Latency of verification. (b) Cache hit ratiosdaveek long dataset.

dreds of domains, the latency gain would be much higher. Simulated attack We also simulate a poisoning attack on
our private recursive resolver. The attack is accomplished
by staging a Denial of Service attack from one of our host

Here we present the interesting events observed as a corihachines, to our experimental recursive resolver._ We use a
sequence of DNS query verification. All the instances re- CUStom program to generate DNS packet bursts with random

ported below represent different anomalies that may istere DS and useptablesto redirect malformed packets, to our
network administrators. victim resolver. With the detection mechanism in place, we

are indeed able to generate instant alerts.

5.4 Interesting observations

Absent name serversFrom our analysis, we discover sev-
eral irregulari.ties, owing to no name servers being foundg g Highly dynamic name servers
for the domain names present in the query. Rather, such
queries were resolved by simply following referrals from it We use each experiment (as in table 1) to determine the
erative replies (that is, using the AUTHORITY section data frequently changing name server configurations. To de-
in DNS responses). Our implementation does not considetérmine the fast changing name servers, we simply deter-
AUTHORITY section data. We observe that blacklisting ser- mine the frequency of every second-level domain name, for
vices like spamcop.netandsurbl.orgfall into this category ~ Which we fetch the name servers repeatedly. The frequent
and attribute for almost 20% of such packets. update is forced by the use of small TTL values for the

M|Styped domain names During our ana'ysis' we ob- NS or A records. Based on our analySiS, the tOp 5 do-
serve several mistyped domain names. The frequently mis{nains for which we update our database repeatedly, includes
spelled DNS domain name packets include MX queries for akamai.netgslb.com weather.comfacebook.comand ad-
g-ma"_com A queries forgoog|e_co MX queries forhot- nxs.com The domain names also hlghllght their popular—
mal.com hotmai.comhotmaill.com and more. While in all ity within our autonomous system, as these domain queries
of the cases mentioned above, the mistyped domain name¥ould form a good proportion of all outgoing packets.
have been pre-registered by the responsible authorities, w The data presented above identifies frequently asked
note that the clients within our autonomous system generatdomain names. However, such an analysis can also reveal
ing such domain names, may represent irregularities. Sucfogue domains which exhibit domain fast fluxing behav-
domains show up in our analysis because of the absence dpr.- Using such domain names helps reduce the latency of
NS records corresponding to these domains. With the fre-query verification. By white-listing IP addresses of the eam
quency of these queried domains being of the order of sev-servers for known domains, we can quickly verify several
eral hundreds within a short time, MiND helps detect them queries without the need for frequent database update.
for examination by system administrators.

Poisoning attacks Our findings indicate that clients within
our autonomous system repeatedly query for domains such aso assess the ability of the MiND system to identify indi-
i.metarss.comcomputerfinance.netnd a few others within  rection anomalies, we use simulated malicious DNS queries.
a short time. Such an analysis also highlights the local re-To generate misdirected packets from our network, we infect
solver configuration. It seems that the caching of NXDO- 5 machines with a custom program designed to periodically
MAIN/SERVFAIL records is disabled. Therefore, the client generate DNS queries for well-known domain names. For in-
applications keep querying for the same hostname even aftestance, an infected host generates DNS type A requests with
previous failures. Network administrators may patch suchthe queried host name gi&lum.google.corwheregNumis
anomalous clients thereby saving a lot of bandwidth. the query number sent out by the particular stub resolves. Th

5.6 Determining false negatives
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