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802.11 standard defines the Wired
valent Privacy (WEP) for
psulation of 802.11 data frames.

goal of WEP is to provide data
cy to the level of a wired network.

uses the RC4 algorithm for
yption purposes.



elies on:

y shared between all the
municating parties

ncryption algorithm (RC4 — which
works as the decryption algorithm)

-bit initialization vector (1V)
C of the frame payload




the encryption works:

ksumming: we compute an integrity
ksum on the message. The checksum
en concatenated to the end of the
text message

32 bits cyclic
Plaintext / redundancy check

Message CRC




the encryption works:

tion (RC4):
crypt the plaintext using RC4.
Initialization vector (1V) v Is chosen.

4 generates a keystream (sequence

pseudorandom bytes) as a function
v and the key k.

e keystream is XORed with the
INtext to generate the ciphertext



the encryption works:

Plaintext

Message CRC

XOR

Keystream = RC4(v,k)

equals

\% Ciphertext

/ Transmitted Data

VvV is 24 bits long and k
could be either 40 or
104 bits long



the decryption works:

Transmitted Data

Y Ciphertext
/ XOR
create
am > Keystream = RC4(v,k)

equals

Message CRC

Plaintext



Security Goals of WEP:

iIdentiality: prevent eavesdropping so that
ontent of your traffic remains private

ss Control: to discard all network packets
are not encrypted using WEP

Integrity: prevent network traffic from
modified or corrupted. This iIs the main
n why the CRC has been included



r Attacks to WEP:

e attack: an attack in which an “unauthorized party
access to the wireless network but does not modify
ntent or engage in communication with any node in
twork”[1]. For example:

esdropping

ffic analysis by decrypting every packet that is sent
he wireless link

s commonly achieved using WLAN tools to recover
ption keys such as Airsnort and a wireless NIC
le of working under RF monitor mode.



r Attacks to WEP:

attack: an attack in which an “unauthorized party
s modifications to a message, data stream or file”[1].
ample:

querading
sage modification
1al of service

the most dangerous kind of attack but not the most
ar since they require more technical knowledge and
IS greater risk of getting caught.



tlor) Proolerns

Management:

302.11 standard does not address the issue of key
gement (how keys are to be distributed)

andard relies on a external mechanism to populate a
lly-shared array of 4 keys

ly, only one key is used for a entire network

everybody is using the same Kkey, once a key Iis
romised for one session, the same key can be used to
pt any other session



tlor) Proolerns

Management:

Iso difficult (if not impossible) to replace a
romised key. To achieve this, every single user would
o reconfigure their wireless network driver

ng a single key also increases chances of identifying a
d1v (v)

ly, only one key is used for a entire network

happens if someone who was using the key decides
are it with somebody else or has a laptop stolen?



WER lrriglegrenietion Proglerms

nlems with using RC4 Cipher:

802.11 protocol did not define how to
ement 1Vs. The 1V space takes 224 possible
2s which means that the secret share key
Id be changed as soon as all possible IVs
been consumed. WEP defines no practical
to accomplish this

's Initialization vector duplication: the
Dination of a shared secret key (k) and the
ated IV (v) results in a repeated keystream.
ember that 1V is sent In clear text



WER Vilriaraolliilas aricl

)ssible attack:

This attack causes known
text to be encrypted. Eve
can use a sniffer tool to
capture the encrypted
text and use the relation:

ki = ¢, XOR p,




WER Vilriaraolliilas aricl

ration for keystream attack:

ntext?!: 11010011 Plaintext?: 00101101
stream3: ® 10100110 Keystream3: ® 10100110
hertext!: 01110101 Ciphertext?: 10001011
hertext!: 01110101 Plaintext?: 11010011
hertext?: @ 10001011 Plaintext?>: & 00101101

11111110 11111110

th cipher texts are known and one plain text is
n, the second plaintext can be derived

Figure taken from [2]




WER Vilriaraolliilas aricl

possible attacks:

two ciphertexts (generated using the same V) are XORed one
rs the XOR of the two plaintexts. We could look for two English
ith the same XOR, or even better, for n ciphertexts with the
keystream (and for a large enough n) it is possible to use
ncy analysis

so possible to obtain candidates for the plaintext since many
of IP traffic are predictable (e.g. well-defined and predictable
res in messages such as alogin sequence)

lusion, to exploit keystream reuse we need two conditions:
ertexts in which keystream has been reused
al knowledge of some of the plaintext



WER Vilriaraolliilas aricl

age Injection:

's checksum is an unkeyed function of the
sage. It can be computed by the attacker once
ows an entire plaintext corresponding to some
mitted frame

ng the plaintext P and the ciphertext C an
ker can obtain the keystream RC4(v,k). He can
use the keystream and his own plaintext to
> a new ciphertext



WER Vilriaraolliilas aricl

antication used by WEP:

ess point will use the following mechanism
allowing a client to form an association:
lient requests a shared-key authentication

access points sends a challenge (128-byte
J) In cleartext.

lient then responds with the same challenge
/pted using WEP

entication is successful if the decryption of the
bnse calculated at the access point matches the
enge



WER Vilriaraolliilas aricl

antication Spoofing:

f the main of flaws of the previously described
tication is that the challenge text is always 128 bytes.

remember that IVs can be repeated and reused.

by monitoring the negotiation process of a legitimate
tication sequence, an attacker could learn both the
ge sent by the AP and the encrypted version sent by
ent

acker can then derive the keystream and use it to create
)er response for a new challenge (using the message
bn technique)

ywledge of the WEP key is needed for this kind of attack



WER Villrlarag

-based attack:

there are 224 possible IVs, an attacker could build a
tion table (with a space requirement of about 24GB) like

1V, Cipherstream, (K,)
AV Cipherstream,, (K,)

vV Cipherstream, (K,)

X

IV,24 | Cipherstream,?4 (K,24)

this table is available and the attacker learns the
xt for some packet, he can get the keystream and
)t each subsequent ciphertext almost in real time.

Table taken from [4]



WEP VUlnaraglliiles aricl P

 Facts:

ess Point sending 1500 byte packets at an average of
s will run out of the available IV space (224) in about 5

wireless network cards reset the IV to zero each time
e initialized, incrementing the IV by one for each packet
itted.

ms such as Airsnort and WEPCrack exploit some of
weaknesses to crack WEP keys by analyzing from
passive data captures.

Table taken from [4]



Soltitlans crlel Collriierss

s5ing the IV size (to 48 bits for example) and using a 104
key would decrease the likelihood of key stream reuse
antly, making it harder for an attacker to solve for the
ing clues

ing key management by allowing every host, if possible,
e its own encryption key, changing keys with high
ncy.

the secret k dynamic so that it is changed before an
2r has time to gather information to break the key

the wireless network outside the organization firewall
dering the wireless network as much of a threat as any
nternet host)
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